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Quick overview

PNT - PN Tool is the program for the analysis and monitoring of PROFINET networks.

Thanks to the many years of experience in the field during the troubleshooting and validation of over 500
PROFINET networks, the PNT - PN Tool includes in one program all the features required to analyze the
behavior of PROFINET networks.

PNT - PN tool has a simple and intuitive interface and uses the network card of your PC.

Connecting the network card of the PC to any available port of a PROFINET device/switch you can, for
instance:

e Getdetailed information on all connected devices (model and serial number, PROFINET diagnostics)
e Obtain the number of errors in transmission and reception (useful for detecting bad cables/interfaces)
e Calculate the traffic load on all links (ideal for identifying critical links with too much traffic)

e View the network topology (interactive graphic or tabular views)

e Evaluate the impact of the multicast and broadcast traffic on the network

e Assign name and IP address, identify devices, access the web interfaces of the switches/devices

e Reset the device to factory settings

e Acyclic Communication Read and Write record

& Topologyv1016 - 8 x

Lintog - | [ neyout | [ ][ | [£5] 2w Eror * Packet Error

PNT - PN Tool: Topology
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In addition, by connecting the PC network card to a free port of a managed switch with port mirror
functionality (or to a TAP), you can:

e Show, with the Live List functionality, the operating status of the PROFINET devices (Run, Stop,
Error), cycle time and missing devices

e Check, during live list the diagnostic messages and events launched by the PROFINET devices

e Savein alog file the diagnostic events such as alarms and loss of devices

e Record network traffic (PROFINET and others) on the link

e Show the number of lost packets using the mirror port of a managed PN switch or a TAP

e Calculate the actual update times and jitter (for jitter a TAP with timestamp is required)
e Continuously monitor the network (Easy Mode — Network Monitoring).

() PNT PN Tool - Vers. 10,196 - Profinet Network - 8 X
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PNT - PN Tool: Network traffic analysis
PNT - PN Tool includes:

e Wizard functionality; in order to automatically analyze the network

e Compare functionality; to compare the last analysis with previous analysis for the verification of
"running error", changes of topology, or replacement of devices

e Generation of validation reports in different languages

e Printing reports with customizable logo

e ProfiGraphPN; for inspecting in graphical form the process data of the PROFINET devices without
using the development tool of the PLC. ProfiGraphPN is also a data logger; it enables long time recording
of slow process values thanks to a programmable sample time from 0.1s up to 60s (max. sample frequency
10 Hz, min. sample frequency 0.01666 Hz).
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PNT - PN Tool is used successfully in automotive plants, manufacturing, food & beverage, and in process
industry to ensure conformance to the PROFINET installation rules.

The tool provides a report to assess the conformity of your network with the guidelines of the PROFIBUS
& PROFINET International consortium (Pl).
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Nome
MAC address |IP address oot o | Tine

00:10:1b.32.¢ SCr
7.0 19216802 |swl [x-20
Pﬂ Ing. Francesco Venturini - PNT-PN Tool domenica 19 luglio 2015 17.29
proval
1.2+
P N P LN WY
L i REPORT
0.8
Nome test: provaé Data 14/07/2015 16:42:47
0.6
0,4
0.2 Dislocazione Impianto
e s Nome Rele
0 5 10
Nome Azienda
Tem iclo/Load (offlin
empo Ciclo/Load (offline) (prc Rosponsabie
Traffico sul Segmento [Mbitsis] (Aggregato)
Solo PROFINET (Aggr) 1028903 Nome Verificatore
Jitter Max % 78284
M. telegrammifs (Aggr) Hote
N, telegrammils (Aggr.) da 0 3 64 bytes
M. telegrammils (Aggr.) da 65a 127 bytes LISTA STAZIONI PROFINET ( N. Stazioni PN 8 )
. telegrammils (Aggr) da 128 3 255 bytes PCP; 1921630200 PC Netmask: 255.255.255.0
Filtro registrazione False

N. telegrammis (Aggr.) da 2562511 bytes

N telegrammis (Aggr) da 512 3 1023 bytes Stazioni che non appartengono alla retelsottorete ddl P

N, telegrammi's (Aggr.) da 1024 a max bytes. Stagionl con noms PH duplicatc: @

Unicast (97,45%) Stazioni con IP duplicato: a

Nome Stazioni con IP = 0.0.0.0 1
MAC address [IP address PROFINET Tiﬁ
000710507 Bus Stazioni con Netmask = 0.0.0.0 1
rers 192.168.0.4  |devl-morett Prof
0008597 |16, 168.0.12 [devz-morett [mrte Stazioni con nome PN vualo: o
RSl [T a7 ac e Tipo Rucko [Reai Name  Gateway
00:1b:1b:32:9 SCA
oo 192.168.05  fswz e 0 Bcctectd 0000 "FrT) gevt imis1.3 Davica
0.1 4
00:10:1b:32.¢ 192.168.0.2  fswi SF: 28:63:36:82:84 T 192.168.0.1 256.255.255.0  [plc_1 S7-1200 [Control plcxb 1d0ed
7.0 it or
000e8cca772b 192168012 (2552552550  Joeva-morett 13 Device 192.168.0.12
0tb:132e7d0 19216802 2552552550 |owt 192 168.0.2
00-20:45 26:41 10 192.168.0.20 1256.255.255.0 [devi-paba 192.168.0.20
Clprovalprova
000105070426 19216804 2662562560 devt-morett 192.168.0.4
Ciprovatiprovat 1

PNT - PN Tool Report



PNT - PN Tool — User Manual

Getting started

WARNING

Any alterations to the software by Viruses, Malware, etc. or device problems such as PN Device Firmware bugs,
software bugs, etc. can cause unsafe system operation.

Check all the safety systems before using the software.
Check if all your PROFINET devices or controllers are PROFINET certified.

It is recommended to stop production before using the software for the first time in the plant.
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Installing the software and setting the PC address

1. Run PNT_Setup.exe and install the software

2. Assign a free IP address and the correct subnet mask to the PC using the network settings of the
operating system

U Proprieta - Connessione alla rete locale (LAN) @

Rete | Condivisione

Connetti tramite:

EF Realtek PCle GBE Famity Controller

La connessione utilizza gli elementi sequenti

¥ Protocollo Intsmet versione 4 (TCP/IPv4) -
& Driver di /0 del mapping di individuazione topologia liv__
& Rispondtore individuazione topologia livell di collegami

< [l ] »
Installa Disinstalla Proprieta
Descrizione

TCP/IP. Protocollo predefinito per le WAN che permette la
comunicazione tra diverse reti interconnesse

3. Connect your PC to a free port of a switch (or a PROFINET device) with an Ethernet cable

Switch
PROFINET NETWORK

PLC —_—

Free
Port

110

Connection example
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4. Insert the USB license key
5. Start the program PNT - PN Tool

6. Select your PC Interface

W PNT - PC Interface - Analysis via »free port< X

‘ImeI(R} 82574L Gigabit Network Connection - Ethemet0 ~

IP |192.168.134.130 ~ | |256.2565.255.0

Open Windows
Metwaork Setting D oK @ Cancel

7. Select again the PC Interface connected to the Mirror Port of a switch or, if you are you using a TAP, the
TAP interface.

IF PNT - Interface - Analysis via > Tap/mirror port< X

TAP/Mirror port -
Port Mirroring v ?

PC Interface Realtek RTL8139/810x Family Fast Ethernet NIC - Connessione alla rete locale (LAN) v
192.168.0.201 255.255.255.0
0 Wind The Time and the Jitter measure may have alow accuracy using the Port Mirroring
(=il D‘.'VS due to Windows driver limitations (e.qg. buffering) but also to Switch limitations for D Ok Cancel
Network Setting Port Mirroring/SPAN -
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Managing Projects

The Home page

The project management window allows the user to create, open and close projects.

ePNTPN“nI—VEvsA.Oa - Test_Network - X
= EW LOAD CLOSE SAVE AS o DELETE EXZPI‘;RT [ ] |§| = E\
© YT (2 ) o =
—— v C:\Test_Network\Test_Network.PNTdb
Analysis via © PROFINET Nodes 4 . A LiveList
- reeiport & Network Stations |l § Tapimirror port A Graphic NetLoad
A Errors and Traffic l~ © Alarms Log
@ Multicast/Broadcast |1 2023-10-3110:36:48
@ Topology LT @ Traffic Recording
4 HW-SWinfo @  Cyde Time/Load
@  Acyclic Communication REC_2023_10_19_10_17_22 ~
© Update
analysis
step by step Reset Analysis and Charts
@Acc&p{anc&
5 8 Reports
Location [ | Date @ [ |
Network Name [ ]
Company Name [ | checker Name [ ]
Responsible Name [ | Note [ ]
B gmected i o
e Function Description
1 Managing project file buttons  Create new project, load existing project, close project, save as
(clone) project, delete project from disk, export JSON file
2 Working directory Shows the working directory for the PNT tool
3 Analysis Data User can add description of the project details, including the name
information/details of involved people and location of the network under test.
Menu button Menu button can be used to navigate to other parts of the project

10
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The Program setting page

&) PNTPN Tool - Vers. 408 - Test_Network

- X
= program Settings e B O e e ol = NI ()
Operating Mode
Standalone | Load/Save Project fromito PC
SQL Settings

[ Open an empty project at startup \0;

[ Debug Mode Before o Submit a support request, check the box Debug hade and press Anaysis Wizard button (Analysis via free part)
| Compress, zip, the Project directory and send it in attachment, with your request to
v suppori@pntool net

Company Logo e
Browse
\

SROFIBUS + PAOEINET

Company Name CSMT o

Check for updates ‘ | Check/Install License
www.pntool.net

| Functon | Descripion ______________|
1

2 Debug Mode If enabled, a file with debugging info for developers will be
created during the wizard analysis.

Company Name This name will appear in the report. A new company name can
be inserted here.

11
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Create a new project

The first step is to create a new project.

1. Press “New”

MEW

Working Directory C:A

@ Start step by step a new analysis
O Create an empty analysis

File Name
|Pmﬁnet_NetwurN

Create | | Cancel

2. Press “Working Directory” and select the directory where you want to save the files or create a new
one.

3. Select “Start step by step a new analysis” if you want to start the wizard, or “Create an empty analysis” if
you want to start the different analysis manually

4. Type the file name and press “Create”

12
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Exploring the network

Analysis via free port (Active Analysis)

The analysis of diagnostic data and statistics in the PROFINET devices require active polling of these
components:

« Statistics in switches

» Neighborhood information for determining the topology

« Status information (error memory, firmware revision level, etc.) [1]

The “Analysis via free port” option explores the network simply by connecting the PC network card to any free
Ethernet port of the network.

PC Interface Setting — Analysis via free port

PCInterface - Analysisvia  >free port«

l PC — Network Adapter Interface
N

|\Dev1'ce\NF'F_{1604D324—92E2-¢11T5—84AD—UBE32FT854EB} - Realtek RTL8139/810x Family Fast Ethernet NIC v|
IP |192.158.D.2[]1 v| 2552552550

D OK Cancel

The procedure can be executed step by step or by using the Analysis Wizard.

W Analysis Wizard x

PROFINET MNodes

Network Stations IP From 192 168 0.0 to [192.168.0.255
(Estimated time: IP From to
00:00:14)
IP From to
IP From to
IP From to
Errars and Traffic - Topology SNMP Password

Multicast Broadcast [[] Check only the Profinet Stations

HW-SW info

WARNING
Any alterations of the software { eg. Viruses , Malware, etc. ) or device problems ( eg. PN Device
Firmware bugs,software bugs, etc. ) can cause unsafe system operation

Check all the safety systems before using the software.

Check if all your PROFINET devices or controllers are PROFINET certified
It is recommended to stop production before using the software for the first time in the plant

D Start Cancel

13
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The PROFINET Nodes page

W PNTPN Tool - Vers. 408 - Test_Network

- x
e PROFINET Network Errors and Multicast Acyclic ! % g
Nodes Stations Traffic Broadcast Topology RS Communication
Reanek RTL8139/810x otahemetm( & Update GEIzED
M free port
“ MAC  00:06:4F:58:85:CE P .168.0.201 255.255.255.0 analysis \ /

DEnammcnmmgF‘o IP From | o o | |

[ Long scan €
Search PN Nodes 2023-10-31 10:16:22 - PC IP: 192.168.0.201 255.255.255.0 —
PC port -> deviced port-003 Siemens, SIMATIC NET, SCALANCE X204-2, 5GK5 204-2BB10-2AA3, w
Q

[ Show More Info N.PNNodes 7

R e | P A Netmask ‘ PROFINET Name Type Role Error
B s u:‘do:aa:bg 192.168.0.1 255255.2550  pn-io 57-300 Controller web L "Phae
B &£ 2 00:0e; 7T 192.168.0.11 255.255.255.0  devicel IM151-3 Device web L "Phae
B & 2 oo00e: :ccd 192.168.0.12  255.255.2550  device2 IM151-3 Device web L) Pane
B &£ 2 00:01:05:07:b4:26  192.168.0.13  255.255.2550  device3 Buskoppler Profinet Device web L Prae
B & 9 00:1b1b:32:9:73  192.168.0.14  255.255.2550  deviced SCALANCE X-200 Device web L "Prae
B £ 2 00:1biibi32ieT:d0  192.1680.15 2552552550  devices SCALANCE X-200 Device web L Phave
B £ 2 28:6336:53:774f 192.168.0.16 255.255.255.0  device6 KP8 PN 8KEYS 8DI/O DC24V Device web 'ﬁ' ‘F/;b\ME

! Fucton | Descrpon |

PC interface Select the PC interface connected to PROFINET Network

Recording filter Allows analysis of a subnet of the entire network

Long Scan Two pass scan. Useful for a large network

Search PN Nodes Start the search for PROFINET Controllers and Devices

Analysis Wizard Start PROFINET network analysis. Search for PN nodes, read
topology, read error and traffic, read hardware and software

information
Show More Info Show Role, Gateway, Vendor ID, Device ID
Results button The icon shows the result of the single test.

Pressing the button, a window will display a brief report with the
results of the single analysis.

14
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Common buttons

The buttons below are used in more pages.

PPe

‘ = 9 00:0e:8c-d0-8a:b9 1! [\'/Cumpare with previous Data

&

)
é E.\..

1 Function _____| Description

Device Overview Go to the Device Overview window.

Device Connections Show the detailed topology of the device.
3 Device Position Open the full Topology View centered on the device.
4 Compare with previous Data Compare the last analysis with the previous analysis.
5 Results button The icon shows the result of the single test.
6 Print button Print the current data table

Sort Columns

You can sort the data in a table by clicking the header of a column.

Right click on device

With the right click on the device you can show the detailed topology of the device.

W PNTPN Tool - Vers. 408 - Test_Network - x
—  PROFINET Network Errors and Multicast . Acyclic @
= , Topolox HW-SW info =
Nodes Stations Traffic Broadcast pology Communication
L9 L Realtek RTL8139/810x Family Fast Ethernet NIC & Update it o
free port
IZ1 MAC E P 1021680201 0 analysis
& Device Topology - [m] X
[ Enable recordin
—
=
[ Long scan
—
Search PN Nodes: 192,168,012 o |_"’ =l
device2
[ Show More Info Q N PNNodes 7
MAC Role Error
INM151-3
B & 9 00:0e8cdd Controller web LY "Prane
B & 9 00:0e:8c:co! Device web 0 "Pene
B & 9 000esccd ot 1 Device web L e
B & 9 00:01:05:07 Device web £ "Pane
B £ 9 00nbiib:3: Device web 0 "Pene
=9 A
B & 9 00:1b:1b:3; 19 158015 1 165018 Device web Ly ",NAME
B & 9 2263:36:53 devices devices Device web £ "Prane
— B e
o
s etz s
KP3 PN BKEVS 3010 DC24V
SCALANCE X2
s
1
192.168.0.14
deviced
SCALANCE X-200

15
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Results of the scan crosscheck

OK A WARNING ERROR

By pressing the WARNING button, a window will display a brief report with the results of the single analysis.

Summary results

HW-SW info
Station OK
Station with device diagnostic not avaible
Station with device diagnostic
Empty module diagnostic

Wrong module diagnostic

N e e o N

Device with the same model and different firmware

a Close

In the example below you can see the number of stations that do not belong to the PC network/subnet (“Station
outside the PC subnet”). Stations and PC that don’t belong to the same network cannot exchange IP telegrams.

‘ e PNT PN Tool - Vers. 1.0.198 - Profinet Network

- [m] X
Summary results —
e O e b o =N B
& [gy HW-SW info Dev. Check up
. Missing
N. PN Nodes 7 ;ll AV'\‘,?Z";(',S
PCIP: 192.168.0.201 PC Netmask 255.255.255.0
Recording filter False i
Stations outside the PC subnet: 1
Stations with duplicate PN name: 0
Stations with duplicate IP- 0 265255 0
Stations with IP = 0.0.0.0 0 ‘ Compare with previous Data |
Stations with Netmask = 0.0.0.0: 0 ’a‘ pYNINodeS 1
) Which oa
Stations without PN name: 0 Role Web | Flash | device s Name
connected P
to
Controller || web || Flash Port Set
Device web | Flash Port Set
BKE... Device web | Flash Port Set
ICE ... Device web | Flash Port Set
ICE ... Device web | Flash Port Set
Device web | Flash Port Set
10:01:05:07:b4:26 | 192.168.2.108 | 255.255.255.0 |devd Buskoppler P... |Device Flash
Process
Data
Program |, i
Settings k%J
et (3
< >

The background colour of the stations outside the PC subnet is highlighted in yellow. The topology and the
telegram errors of these stations cannot be determined.

16
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Actions on a single device
web 0 "Pane

If the PLC or the device have a web server included, pressing the button “web” will launch the default browser
and open the start page of the PLC/Device.

By pressing the “Flash” Button, one or more LED of the selected device will blink for 6 seconds. Usefull for
identification of the device in the plant.

Changing the device name, the IP address or resetting to factory default

By pressing the “IP Name” Button it is possible to change the device name/ the IP address or reset to factory
default for a PROFINET Device

Assign Mame - Set IP

Resetto Factory sefting

PROFINET Name

[dev3

Converted Name (Real PROFINET Mame)
|dev3

Assign Name

MAC 28:63:36:53.77.41
IP 192.168.0.103

Subnet Mask 2552552550 ~

SetIP - Subnet Mask

Close

You can type the PROFINET name using space or special characters. In the next field you can see the
Converted Name, this is the real PROFINET Name that will be stored inside the device,

Compare with previous Data

Compare with previous Data

Compare functionality is used to compare the last analysis with previous analysis. For example if you are inside
the “Topology” page, you can check if the topology has been changed or inside the “Error and Traffic” page if
the number of errors or discarded packets are increased.

17
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The Network station page.

Allows the user to find all the stations with IP protocol (including PROFINET stations) in the specified subnet.

' PNTPN Tool - Beta Vers. 2.0.24 - Profinet Network - X
= . Multicast - o [ ]
= PROFINET Nodes Network Stations Errors and Traffic Eroadeact Topology HW-SW info & ‘ oo

1

1

| IP From [192.168.0.0
1 IP From
I

1

1

IP From

IP From

IP From

Search Siﬂllol\ef Stop 11/03/2020 09:29:47 0 C% Compare with previous Data

ETHERNET STATIONS LIST Dﬂay tho new stations only Ql N. Stations 6
Other IP - Station Inteface New
IPa wihmore [Ps PROFINET Name Type Manufacturer CEren Emor
192.168.0. 1\/ prio 57300 Siemens AG.

x device1 ILPNBKDIBDO... PHOENIX CoNTACT Elecirorics GmbH
B & @ 00045.037db2 PN-Device1FDB2 FLIL24 BKPN-.. PHOENIX CoNTACT Electrorics GmbH
B 9 00mbibeessse switch-scalancexb208 SCALANCE XB-2.. Siemens AG,
BS gzasassssdc.aa 15216806 &200sp ET2005P Siemens AG
BS gmmzmﬂm 192.1680.202 Ethemet Station  Viware inc.

1 Functon | Description
0 Networks Fields ~ Inserthere the networkstoscan

2 Search Station Start the search for the Ethernet stations with an IP address

</ Display the new station only ~ Show only the stations not listed in the “PROFINET Node” Table

From the top menu bar press “Network Stations”
Fill the search ranges
Press “Search Stations”

wn e
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The Topology page

W PNTPN Tool - Vers. 408 - Test_Network - X
e PROFINET Network Errors and Multicast Acyclic ! % g
Nodes Stations Traffic Broadcast Topology RS Communication ﬁ

. \-/ Automatically resolve transparent switches that 1 " ”
Graphics View  yT [ 5053-10-31 10:16:47 o don't support topology =, | e U e b

[ show More Info Q
P A ‘ MAC ‘ PROFINET Name Type Port | Partner Name izrr‘t“r Partner Type Partner MAC
B £ 2 19216801 00:0e:8cdo:Batb9  pr-io S7-300
1 deviced  port2 Siemens, SIMATIC NET, SCALANCE X204-2, 6GK... 00:1br1b:32:9F.73
B+ len 00:0e:Bccd:772b  devicel IM151-3
1 device3  port 1 Beckhoff bka103 - HW: V2.00, SW: V6.00 00:01:05:07:b4:26
B £ 2 192168012 00:0e8cicdicebd devicez IM151-3
1 devices  port 1 Siemens, SIMATIC NET, SCALANCE X204-2, 6GK... 00:1br1b:32:e7:dl0
2 - device3  port 2 Beckhoff bk9103 - HW: V2.00, SW: V6.00 00:01:05:07:b4:26
E & @ 192168013 00:01:05:07:b4:26  device3 Buskoppler Profinet
1 devicel  port 1 IM151-3 00:DeBCcd:TT2b
2 - devicez  port2 IM151-3 oroesccd:ccibd
B £ 2 192168014 00:1b:1b:32:973  deviced SCALANCE X-200
1 deviceS  port4 Siemens, SIMATIC NET, SCALANCE }204-2, 6GK... 00:1br1b:32:e7:d0
2 > pn-io  port1 57-300 00:0e:8c.d0:8a:bg
ERES port 1 PNT - PN Tool 00:06:4:58:85:ce
B £ 2 192168015 00:1b:ib:32ieT:d0  devices SCALANCE X-200
1 device2  port1 IM151-3 omoesccd:cebd
3 - devices  port 2 KPS PN SKEYS 8DI/O DC24V 286336537 724f
4 - deviced  port 1 Siemens, SIMATIC NET, SCALANCE X204-2, 6GK... 00:1br1b:32:8F.73
B £ 2 192168016 28:6336:5377:4f  device6 KPS PN 2KEYS 8DI/O DC24V
2 > devices  port3 Siemens, SIMATIC NET, SCALANCE X204-2, 6GK... 00:1br1b:32:e7:dl0
B &£ © 1921680201  00:064f:58:85:ce PNT - PN Tool
1 deviced  port 3 SCALANCE X-200 00:1br1b:32:97:73

1 Functon _____ | _________________ Descripion ___________

1 Graphics View Show the full network topology
2 Button Drawing Topology Show the topology of the single station

=

Press “Graphics View” for the full network Topology

Press “Button Drawing Topology” =8 to see the Graphic Topology of the device

n

The “one hop” topology view T

3. Double Click on the device to open a new window with the topology view of the clicked device
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The Graphic view of the topology

Y —
Lintog udaywt Mlosdes possion v"” ot u.mo PwB labels visible

T [ saveimage | [ switheolor |

123655
0

0
0,01103853

129062
0

Error packets: 0

Traffic Load [Mbps}: 001020826

0103

dev3
KP8 BN BKEYS 8DI/O DC24V

1 Functon _____ | _________________ Descripion _____________

1 Re-layout Recalculate the position and redraw the nodes
2 Save Nodes position Save the default position of the nodes
3 Load Nodes position Load the default position of the nodes
Print Print the full graph or the screen view
5 Search Search the device by the IP or by the Name
6 Save Image Save the full graph or the screen view (PNG,JPEG,BMP)
7 Switch Colour Change the background colour
8 Overview window Overview window with zoom and fill and center buttons
9 Port/Cable Statistic Placing the mouse over the port number or the cable will show

packets statistics and Netload
Error search and positioning In case of an error, it is possible to search for the error and if
found zoom on it

10

Keyboard and Mouse Commands

- Selection of more devices by mouse click. (CTRL+Left Mouse Button)

- Selection of more devices by window. (AltGr+Left Mouse Button or CTRL+ALT+Left Mouse Button)
- Deselection. (ESC key)

- Zoom window. (ALT+Left Mouse Button or Mouse Wheel)
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The Errors and Traffic page

W PNTPN Tool - Beta Vers, 2024 - Profinet_Network - X

Multicast
Broadcast

AT Nodes ~ Network Stations Errors and Traffic Topology HW-SW info

[ Check only the Profinet Stations SMNMP Password

oneek o “esa poogy || [ RN f) P& conpars wnn previous oaa |
ow More Info. Show Errors only: [ 1 Packets [] Traffic of each port [ 19
out Mt Mt
Fa PROFINET Name:or Uizt - Tpe/Por Dsction e ST Tt s Bicdes BT T csputoces Dacoed By BT, JoM OfF Eeed Bt
s Erors Packets  Packels o LS I A
B 9 C 19216801 pnio S7-300 1 days. 21:35:46.00
Siemens SIMATIC 57, rtemal, Rack 0, Siot 2 o ->1days, 21:3541 36767 [ [ 17279 [} [}
0.5%-05% 1- Siemens SIMATIC 57, Bthemet Pot 1.k, 100Mbit, .. o  —>1days, 213037 " 164182649 [] ] 164444570 0 0 0515 0547 04 10
2-Siemens SIMATIC 57, Ethemet Pott 2.no lnk, autone.. > 1days 212240 A %73 [ [ 138 0 0
B S 9 Ciisso2 devics1 IL PN BK DIg DO4 2TX 1days. 21:36:25.35
01%-01% 1-pot 001 o ldas 23611~ 41035355 [ [ 41178416 0 0 R 04 02 1
2-port-002 > 1days, 213625 A2 [} [ [ [} [} [}
D1%- <% 05 Intemal o ->1days 213625 475 ] ] %0 0 0 0002 0002 00 00
B 9 Chseseoa PN-Device 1-FDB2 FL IL 24 BK-PN-PAC 1 days, 21:32:33.00
14%-03% NET+ARM 10/100 Megabit Ethomet Driver by NETS... o > 1days. 21:3233 1653 [ [ 40818929 0 0 013 0030 01 00
pNA+ Loopback Driver o > 1days 213233 [} [ [ [} [} [}
EF g 19216804 switch-scalanceb 208 SCALANCE XB-200 1days, 21:35:59 72
0.5%-05% 1- Siemens, SIMATIC NET, Ethemet Fort, X1 P1 o >ldaye 23044 A~ 166443400 [] ] 164181085 0 0 053 0510 10 05
03%-03% 2-Siemens, SIMATIC NET, Ethemet Port, X1 P2 o ldays 213536 A 82174070 [ [ 82034528 0 0 022 02% 10 05
01%-01% 3 Siemens, SIMATIC NET, Ethemet Port, X1 P3 o >1dys21:3224 2 A0B18438 [ [ 40950603 0 0 0% 012 01 05
4- Siemens, SIMATIC NET. Ethemet Por, X1 P4 > 1days. 213541 A2 [} [ [ [} [} [}
01%-01% 5.- Siemens, SIMATIC NET, Ethemet Port, X1 P5 o o ldays 213538~ AT [ [ 41034762 [} [} 01 01 10 05
& Siemens, SIMATIC NET, Ethemet Fort, X1 P§ > 1days. 213541 A 0 [] [] 0 0 0
7- Siemens, SIMATIC NET, Ethemet Pot, X1 P7 > 1days 213541 A [} [ [ 0 0 0
ATH-11% 8- Siemens, SIMATIC NET. Ethemet Por, X1 P8 o >0dws 93927 M 4529 [ [ 328652820 0 0 0o 106 03 17
Q1% Siemens. SIMATIC NET, L3 VLAN, VLANT o ->1dsys 21:2537 55 [ [ 62 [} [} 00M 0065 00 00
Siemens, SIMATIC NET, loopback 0 ->1days, 213544 [} 0 0 [} [} [}
B 9 Cis2es 1200 ET2005F 2days, 0.2647.70
Siemens, SIMATIC S7. ntemal, X1 o ->2days 02647 2404 [ [ 35011 o
03%-03% 1- Siemens, SIMATIC 57, Bthemet Pott, X1 P1 o >1days213548 2 8287139 [ [ 82427077 0 [} 028 0255 02 11
2- Siemens, SIMATIC 57, Ethemet Port, X1 P2 ->2days 02647 AP [} [ [ [} [} [}
B S Q C 1521680202 Ethemet Station

1 Function _____| ________________ Descripion _____________

] ooy T gy seteR ol e FROFNET devces a1

Show Error only Show only the devices with errors in the input or output telegrams
and or the Netload too high

1. From the top buttons bar press “Errors and Traffic”
2. Press “Check Errors — Read Topology”

If some information is missing, the program displays the label "n.a." = not available.
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The Multicast Broadcast page

Under certain circumstances, broadcast and multicast network loads can occur during commissioning and
operation of a network. These network loads are Ethernet packets transmitted to all network nodes of a switched
network (broadcast domain). Typical use cases are, for example, search requests for network nodes. Search
requests can be executed for different reasons and by different nodes.

Typical examples include:

* ARP broadcast, e.g. an IP scan of entire AP address ranges for the purpose of de-termining the existing
network nodes (performed, e.g. by engineering systems, ser-vice tools, diagnostic tools, IT systems).

* DCP multicast, performed e.g. at the startup of a PROFINET controller to search for the planned PROFINET
devices.

* MRP multicast, test packets for verifying the 'data flow', e.g. with ring redundancy.

The above search requests have one thing in common: all devices in a broadcast domain first must receive and
evaluate the corresponding Ethernet packets, irrespective of their location or the topology and regardless
whether they are supposed to respond or not. For all devices in the network this results in an additional
communication load which may be quite important, depending on the request frequency. Therefore, additional
loads generated by broadcast or multicast requests should be minimized. [1]

W PNTPN Tool - Beta Vers. 20.24 - Profinet_Network - %

Multicast [T
Broadcast Topology HW-SW info 2 o

—— PROFINET Nodes  Network Stations Errors and Traffic

Total Multicast [Packetsfs] Totsl Broadcast[Packetsis] || @

ARP Broadcast [Packetsis] |:| Q
DCP Mulicast[Packetsis] [ @
MRP MulicastPacketsisl || @
Others Multicast [Packets/s] Others Broadcast [Packetsis] | |

Check Multicast/Broadcast 2020-03-11 12:33:33 O
1—
ARP Broad: 0.00
DCP Multi: 0.00
= MRP Multi:  0.00
Others Broad: 0.00
311112020 12:32:54 PM
06—
04—
02—
0 T T T T T T
2020-03-11 09:30:00 2020-03-11 10:00:00 2020-03-1110:30:00 2020-03-1111:00:00 2020-03-11 11:30:00 2020-03-11 12:00:00 2020-03-1112:30:00
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The HW-SW info page

W PNTPN Tool - Vers. 408 - Test_Network - X
e PROFINET Network Errors and Multicast Acyclic g
= T 2 L

Nodes Stations Traffic Broadcast 20100y HW-SW info Communication

Import GSD

o Rescan GSD file

[ Read Festo CPx-Terminal Errar Log
Read HWSW info nzarwrsw 10:16:57

I8 @(

[ show More Info Y - Ql [Q
~
MAC IP & / SubMed. State 33‘:‘/ ;‘"‘ ?\‘“_b“"‘ PROFINET Name / Module Name | Link g:iﬁ'ﬂ'zf Dev. Type/ f::;h ;2’;2:‘”0 Power :E“:m" ;\g\nsmn e ;‘:usmn MRP ActualRole | MRP Domain | Function Location
State Prefix Counter
B & © 000c8cd08abd  1921680.1 na pr-io 6EST 315-2F)14-DABD S C-ADUB54952010 V323 CPU315-2 PN/DP
B £ 9 000e8ccOTR2b 192168011 [ ] devicel 657 151-3BA23-0AB0 SC-AMAI2010 1280 56 V610 0
0 0001 IMISI3PN-O IM151-3
2000 -1
2001 -X1P1 o 100Base-T FullD. Co..
2002 -X1P2
1 0001 PM-EDC24.48V/ AC24.230VS
2 0001 2D0DC2V/OSAHF
3 ool
4 om
5 ool
[ £ 9 ODeBocdicabd 192168012 [ ] device2 6ES7 151-3BAG0-0ABD SC-AOUMBIGIZON0 1024 56 V300 0 Reckind. Dlsabled
0 0001 IMISI3PN-O IM151-3
2000 X1
2001 -X1P1 o 100Base-T FullD. Co..
2002 -X1P2 o 100Base-TX FullD. Co.
1 001 PM-EDC24V
2 0001 2DIDC4VHF
B &£ 9 000105016426  192.168.0.13 na device3 BK9103 2 56 V60O 256 bKk9103 Beckhoff RailCo...
0001
0 e0  bkII03-0 Buskoppler Profinet
2001 B ©  100Base-TX FullD. Co.
2002 -X1P2 o 100Base-TX FullD. Co..
1 0001 Buerkertvalveisland 4 channels
20 Kl
B £ 9 00b1b329673 192168014 [ ] deviced 66KS 204-28810-2AA3 VPBDS01077 we s VS0 256 Aecnd Disabled
subst. 0 0001 SCALANCE-X204-2-0 SCALANCE X-200
2000 -1
2001 -X1P1 o 100Base-TX FullD. Co.
2002 -X1P2 o 100Base-TX FullD. Co.
2003 -X1P3 o 100Base-TX FulD. Co.
anna ving he

1 Functon _____ | _________________ Descripfion ___________

Read HW/SW info Read hardware and software information

Import GSD Copy the GSD file in the GSD directory of the program

Rescan GSD file Rescan all the GSD files included in the GSD directory

Festo Error Log Read, during scan, additional information (Error Log) for the Festo
device (model CPX-Terminal)

From the top menu bar press “HW-SW Info”
Press “Import GSD” if you have to import the GSD file
Press “Read HW-SW Info”

1.
2.
3.
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The Device Overview window

192,168.0.6 et200sp (ET200SP) - O X
IN Traffic [Mbps] -
' T Port 1
] 0.258
Port Partner Name E:ﬁner Partner Type Partner MAC e ’
- . 311172020
1 = gwitch-scalance-... port 2 Siemens, SIMATIC NE... 00:1b:1b:ee:53:5a 9:30:21 AM
a1
ass|
2020-03-11 00:00:00 2020-03-12 00:00:00
Port Interf Port Litilization Device Type/Port Link Wark Time/Cument Input Packet g rded IN Emor lpot‘nlu Output Packet S‘UT rded QUT Emor ﬁgT
o ace INQUT Description n Link Status since Nput Factkets scal Packets - PLL Factkets sca Packets  Total
Paclets Emors Packets Erors
ET200SP 2days. 0:26.47.70
ethemetCsmacd Siemens, SIMATIC ... o  -> 2days, 0:26:47 42404 0 0 35011 1] 1
ethemetCsmacd  0.3% - 0.3% 1-Siemens, SIMATIC .. @ - 1days, 21:35:48 ~ 82287139 0 0 82427077 1] 0
ethemetCemacd 2 - Siemens, SIMATIC ... - Zday 47 R 1] 0 0 0 1] 0
< >
Diag/  go  Subsiot ) . OrderID/Dev.Type/ Cable  Serial N./FOPower  SW ! 2
IP / SubMod. State Mod N Station Name / Module Name Link: R Length Budget Revision Function Le
State : i g
192 168.0.6 I et200sp ES7 155-5AU00-OCND SCHAATDBEIZ0NE V33D
subst. 0 0001 ET2005P -0 ET2005P
8000 -X1
200 -X1P1 o
Ny w4 P 4
< >

You can see all the information of the selected device, included the traffic and the error charts.
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Live List and Traffic Analysis

Analysis via switch mirror port or TAP (Passive Analysis)

For passive diagnosis the data streams transmitted in a network must be collected and analyzed in an
appropriate segment with no impact on the communication. There are two options:

1) Port mirroring (PC interface connected to a mirror port of a managed switch)
2) Test Access Point (network TAP connected in series in the segment)

With Port mirroring the switch mirrors the data streams of a selected port to a monitoring port. This allows
analysis of the data streams on the monitored port using the PC connected to the mirror port,

The switch that is used must support port mirroring. Both the transmitted and received data of the monitored port
are copied to the mirror port. The mirror port's data rate thus limits the data volume that can be analyzed. The
total volume of incoming and outgoing data must not exceed the data rate of the monitoring port.

A TAP (abbreviation of “Test Access Point”) is used to take out the data stream to be analyzed without the
limitations regarding the data rate and change of packet contents known from the port mirroring method.

A TAP allows reading out data streams without the limitations in terms of the data rate and change of packet
contents implied by the port mirroring method.

It is, however, required to open the network link to be able to insert or remove the TAP.

Only the data stream passing through the TAP can be analyzed. [1]

Mirror port/Supported TAPs - Comparison table:

PNT Functionality
Live | Traffic Trigger | Recording | Jitter Lost CRC | Alignment | Number of
List | Recording Filter Packets | Errors | Error PN lines
Packet that can be
size Err. analysed
Mirror
port \% \% Vv Vv V(1) \% 1
ETAP
1000 \ \' \' \' V(1) \Y 1
Kunbus
TAP VvV \Y \Y \Y \' \' \' \Y 2
Curious
Kunbus
TAP 2100 \ \% \' \' \' \' \' \Y 2
ProfiShark
100M \ \% \' \' \' \Y 1
ProfiTap v v v v V(2) 1
ProfiTap
Statistic \% \% Vv \Y V(1)(2) 1

(1) The measure could have a low accuracy

(2) Not reliable in environment with high electromagnetic interference

25



PNT - PN Tool — User Manual

Port mirroring

Connect the PC to a free port of a switch. Enable the traffic mirroring (Refer to the switch manual).
Select the PC interface that is connected to the switch. At this point you can start the measurements.

Switch
PROFINET NETWORK

PLC

Mirror Poft

174

Mirror Port connection example
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Network TAP connected in series in the segment

Select the PC interface connected to the TAP
Connect the TAP in series to the PLC segment. At this point you can start the measurements.

Switch
PROFINET NETWORK

PLC

TAP connection example

In the next pages some examples with different switches and TAPs.
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Managed switch - Port Mirroring:

Interface Setting - Analysis via Tap/mirror port

E‘ PMT - Interface - Analysis via»Tap/mirror port< X

TAPMirror port - \l/ ?

Port Mirroring

PC Interface Realtek RTL8139/810x Family Fast Ethernet NIC - Connessione alla rete locale (LAN) v|

P |192.168.0.201 255.255255.0

1‘ PC — Network Adapter Interface

0 Wind The Time and the Jitter measure may have a low accuracy using the Port Mirrering,
[ e Tl due to Windows driver limitations (e.g. buffering) but alse to Switch limitations for O
Metwork Setting Port Mirroring/SPAN

OK Cancel

Port Configuration, web page examples

mPHGIIx FL SWITCH MM HS last update: 10:16:41
CONTACT |

o Port Mirroring
—-} ‘ } Source Port 2 'I

FL SWITCH MM HS Destination Port IE
Mirroring Status  Disable & Enable

—! General Instructions
:: Davic infarmatien Enter password li Apply
' Switch Station
Services
‘Jports
Port Table
= pont Configuration
Port Statistics
B mirroring
1 Diagnostics
[ Home

SIEMENS

Automation & Drives

® Console ® Support # Logout SIMATIC NET
Power CPU Port
Status
ojre O[F1 OO Ps SIMATIC NET Industrial Ethernet Switch
a moam SCALANCE X204-2
=}

= 192.168.0.5

E: X204-2 Switch Configuration
('l

{1 System
1] X204-2 Mirroring Enabled

] Agent Mirrored Port: Monitor Port:
43 Switch [IMonitor Barrier Enabled
-] Ports
Cable Tester Aging Enabled
-~ FDB Aging Time [sec]: 30
ARP Table
-B LopP Passive Listening Enabled [ oversize Mode
pcp
[l Loop Detection
B Statistics

Gom

[ Refresn | [ setvames |

WARNING! AFTER COMPLETING THE MEASUREMENTS REMEMBER TO DISABLE THE MIRRORING.
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Port Mirroring Configuration - Siemens SCALANCE X-200 series

Example:

PLC connected to port 3 of the switch.
Personal Computer connected to port 4 of the switch.

Press Switch

Select the ports

Check the box Mirroring Enable
Press Set Value

PN

Automation & Drives

SIMATIC NET Inductrial Etharnet Switch

: ICE X204-2
Switch Port connected to PLC 192.168.03

Switch Configuration

-

WARNING! AFTER COMPLETING THE MEASUREMENTS REMEMBER TO DISABLE THE MIRRORING.
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Port Mirroring Configuration - Siemens SCALANCE XB-200 and XC-200 series

Example:

PLC connected to port 3 of the switch.
Personal Computer connected to port 8 of the switch.

1. Go Layer 2 > Mirroring > Port
2. Check the box Ingress and the Egress Mirroring of the switch port connected to PLC
3. Press Set Value

Engiish [¢] Go
SIEMENS
192.168.0.208/SCALANCE XB208 01/01/2000 00.08:04
Weicomeadmn  Port Mirroring Sources
8%
I o
»Information
»System Session ID: 1
Port Ingress Mirroring  Egress Mirroring
~Layer2 PO.1 o =
»Configuration P02 a
o o B S Switch Port connected to PLC
»Rate Control PO.4 a la
/LAN P0.5 o al e
' P06 o ]
»Mirroring P0.7 = =
»Dynamic MAC l P08 o =
Aging
*Ring
ROy
»Spanning Tree
»Loop Detection
»DCP
Forwarding
PLLDP
rUnicast
»Multicast
»Broadcast
»RMON
rLayer 3
»Security
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4. Go Layer 2 > Mirroring > General
5. Select the Dest. Port (number of the switch port connected to Personal Computer)
6. Check the box Mirroring and uncheck the box Monitor Barrier
7. Press Set Value
English [=] Ga
SIEMENS

»System

~Layer 2

» Configuration

»QoS

»Rate Control

»VLAN

*»Mirroring

» Dynamic MAC
Aging

»Ring
Redundancy

»Spanning Tree

»Loop Detection

»DCP
Forwarding

»LLDP

» Unicast
»Multicast
» Broadcast
»RMON

pLayer 3

»Security

*Information
N4

192.168.0.208/SCALANCE XB208 0110172000 00:10:54

Mirroring General

B2

 Mirroring Switch Port connected to Personal Computer
"I Monitor Barrier l
7

Select Session ID Session Type Status Dest. Port
g 1 Port Based - active PO.8 -
1 entry.
a4

WARNING! AFTER COMPLETING THE MEASUREMENTS REMEMBER TO DISABLE THE MIRRORING.
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Port Mirroring Configuration - Phoenix Contact FL SWITCH MCS 16 TX

Example:

PLC connected to port 1 of the switch.
Personal Computer connected to port 10 of the switch.

PN

Go Switch Station > Ports > Mirroring
Select the ports

Check the box Mirroring Status > Enable
Insert the password and press Apply

D

=

devd

Port Mirroring

l Switch Port connected to PLC
b\

Source Port

Destination Port

1
10 -

I General
‘A switch Station
] Services
‘3 Ports
[ Port Table
£ Port Cfg Table
1) Port Configuration
[) Port Statistics
B Mirroring
1) Port Security
_) Diagnostics

mm

FL SWITCH MCS 16TX Mirroring Status .I-.Disab.e o Enable (|
—J General . 1 .
= Switch Port connected to [ Acply |
I Device | X —
Personal Computer A\

WARNING! AFTER COMPLETING THE MEASUREMENTS REMEMBER TO DISABLE THE MIRRORING.
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Port Mirroring Configuration - Phoenix Contact FL SWITCH MCS 16 TX

Example:

PLC connected to port 3 of the switch.
Personal Computer connected to port 5 of the switch.

=

Go Switch Station > Ports > Mirroring

2. Check the box Source Port/Ingress Traffic and Source Port/Egress Traffic of the switch port connected
to PLC

3. Check the box Mirroring Status > Enable
4. Insert the password and press Apply

ml’llﬂllx devi l Switch Port connected to PLC

Port Mirroring
Source Port Number 1 2 3
Source Port / Ingress Traffic O & il all ] O ul |
Source Port / Egress Traffic ] w(EEE e &
FL SWITCH SMCS Destination Port 5~

8TX-PN Mirrering Status 1V~ Disable s Enable  (mmmm

N\

—I Gener

Switch Port connected to Feeas [ Apply |
Personal Computer A
—J Gener

I Devict
' Switch Station
Services
‘A Ports
Port Table
Port Cfg Table

] Port Configuration
Port Statistics
[ Mirroring
) Diagnostics
_1 (Rapid) Spanning Tree
_1 Media Redundancy
1 Multicast
_1VLAN
Broadcast Limiter

I Home

WARNING! AFTER COMPLETING THE MEASUREMENTS REMEMBER TO DISABLE THE MIRRORING.
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ProfiShark Blue Version - Connection to PLC that works with one PROFINET port:

Optionay
5V/1a
0}

\ -

PR

a5?

PROFISkaRK

SIEMENS|

S

=

<
2
£

Interface Setting - Analysis via Tap/mirror port

E PNT - Interface - Analysis via > Tap/mirror port< x
TAP/Mirror port l
b\ G?
ProfiShark 100/1G/1G+/10G+Blue / EtherTAP -
TAP with ns Timestamp
P!nterfce ProfiShark 1G+ - Ethernet 3 V|
192.168.0.101 255.2656.255.0
‘I‘ PC — TAP Interface
ProfiShark
Manager . . i
The Timestamp setting must match the real TAP configuration (see Manual)
Open Wind To check it, run the ProfiShark Manager Software.
pen VWindows Inthe ProfiShark Manager Software windows The "Keep CRC32" check box must D oK Cancel
Network Setting be unchecked

Info: If you don't see the ProfiShark interface, restart your PC. If the interface is still missing, click "Open
Windows Network Settings" and assign an IP address to the ProfiShark interface, then reboot.

34



PNT - PN Tool — User Manual

ProfiShark Blue Version - ProfiShark Manager, Timestamp setting:

A Profishark Manager - 25.13

Counters Charts Log Features Capture

Status

ProfiShark 100 Device Connected
Driver Version : 0.1.3.49

SW Firmware Version : 0.2.3.10
HW Firmware Version : 0110
MAC Address : 54:10:ec:36:64:6f
Usb : Super Speed

Firmweare Update

l re Format

Enable timestamps in live capture | [ | Disable Port A
Transmit CRC Errors [] visable Port B
[[] Keep crC32 [] Packet slicing

Link Up 100Mbps Half Duplex

Software Dropped Packets o
Hardware Dropped Packets : ]
Link Up Duration : 3:09:15
Last Link Down Duration : 45.898 5
Browse Flash Firmware
Save Restart Device

54:10:ec:36:64:6f

BREN
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Kunbus TAP CURIOUS - Connection to PLC that works with one PROFINET port:

Interface Setting - Analysis via Tap/mirror port

E‘ PMT - Interface - Analysis via»Tap/mirror port<

TAF’Ierrm\l/':
Kunbus TAP
TAP Curious @ CH1 (O CH2 (O CH1+CH2

3.?

PC Interface I

‘Reahek RTL8139/810x Family Fast Ethernet NIC - Connessione alla rete locale (LAM)

> |

P 192.168.0.201

Open Windows
MNetwork Setting

O OK Cancel
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Kunbus TAP CURIOUS - Connection to PLC that works with two PROFINET ports:

Interface Setting - Analysis via Tap/mirror port

I8 PNT - Interface - Analysis via= Tap/mirror port<

TAP!M\rror\\l/:
Kunbus TAP hd ?
TAP Curious () CH1 (O CHZ @ CHA+CH2

PC Interface |Realtek Rve8139/810x Family Fast Ethemet NIC - Connessione alla rete locale (LAN) v|

P 192.168.0.201

255.255.255.0 .l‘
B PC - Network Adapter Interface

Open Windows O
OK 3 Cancel

MNetwark Setting
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Kunbus TAP CURIOUS - IP Address discovery example:

KUNBUS TAP CH1 Curious TAP IP | |@ || TAP Filter
Interface || Realtek RTL&139/810x Family Fast Ethernat NIC

Press the button

Disconnect the Ethernet cable from the “Uplink to PC” port of the TAP

Press OK

Reconnect the Ethernet cable to the “Uplink to PC” port of the TAP

If you need to check or modify the TAP filters, press the “TAP Filters” button to open the TAP CURIOUS
web page

ahrwbhE

EEx
[ http:/192.188...ic/fitershiml % Y3 -
&) D 192.166.0,10/fiter_basic/fter.shiml @ || Q cercs w B ¥+ A =
Channel 1 Channel 2 TAP CURIOUS - Filter Basic - V1.0~ [KUNBUS

Configuration [save s | [(import || Export |

C 0 n » Dest.-Addressfilter
A » Sre.-Addressfilter

» EtherType

r IPv4 Dest.-Addressfilter
Delete
r IPv4 Src.-Addressfilter

(buttons affect ALL filters in port!)

3 extern Out

Log:

» LED O
» LED 1
r LED 2
» LED 3
» LED 4
last saved:

38



PNT - PN Tool — User Manual

Analysis Wizard

The “Analysis via TAP/Mirror port” can be executed step by step or using the Analysis Wizard.

Analysis Wizard

Start Network Validation, Commissioning

- Live List
- Traffic Rec.
- Cycle Time/Load (offline)

Start Alarms Analysis

- Live List
Record Traffic during Alarms -> Enabled
- Traffic Rec.
Trigger: Alarms -= Enabled
500 Telegrams before the trigger start (Max 10000)

- Cycle Time/Load (offline)

Cancel
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Live List

18 PNTPN Tool - Vers, 408 - Test_Network - X
e Graphic Netload Al L Cycle Tit Load
- Live List e e Traffic Becording U =z .

(Live leaa (Live List) e (offline)
TAP with ns Timestamp - ProfiShark 10!.0 tati
@ p o Update \/smgsa\fms
[ erece TR e

analysis o

[ Record Traffic dunfg Alarms Show Lost Packets

203103026 search PN Nedes 0 =
Freeze i\ =
N Filter: [ 7 Stations in DX on the segment. [ 0 DX Lost Oostep  [oPproblems
n.lost n.lost
MAC p N/ PROFINET Name Type E:ﬂ Ch E:If: :t’:l: Prob| Alarm g:fydﬁ ?:(dcma “;:f‘y( "‘ﬁ:ﬁ‘;{ ‘
seq. Rec seq. Snd
B £ 9 000105070426  192.1680.13 deviced Buskoppler Profinet Pri Run 2000 1 170131 1749/31
B &£ @ 000e8cco7TZe 192168011 devicel M151-3 1P Run 099 099 173631 e el
B & @ 000eBccdccbd  192.1680.12 device? M151-3 Pri Run 0999  09% 176531 177530
B &£ @ 000eBcddBabS  192.168.0.1 pr-io 57-300 Pri Run 1
B &£ @ 001b:Ab:329E73  192.1680.14 deviced SCALANCE X-200 Pri Run 123735 12386 12 1672
B &£ @ 0nlbibzendo 19216805 devices SCALANCE X-200 Pri Run 2373 12386 112 12
B £ @ 28633653774 192168016 devices KP PN BKEVS 8D1/0 DC24Y Pri Run 0999 099 179231 174830
2023-10-31 10:36:43 [ Data Alarm ] Alarm Notification High,Port data change nefification Api O Slot 0 Subslot 32769 - From "device3* (192,168.0.13) o *pn-io” (192.168.0.1) ~

2023-10-31 10:36:48 [ ONLINE ] Station back online. device1 (192.168.0.11)

! Functon | Descrpon |
1 PC interface Select the PC interface connected to the switch mirror port or to

the TAP

Analysis Wizard

Missing stations Display the missing stations that the controller is looking for

Record packets during alarm  If checked will save 1000 packets before the alarm and 1000
packets after the alarm for offline analysis

Start Start Live List

Freeze Freeze the visualization, the acquisition continues to run in the
background

Search PN Nodes Start searching for PROFINET controllers and devices. Only
needed if some PN devices are not in the list, because they were
connected after the scanning of the PN Devices

From the left menu bar press “Analysis via TAP/mirror port”

Select the PC interface connected to a mirror port or the PC interface connected to the TAP
Select Mirror port or the type of the TAP used

Press “Start”

1.
2.
3.
4,

40



PNT - PN Tool — User Manual

Graphic Netload (Live List)

¥ PNTPN Tool - Vers. 408 - Test_Network

Graphic Netload
(Live List)

Alarms Log

(Live Listy Traffic Recording

= Live List

Traffic load on the Link [Mbits/s]

TAP 2 line ports - 2 monitor ports

Smart Sampling
[ show traffic aggregated(sum of the traffic in bath directions)

Total
. a0
Broadcast
Others
time:
60l

PCInterface 1 [Mbisis)
&
L

20+

Cycle Time/Load
(offline)

PC Interface 2 [Mbitsis]

=z

20~

- X
Max NetLoad 73.960 [Mbitrs] 73.96 (%]
Max Broadcast  38.9 [Pkts/s]
Total: 9.246

Broadeast: 0.030

Other 6

time: 70.000 ¢
(31/10/2023 10:31:36)

Hold down the left mouse button to select the part of the Graph to zoom in.

200 300 400

)
=
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Alarms Log (Live List)

During the Live List all the events such as Lost in Data Exchange, Returned in Data Exchange, Alarms,

Communication/Device Error and Packet Errors are recorded in a Log file.

¥ PNTPN Tool - Vers, 0.8 - Test_Network

—_— Graphic Netload Alarms Log Cycle Time/Load
— Live List P PR Traffic Re d| %%
et (Live List) (Live Listy AL Y (offline) -
Filter
o Netload
Alarms
[ Dev LOST] B [ ONUNE ] B [ERROR ] [ [ Alarm ] [alarm Ack] B [NACK] B Info Settings
<< | martedi 31 ottobre 2023 B »

ot 0 Subsilot 9 - From

[ Data Alarm ] Alarm Notification High,Port data change notification Api 0

30 [ Data Alarm ] Alarm Ack High,Port data change notification Api 0 Slot @ Subslot 32768 - From "pn-io”

0:36:32 [ DX LOST ] Station lost. device (192.168.0.11)

3 [ Data Alarm ] Alarm Notification High,Port data change notification Api 0 Slot 0 Subslot 32769 - From "de:

43 [ Data Alarm ] Alarm Ack High,Port data change notification Api 0 Slot @ Subslot 32768 - From "pn-io” (192.168.0.1) to "de:

[ ONLINE ] Station back online. devicel (192.168.0.11)

Press “the calendar” to analyse previously saved Log files.
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Traffic Recording

The traffic data of the segment can be recorded and analysed offline.

{7 PNTPN Tool - Vers. 40.8 - Test Network - X
f— Graphic Netload Alarms Log Cycle Time/Load
— Live List Ern IR Ern IR Traffic Recordin: . &% “
(Live List) (Live List) o (offline)
TAP with s Timestamp - ProfiShark 100M,
) file Hexonng Trigger
SEROLEE EE E}\je at the end of recording v Fitter v
Use Color a\o\NET Name @ | | Highlight sent/received PNIO packets of the selected station
Measuring point. Example: Peegort_| o
REC_2023_10_19_10.17 22 ‘ Traffic Rec. 1 [#] pcabj Ji-10-19101722  Open  Grapn  PetMirering
REC_2023_10_30_12.00 29 ‘m [#] peap || 2023-10-30120029  Open  Graph ProfiShark 100M..106
Open  Grapn  KUNBUSTAP CHi
| N o] o e o
REC_2023 10_19_10_17_22
Total: 4.883
5— Profinet 4.881
P
Mul 002
Broadeast 0.000
4 Others: 0.000
time: 48.258 5
(1911012023 10:18:10)
-
3— =
Press and hold the left button to Zoom,
Right-click to open the Pcap file in the displayed range.
2]
R
=
<
s,

20 40 60

! Fupcon | Descripion |

Seconds Rec. Set up the recording time

Recording Filter Open the recording filter setup window

Trigger Open the trigger setup window

Use Colour and PROFINET Highlight the input and output device packets with different

Name colours, show the PROFINET name instead of the MAC address
5 Import .pcap Import a .pcap file into the project

Right-click on the graph to open the Pcap file in the displayed range.
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Trigger

1. From the top menu bar press “Traffic Recording”
2. if you need, select the recording time and the trigger

Trigger

[ Trigger Enabled

‘ 500| Telegrams before the trigger start (Max 10000)

O All telegram types
® Alarms
O Connect Request

O PROFINET Data Exchange

O MRP (Media Redundancy Protocol)

O PTCP (Precision Transparent Clock Protocol)
O LLDP {Link Layer Discovery Protocal)

O Lost Packets

(O DCP (Discovery and basic Configuration Protocol)

[ All Stations

Apply Cancel

3. Press “Traffic Rec. 1” to start the first recording.

4. Selecting “Use colour and PROFINET Name” and the device name, allows you to highlight the input

and output device telegrams with different colour.

Recording Filter

If you want to filter the packets, for example if you want to capture only the alarms packets, you can setup the
recording filter. This allows you to reduce the number of packets saved on the disk and to check for alarms over

a long period of time.

Recording Filter

£ Recording Filter Enabled

@® All telegram types
O

Alarms

O DCP (Discovery and basic Configuration Protacol)
O PROFINET Data Exchange

O MRP (Media Redundancy Protocol)

O PTCP (Precision Transparent Clock Protocol)

O IP (intemet Protocal)
QO TcPaP

O uppPiP

O HTTP

O Multicast

O Broadcast

[ All Stations

OFom O to @ Both
00:0e:8c:cd:cc:bd - dev2 - IM151-3

Apply D Cancel
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Cycle Time/Load (offline)

¥ PNTPN Tool - Vers. 408 - Test_Network

= Live List

Trafiic Recording

Graphic Netload

Port Miroring

Traffic load on the Link

Aggregate —> <—

Show Lost Packets

Jitter Max % 123.00

CYCLE TIME

MAC

m
oy
©

9 | 00:0eBoddBaba
B & 2| 000eBaddabd

00:0e8c9:T7:2h
00:De:8c:cd:ccbd
00:01:05:07:b4:26
00:1b:1b:32:973

W W W W W
o (o [© W [0 © [©

00:DB:4f:58:85:ce

[ Show More Info

Pa

192.168.0.1

192,168,011
192.168.0.12
192.168.0.13
182.168.0.14
192.168.0.13
192,168.0,16
192.168.0.201

v Update Recording

- x
Cycle Time/Load
Traffic Recordiny %% *
9 (offline)
Open
Total (Mbits/e] | Net | PROFINET [ Net 1P (Unicast) | Net | Mulicast Net | Broadcast Net | Others Net
otal (MA/5] | 55q 9% | Mbits/s] load % | [Mbits/s] load % | [Mbits/s] load % | [Mbits/s] load % | [Mbits/s] load %
4.884576| 2.83% 288219 | 283% 0000648 | 0.00% 0000008 | 0.00% 0001120 | 0.00%
fail
=l
C:\Test_NetworkiTest_Network REC 2023 10_19_10_17_22 pcap Q
N.PN
Multicas | Broadeas | Traffic PN Cyde | Cycle Worst
PROFINET Name: Type Alorms | Snd Snd Snd[Mbps] g:‘;“;"m“”“t“’" Time Set | average J[f:fe'v%“e snd ‘L’Z;ﬁ; Seq.P. E:;
[Phts/s] | [Pkts/s] | (Netioad%) up meas. g [test
085
pr-io §7-300 2441 283%) > device? 1 1 0416 @16% /242234
> devieel 1 1 0412412%) 04234
> devieez 1 104 @I% 0423
> deviced 128 128 075(01%  0/242
> deviceS 128 128 0761(01%  0/24224
> deviceb 1 1 0413@1aN 024234
devicel IM151-3 0,608 (0.70%) prie 1 1 0439439%) 0/60322
device2 IM151-3 0,608 (0.70%) Sprie 1 10452 45.2%) 0/60323
deviced Buskoppler Profinet 0,608 (0.70%) >prie 1 1 1230(1230%) 0/60302
deviced SCALANCE X-200 0,005 (0.01%) ->pr-ie 128 12799 10667 (83%) o0/a71
deviced SCALANCE X-200 002 002 0.005(001%) —opnie 128 12799 11.207(8.8%) 0471
devices KPS PN 8KEYS BDI/Q DC2... 0,608 (0.70%) prie 1 0999 0418 (418%) /60327
PNT - PN Tool 008

This function performs an offline analysis of the traffic recordings.
You can check if some packets have been lost and the worst sequence.

1. From the top menu bar press “Cycle Time/Load (offline)”
2. Select the traffic recording that you wish to analyze
3. Press “Graph” to see the traffic load graph on the link.

) Graphic

0014332 —

0001074

~———0.000070

0.000466

- () *

B PROFINET [Mbits/s]
Multicast [Mbits!s]

B Erosdeast [Mbits/s]
Other protocols [Mbitss]
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Easy Mode - Network Monitoring

In this mode you can continuously monitor the network via a TAP or mirrored port.
A dashboard will allow you to check the status of your network.

Simply by clicking on the lines of the panel you can view the details of the analysis.

If the PC is equipped with only one interface, consider using a USB to Ethernet Adapter for analysis via a free
port and the PC interface for analysis via TAP.

In this way you will be able to update the Device List, Topology, Port packet errors and to read the process data
while monitoring the Network.

) PNTPN Tool - Vers. 408 - Test_Network

X
= NEW LOAD CLOSE SAVE AS DELETE o fff = Yy
PC Interfaces/TAP/Mirror Settings v C:\Test_Network\Test_Network
Start analysis step by step
o [ Recard Traffic during Alarms ] Show Lost Packets Traffic Recording Read Out o F‘A
© =
a Click on the lines below to open the details page Cycle time Process Data g =
Network/Devices Configuration Elbizyleny Live List Traffic/NetLoad eAIarms
Ports packets errors
N. Stations: 8

Port traffic load (Max) Input = 2.26 [Mbits/s] Stations in DX on the segment: 7

2 Messages Data Alarms

1 Message Error
N. PN Nodes: 7 2 Messages [ DX LOST ] Station lost.

1 Message [ ONLINE ] Station back online
65 Messages Packet Error

4 Messages Netload Alarm

Port traffic load (Max) Output = 4.24 [Mbits/s] 2 Stations with Alarms Total NetLoad Max 73.960 [Mbit/s]

1 Port with Error - Input
2 Device with the same model and different firm
Total packet rate Max 8802.0 [Pkis/s]
Profinet packet rate Max 8087.0 [Pkts/s]
Multicast packet rate Max 44.0 [Pkis/s]

Broadcast packet rate Max 38.9 [Pkis/s]

>
2023-10-311036:43 [ Data Alarm ] Alarm Notification High Port data change notification Api 0 Slot 0 Subslot 32769 - From *device3" 68.0.13) to “pn-io” (19 0. "
2023-10-31 10:36:48 [ ONLINE ] Station back online. device (192.168.0.11)
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Acceptance Reports

The acceptance is divided into 4 reports. These reports refer to “PROFINET Commissioning Guideline” [1]

Installation Acceptance - Visual Inspection

The visual inspection should always be performed prior to all other checks. The visual inspection allows you to
provide evidence that the installation has been implemented in compliance with the corresponding installation
guidelines. This helps to detect in this phase faults like: [1]

» mechanically damaged PROFINET cables

« cables that are bent tighter than the specified minimum bend radius
« disregarded minimum spacing

« defective connectors

» missing labels on connectors and cables

* and possible other faults.

@ PNTPN Tool - Beta Vers. 2.0.24 - Profinet_Network - X
= Installation Acceptance Installation Acceptance Protocol Acceptance Protocol Acceptance o
-_— Visual Inspection Cable Measurements Visual Inspection Analysis/iDiagnosis
.
pe [ ] coeckername | | &
Description Yes No na Comment/Note Photofimage  Photofimage
ooo & &
Cable typs according to planning? O o o I &
Maximum 100 m observed for copper cable? O o o & &
Maximum number of connector pairs in end to end link observed? o o o & &
Connector used according to planning (RJ45, M12..)? o o o (& (&
Minimum cable length observed or metallic separating strip inserted if necessary? o o o (& (&
PROFINET cable undamage? O o o I &
Bending radii observed? o o o > (
Cable junctions right-angled? o o o =] =]
Sharp edges atthe cableway removed or covered? o o o (& (&
No kinks in the cables? O o o ™ ™
Precautions taken against mechanical damage at critical points? O o o I~ &
Strain relief builtin and fixed? O o o & &
Cable parameters verified? o o o =] =]
Protective caps existfor connectors and links? o o o & &
E bonding according to 2 O o o (& (&
Cable shield applied at the PROFINET stations and connected to equipotentialbonding? O o o I I
Cable shield at cabinet entrance connected to equipotential bonding? o o o & &
Cableways connected to equipotential bonding? o o o =] =]
Topology observed? o o o I I
Links labeled and marked? O o g & &
Free Ethemet port available for diagnostics connection? O o o ™ &
Power distribution wired according to structure plan? O o o I I
Additionally in case of PROFisafe installations
Only devices used in network which are IEC 61010-certified (in the EU: CEmark)? O o o & &
Only PROFlsafe devices used in netwark which are PROFINET and PROFlsafe certified? O o o & &
Reference: PROFINET Commissioning Guideline Version 1.36 December 2014 - PNO - www.profinet com
Additional rules of the client
o o o & &
o o o ™ ™
o o o & &
o o o & &
Attachments
Addiional Photos/images I I
Additional Phatos/imaces & & v
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Installation Acceptance - Cable Measurements

In the test of the copper cabling the network cables are checked using the appropriate measuring instruments.
The various testers that are available provide different functionality. [1]

{53 PNTPN Tool - Beta Vers. 2024 - Profinet_Network - X
— Installation Acceptance Installation Acceptance Protocol Acceptance Protocol Acceptance =
—_ Visual Inspection Cable Measurements Visual Inspection Analysis/iDiagnosis =
&
Dste [ ] checkertiame &2
Description Value Yes No na Comment/Note 2
Measuring the copper cabling
Simple cable tester (verification)? Q o o g
Function tester (qualification)? Q o o o
Acceptance tester (certification)? 2] o o o
Tester model and manufacturer
Number of checked cables:
Short circuit between wires detected? o o d
Short circuit between individual wires and shield detected? o o d
Cable length is below 100 m? o o o

Maximum cable length

Worst near-end crosstalk value
‘Worst attenuation value:

Reflections on the link

Shield current measurement
Testermodel and manufacturer
Maximum Shield current [mA]

Shield impedance measurement
Testermodel and manufacturer
Maximum Shield impedance [ohm]:

Reference: PROFINET Commissioning Guideline Version 1.36 December 2014 -PNO - www.profinet com

Additional rules of the client

oooo
oooo
oooo

Note

Simple cable tester (verification)

A simple cable tester is an electrical cable test, i.e., a test for proper connection or short-circuits and
impermissible split pairs.

The testers do not verify the cable parameters nor do they check whether data packages are transmitted or not.
Testers of this kind can be used in the installation phase to check the cabling for proper connection / short
circuits and the connectors for correct pin assignment. [1]

Function tester (qualification)

A function tester verifies the cabling route under consideration of the aspects of actual Ethernet data
transmission.

This measuring device transmits predefined data packages via the cable. A remote unit acts as the counterpart
that responds to these packages.

Alternatively, there are devices that directly verify the transmission parameters relevant for Fast Ethernet
transmission at the time level and can indicate the error location in case of time-outs.

Depending on its type the function tester can also identify other active devices like switches or network nodes on
the network using the corresponding diagnostic network protocols.

In this case you can derive from the delivered measuring data whether Ethernet data packages can be properly
transmitted via the route or not. [1]
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Acceptance tester (certification)

In special cases it is necessary to perform not only a simple functional test using a function tester, but also a
detailed measurement of the cabling parameters (e.g., cable length, attenuation, crosstalk, etc.).

Such a measurement allows the determination and documentation of various cable parameters.

These measurements are especially helpful if problems should occur after a long operating period, allowing the
documented values from the acceptance test to be used as reference values. [1]

Protocol Acceptance - Visual Inspection

After completion of the installation tests the required documentation should be available. Before starting to
commission the system, make sure that the installation has been per-formed in compliance with the PROFINET
guidelines. If you discover any installation faults or the documents are incomplete the installer should be
contacted.

This helps to minimize the number of potential error sources in the PROFINET commissioning phase. [1]

2} PNTPN Tool - Beta Vers, 2024 - Profinet_Network - X
= Installation Acceptance Installation Acceptance Protocol Acceptance Protocol Acceptance =
-_— Visual Inspection Cable Measurements Visual Inspection Analysis/Diagnosis w
&L
e [ | ChecerName | | )
Description Yes No na Comment/Note
Available documents up to date? o o o
Power supply correct? o o o
Planning carried out? O o od
Planning stored on data carrier? O 0O o
AllPROFINET 10 controllers commissioned (curent planning data ransmitted)? O o o
AllPN 10 devices commissioned? o o o
Al PROFINET nodes signaling readiness for operation? O o g

Reference: PROFINET Commissioning Guideline Version 1.36 December 2014 -PNO - www.profinet com

Additional rules of the client

oooo
oooo
oooo

Note
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Protocol Acceptance - Analysis/Diagnosis

Compared to the diagnostic functions implemented in the devices themselves, analysis tools can provide
additional advanced diagnostic options. [1]

Possible diagnostic functions are:

* Determination of the network load

* Determination of the network load composition (ratio of real-time and non real-time communication, etc.)
* Analysis of the PROFINET communication cycle with a high time resolution

* Data traffic statistics

* Recording of data traffic

* Recording and evaluation of communication problems

+ Configuration and status analysis

{23 PNTPN Tool - Beta Vers, 2024 - Profinet Network - x
= Installation Acceptance Installation Acceptance Protocol Acceptance Protocol Acceptance =
-_— Visual Inspection Cable Measurements Visual Inspection Analysis/Diagnosis w
&L
A — S | Fa Reportwihavass Daa 55
Description Value Yes No na  Comment/Note ol

O
O

Topology in accordance with requirements? m]

Number of PROFINET nodes

Max.line depth observed

AIlPROFINET nodes accessible?

IP addresses assigned according to planning?
Device names according to planning?

Firmware revision levels accordingto planning
Devices with the same model and different firmware?

Devices with diagnostic?

ooooooo
ooooooo
ooooooo

Update times according to planning?
Min. PLC cycle time [ms]

Min. updiate time [ms]:

Max. update ime [ms]:
Communication monitoring according to planning? o o o
Min. Communication monitoring [ms]

Max. Commurieation monitoring [ms]

Limitvalues for system reserve of optical fibers observed? O o od
Min. Power Budget optic fibers [dB]

Limit values for rejected packets observed? O o o
Max. value for rejected packets observed:

Limit values for network load observed? O o o

Max. network load [Mbps]

Max. network load [Packets/s]

Network load [%]

PROFINET load [%]

IP load [%]

MuticasyBroadcastload [%]

Limit values for multicasybroadcast packets observed?
Max. value for mulficasbroadeast [Packets|s]
Limit values for ARP broadcasts observed?
Max. value for ARP broadcasts [Packetss]
Limit values for DCP mulicasts observed?
Max. value for DCP multicasts [Packetss]
Limit values for MRP multicasts observed?
Max. value for MRP mulicasts [Packets/s].

e ¢ @ @
o 0o o o
o o o o
o 0o o o

Reference: PROFINET Commissioning Guideline Version 1.36 December 2014 -PNO - www.profinet com

Press the “Fill Report with Analysis Data” button to fill the report with the data from the “Analysis via Free Port”
and the “Analysis via Tap/mirror port”, some data are to be completed manually
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Inspect PROFINET Process Data

There are three ways to read the process data.
1) Using a free port connection to ask via acyclic communication the process data values. (Active mode)

2) Using the Mirror port or a TAP connected to the network. (Passive mode)
3) Reading the process data from a pcap files that you have recorded. (Offline mode)

PROFINET Process Data via a free port
The GSD file of the devices are required

Reading a single process data value

* Analysis via
free port

Press the button

and select Acyclic Communication

Check Read Input/Output Process Data, Select the device and press the Icon with the eye to read the value

W PNTPMN Tool - Vers. 4.0.8 - Test_Metwork — O *
— PROFINET Network Errors and Multicast . Acyclic 5 & g
e . X Topolo HW-5W info - u

Nodes Stations Traffic Broadcast pology Communication =
Read Input/Output Process Data 0] Read Record (Expert Mode) 00 Write Record (Expert Mode)
10-Device
00:0e:8c:c9:77:2b - 192.168.0.11 - IM151-3 - devicel v
[ Show More Info Press (@ to read the data
Slot Subslol Module Name Module Type Data Type INFUT Value INFUT Data Type OUTPUT gﬂlill—ep uT
0 0001  IM151-3PN -0 ~  Dig. - Gte - -
8000 -X1 ~  Dig. -G - -
8001 -X1P1 ~  Dig. -G - -
8002 -X1P2 ~  Dig. -G - -
1 0001 PM-EDC24.48V/ AC24.23.. |6EST 138-4CBO0-OABOPo... |~ |  Diag. - Gite - -
2 0001  2D0 DC24V/0.5A HF GES7 132-4BBO0-0ABO Di... |~ - Outputs - Unsigneds.ls... = @ 10010001
3 0001 - - -
4 0001 - A A
5 0o < = =
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Reading multiple process data

Zuiid Process

Y Data
Press the button and select “Input/Output Data Analysis via Free Port (Active analysis — Acyclic
Communication)”
ePNTPNTooI—Vers 408 - Test_Network - X

Process Data Analysis

Input/Output Data Analysis via Free Port
(Active analysis - Acyclic Communication)

2]

O Input/Output Data Analysis via TAP/Mirror Port or packets file

(Passive analysis)

Start »
Press the button “+" to add the signal to monitor
0INELS SETTING [ show More Info Change all the MACs and PN names to: Load Save
\_/ Enabw‘ PROFINET Name Module pe  MAC :;::”“ Data gy Offcet Factor Sﬂ':;:” Value
+ [m] ~ 0 1 ~
+ N v ~ 0 1 ~
+ B vl 0 1 v
o W SRR
+ Oy [m] v 0 1 -
+ m} 0 1 ~
+ [m] ~ ] 1 -
+ B m} “ 0 1 v
+ B m} ~ ®
+ O [m} ~ 0 1 -
+ m} 0 1 ~
+ O [m] ~“ 0 1 -
+ B m} “ 0 1 v
+ O m} Y v
+ Oy [m] ~ 0 1 -
+ [m] v~ e 1 -

1 Function _____| ________________ Descripion _____________

Button Copy

+ Button Add the signal to monitor
Start Start reading the Process
Enable Enable/Disable the channel

Press Copy to select the line. Press Paste button if you want to

replicate the selected line
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1. Press the button “+” to add the signal to monitor

Process Data Analysis — m} X

10-Device
00:0e:8c:c9:77:2b - 192.168.0.11 - IM151-3 - device1 ~

Select IN or OUT -= Module Type -> Data Type

IN  OUT Slat Subslol Module Name Module Type Data Type INPUT Bit Data Type OUTPUT Bit
O i} 0001 |IM151-3PN -0 - Diag. - Byte - - - -
O 8000 -X1 = Diag. - Byte = o = @
O 8001 -X1P1 - Diag. - Byte - - - -
(] 8002 -X1P2 b Diag. - Byte A - b -
O 1 0001 |PM-EDC24.48V/ AC24.230V S | 6EST 138-4CBOD-DABOD Powerm... |~ Diag. - Byte = o = @
:ﬂ 2 0001 | 2DO DC24V/0.5A HF 6ES7 132-4BB0O0-0ABO Dig. . |~ - -| | Outputs - UnsignedB.U_. ~ |0
3 0001 b A b b hd
4 0001 = = = = =
5 0001 - - - - -

Apply a Cancel

Select the I0_Device

Select IN or OUT

Check the Module Type

Select the data to inspect

For digital signal select the Bit

Repeat for all the signal that you want to monitor

Nogakwd

©

Press the button “Start”
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PROFINET Process Data via TAP/Mirror port

2151 Process
YUY Data

Press the button and select “Input/Output Data Analysis via TAP/Mirror Port or packets file
(Passive analysis)” and check “Live”

) PNTPN Tool - Vers. 408 - Test_Network

= Process Data Analysis

Input/Qutput Data Analysis via Free Port
(Active analysis - Acyclic Communication)

Input/Output Data Analysis via TAP/Mirror Port or packets file
(Passive analysis)

@ Live TAP with ns Timestamp - ProfiShark 100M..10G

2

Press the button “+" to add the signal to monitor

O offline

Start Process D;
Analysis

[ show More Info Change all the MACs and PN names to: Load s

anELSSETnNG - = =
v Enabled Signa| PROFINET Name MAC u :"f

9 Module Type Signal Type Bit  DataType

0\

|

AR REEER
AREREAAREERERERAEAR
AR REAR

EIEE IR AR IR IR I I I
e g e e
DDDDDDDDDDDD(

1 Function | Descripion |

+ Button

Start Process Data Analysis
Enable
Button Copy

2
3
4

Add the signal to monitor

Launch ProfiGraphPN

Enable/Disable the channel

Press Copy to select the line. Press Paste button if you want to

replicate the selected line

To simplify the procedure, the GSD files of the devices and the capture of the Data Configuration Packet are
needed, otherwise it is necessary to know the initial position of the data within the data field of the PROFINET
packet.

1. Press the button “+” to add the signal to monitor
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2. Select the device

Calculator of Data Position in the packet

10-Device
00:01:05:07:b4:26 - 192.168.0.13 - Buskoppler Profinet - dev3-bonalumij Capture Data Configuration
Packet

O Enter the position and the data type
manually

Apply @ Cancel

3. Press the button Capture Data Configuration Packet and follow the instruction

Capture Data Configuration Packet X

ﬂ 1) Disconnect the ethernet cable from the Device:
00:01:05:07:b4:26 - 192.168.0.13

2) Press OK

3) Connect the ethernet cable to the Device:
00:01:05:07:b4:26 - 192.168.0.13

WARNING
Check all the safety systems before to disconnect the cable.
It is recomended to stop production before to disconnect the

device,

4. When the PNT has captured the configuration packet press ok

Recording

Recording | Os

Packets 184406

PacketsDrop 0
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5. Now, you will see the slot and subslot

Calculator of Data Position in the packet - a X
10-Device
00:01:05:07:b4:26 - 192.168.0.13 - Buskoppler Profinet - dev3-bonalumi v Capture Data Config
Packet
Enter the position and the data type
o manuall
Select IN or OUT -> Module Type -> Data Type Y
Positionin  Position in
IN  OUT Siot  Subslol Module Name g;"akg‘e“ g;"akg‘e“ Module Type Data Type INPUT Bit Data Type OUTPUT Bt
IN out
O 0 8000 |bk9103-0 6 v | | Dig. - Byte - - - -
O 8001 -X1P1 7 ~| | Deg.-Bre - - - -
O 8002 -X1P2 8 v | | Diag. - Brte - - - -
Oo|g 0001 0 1 v | | Status - Unsigned32 - ~ | | Ctd - Unsigned32 - -
1 0001 | Kx2xx4 9 Digital Output. 4 Ch... v & ~| |DataOut (Channel... ~ |0 v
O 2 0001 |Kxlxxd 10 Digtal Input, 4 Channels ... ~ Data In {Channel 1-4).. ~ |0 v =

’ Apply ’ ‘ a Cancel

6. Select IN or OUT

7. Check the Module Type

8. Select the data to inspect

9. For digital signal select the Bit

10. Press Apply

11. You can add up to 16 measurements. Press the button "Save" to save the configuration. You can
use it for other analysis or to use in PROFINET Process Data via packet file (.pcap).

12. Press “Start Process Data Analysis” to launch ProfiGraphPN

ProfiGraph_PN - Recording Start Time: Wed Oct 31 16:27:19 2013, - B8 x

I Alaays onTep Input2 X 3072080 Y:0.00 Y->Scale: 200/div Avg: 022 min: 000 Max: 1.00
Load | Save Export -

el pe])
= | [ [ e T e Y e N e e N s A

Senstiviy [ 100
[ Enabe TimeMeas. Curs.
Expand Trace | Peiiod of signal

MODE |Data Time Analyzer v
Tioe | @ DiseBLE v
. ofteegrams/Ch 150000 <

™ Contin Serol.

I Repestedieq
[¥ Shew SignName
W uni = ]

¥ Ausede Y 5 Ql W input0

. M input 1
I™ Offine (pep) [Winputz

Input 2
Wed. Oct 31, 2018 162722
Output Data ConrolerDevice

CONTROLLER STATUS:
FAun

-0k
Data vald

-Pimary

Bin. Value: 0001 1001

-
0000 3174450 6348899 9523349 12697.799 15872249

13. Press Start to monitor the signal
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Enter the position and the data type manually

1. Press the button “+” to add the signal to monitor
2. Select the device

a5l Calculator of Data Position in the telegram — O Pt
10-Device
00:0e:8c:c9:77:2b - IM151-3 - dev6 v
[] Use GSD file
Signal Mame Signal Type Position in Data packet Data Type
—
Apply x Cancel

3. Fillin the requested information:
- Signal Name
Can be used to better describe the visualized channel.
- Signal Type
Type of the signal in the device. Possible Signal Types are:

Digital Input

Digital Output
Analogue/Generic Input
Analogue/Generic Output

- Position in Data packet (Start Byte)

Selects, inside the PROFINET data message, the start position of the data that is to be visualized.
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- Data Type

Selects the numeric format which has to be used. Possible data types are:

Int8

Int16

Int32

Unsign.8 (bin.B)
Unsign.16 (bin.W)
Unsign.32

Float

Int16_intel
Int32_intel
Unsign.16_intel
Unsign.32_intel
Float_Intel

The Unsign.8 (bin.B) and Unsign.16 (bin.W) show the binary value of the data in the Info Panel. Useful
for Status Byte or Status Word.

- (Off+DataValue*Factor)

A formula can be used in order to scale the data value.

- Unit

It can be used to better indicate the unit of the visualized data.

4. Press Apply
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PROFINET Process Data via packet file (.pcap)

Process
YUY Data

Press the button and select “Input/Output Data Analysis via TAP/Mirror Port or packets file
(Passive analysis)” and check “Offline”

) PNTPN Tool - Vers. 408 - Test_Network - X

= Process Data Analysis

Input/Qutput Data Analysis via Free Port Input/Output Data Analysis via TAP/Mirror Port or packets file
(Active analysis - Acyclic Communication) (Passive analysis)
O Live
@ offline Traffic Recording  ProfiShark 100M..10G
REC 2023 10 30 12 00 29| ~
Start Process Data
Analysis Press the button “+" to add the signal to monitor
CHANNELS SETTING [ show More Info Change all the MACs and PN names to: Load Save
Enabled SignalName  PROFINET Name Module Type  MAC Signal Type Bt DataType Offset Factor I ©F

meas.
0 1

+*++++++++++++++++
e e e e e e
OOoOooooOoOoOooooooon
AR RRR
AR AR
AR R AARAR
AAAEEAA AR AR

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1. Select the Traffic recording

2. Press the button "Load" to load the saved configuration (page 60, point 11) or press the button “+” to
add the signal to monitor and follow the same procedure like in PROFINET Process Data via TAP/Mirror
Port.
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ProfiGraphPN

With ProfiGraphPN you can inspect in graphical way the data exchanged between PROFINET devices and the
controller.

Number of Channels: 16
Packets/Channel: 150000

Trigger: Set level, positive slope, negative slope, Transition faster than Interval Width, Trig.1 and (Trig.2
Inside Interval), Trig.1 and (Trig.2 Outside Interval), Trig.1 or Trig.2.

Continuous Viewing: Continuous Scrolling mode
Inside ProfiGraphPN you can select the Data Acquisition Mode or the Data Logger Mode.

In Data Acquisition Mode every packet is captured.
In Data Logger Mode the signal is sampled.

The Data Logger Mode enables long time recording of slow process values thanks to a programmable sample
time from 0.1s up to 60s (max. sample frequency 10 Hz, min. sample frequency 0.01666 Hz).

Data Acquisition

Select = W Eantin. Serall. jf you want to have a Continuous Scrolling of the data.
Useful for “N. of telegram/Ch” > 5000.

Press Start.
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Data Logger

Select Mode Data Logger

& Profitogger - Recording Start Time: Fri Oct 05 15:21:16 2007

Delete Trace. race
Fosition

<

=15 x|

o e HT

Seve Scesn @

W Enable Statistic:
Maas Cuts.  Enand Trace:

TcPSemng | Chanels Set

Select the Sample Time.
Select the Number of samples.

Sample Time [5] 01 -

Mumber of samples |1|:||:||:| vI
Acquisition Time I Oh 1m 40s

The program will calculate the Acquisition Time.

M\ L N N U W o S S WA | T
/ \ ’/-\\. ff J_/\ \ f \\ j." \ j) \ ;’ Y / { \\ / “\ jf WcH2
\ \ \
AR VARV \./ R Y Y Y Y VAR
McH4
MWcHs
A I A e A L |
McHs
TN \ AN /
\ \ ! \ / \ _,-‘j
00 92 183 275 367 45
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Expand Trace

Shows the selected trace in full screen mode.

Export Data

The data can be exported into compatible text file (.csv format).

Keyboard Shortcuts

F1 Help
Up Arrow Move up the selected trace
Down Arrow Move down the selected trace

Measurement of time interval

ProfiGraph - Recording Start Time: Sun Mar 15 18:05:28 2000 _ =] x|

WA G e ﬁl Add: 6->1 X: 66595 Y:1.00  X1: 66511 X2: 06595 X2-X1:84

Delete Trace

Line [Line onhogon »| 2 | AR

Load | Save Export
Soosesn| o] )

2 ;nb\g Statistic
E3F"S Expand Tracs H

TCP Setting Channels Set Token Pass

onE ,m W FDL StatReq
: M Output (Req)
Trigger | DISABLE Ml Input (Resp)
Number oftelagrams [100 - M Short Ack
M Diag. Req.
[~ Repeat Acy [l Diag. Res
[ ShowAdd. ¥ Autascaley T Cursor L Hal g 1C P
I Kuni- ] obl G
&
[~ Offline
12 Mbaud -

Input (Fresp) ‘

Timestamp: 5808413671367
Telegram Type: D2
DataLength: §

Telegram Length: 154 Thit
Fiasp. from Slave B 1o Master 1

65443 65934 66426 66917 67408 67899

4 Thit b

Select Enable Meas. Curs. Inside the graphic area, press the right button of the mouse and place the first and
the second cursor.

The measurement is shown at the top-right corner of the graph.
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Offline Mode (.pcap files)

It can be used to analyze a ProfiTrace message file (.pcap).

]

v Oifline
Select and press Start. Choose the file.
Select the trigger.
Trigger
© [Tig1 _v| Messages before the Trigger
Trig1 |Ch1 =] [Pasitive Slope | Level 1 | 0
+ DISABLE

Start after 0 [z] from the begin of the file
Last Trigger| Last Data

™ Playback as the same speed as the ariginal

DK|

S

Cancel |

Select if you want to start from begin of the file (Start from 0 [s]) or after a time.

“Get Info” gives you information about the acquisition length, in seconds, and the number of messages.

&2 Marposs ProfiBus Oscilloscope - (Offline Mode) - Recording Start Time: Thu Oct 13 10:34:26 2011

I~ Alw. on Top
ﬂ e B
Save Sereen ﬂ @

"y N
Sensitivit 1.00
9

I” Enable Meas. Curs
Expand Trace | o of Signl]
TCP Setting Channels Set.

MODE | Data Time Analyzer =

Trigger | (@) DISABLE
N. of telegrams/Ch [goonn -

[ Contin. Scoll

¥ ShowAdd
M it = [ms]

[ futoscale ¥ v\x_ =

Iv Dffline
1.5 Mbaud

— Shart
et

Automatic

Timestamp: /1820132
Thu, Det 13, 2011 - 10:38:40

Telegram Type: 502

DataLength: 50

Rlesp. from Slave 4 ta Master 13

Add:4->13 X 254545391 ¥ 1.00

Y->Scale: 2.80/div Avg: 0.99 min:0.00 Max 1.00

A

136466.375

<Prev

191051.500

245636.625 300221.750

ms

354806.875

M Op. Cod
[ Obj Num
M Eco Op Cod
M Eco Obj Num

W Automatic

408382.000
Next>

Press “Next>" and “<Prev” to move inside the “.pcap” file.
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Trigger
Trigger E|
& ~] Messages before the Trigger []
Tig1 |Ch1 x| [Positive Siope =] Level1 | 0 2DI DC24v HF

" DISABLE

Cancel

Possible Trigger Types are:

Trig.1

Trig.1 and (Trig.2 Inside Interval)
Trig.1 and (Trig.2 Outside Interval)
Trig.1 or Trig.2

Transition faster than Interval Width
DISABLE

- Trig.1

In this mode you have only one trigger. You must select the trigger source. Select the comparison that is to be
checked Positive slope, Negative slope, Equal (=), Greater than (>), Less than (<) and the trigger level.

Example:

@ |Tr1 LI hessages befare the Trigger 00|

Tr.1 IChT LI IPDsiiive Slope ;I Level I 01

- Trig.1and (Trig.2 Inside Interval)

In this mode you have two triggers, the main trigger and the second trigger. You must select for both the trigger
source, the positive or negative slope and the trigger level. You must choose also the Interval Width.

Example:

o ITH and (Tr.2 Insicle Interval) LI Messages before the Trigger I 100]
Tr1 ICh1 LI IPDsitive Slope LI Lewel I 0b

Tz [Chi x| |Positve Slope | Level | U5 Interval Widih [ms] | 100

The trigger is generated if after a positive edge on channel 1 occurs another positive edge on channel 1 within
the selected interval of 100 ms.
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Example:
@ ITr.1 and (Tr.2 Inside Interval) LI Messages before the Trigger 100
Tr1 ICh1 ;I IPosmve Slope ;I Lewvel I 05
Tz [che x| [Nagatve Siope | Level [ 05 Interval WWidth [ms] 100

The trigger is generated if after a positive edge on channel 1 occurs a negative edge on channel 2 within the
selected interval of 100 ms.

- Trig.1 and (Trig.2 Outside Interval)

In this mode you have two triggers, the main trigger and the second trigger. You must select for both, the trigger
source, the positive or negative slope and the trigger level. You must choose also the Interval Width.

Example:
= ITr.] and (Tr.2 Outside Interval) LI Messages befare the Trigger 100
Tr.1 IChZ LI IPDSitive Slope LI Lewel I 0.5
T2 [chd ~|[PostiveSiope x| Level | U5 Interval Width [ms] 500

The trigger is generated if after a positive edge on channel 2 occurs outside the selected interval of 500 ms a
positive edge on channel 4, or never occurs. The trigger is reset after a positive edge on channel 2 occurs and a
positive edge on channel 4 within the selected interval of 500 ms.

- Trig.1or Trig.2

In this mode you have two triggers. You must select for both the trigger source. Select the comparison that is to
be checked Positive slope, Negative slope, Equal (=), Greater than (>), Less than (<) and the trigger level.

Example:
w ITr.1 arTr2 LI Meassages befare the Trigger 100
Tl fch1 x| |Posiive Siope | Level | 05
Tr2 [ch3 | [Negative Siope  +] Level | 05

The trigger is generated if a positive edge on channel 1 or a negative edge on channel 3 occurs.
- Transition faster than Interval Width
You must select for the trigger source, the start level, the end level and the time.

Example:

L0 ITransition faster than [nterval Width j Meszages befare the Trigger I 0

IEh1 'l Level 1 I i}
Level2| 0.5 Interval Width [ms] | 200

The trigger is generated if a positive transition, from 0.0 to 0.5, faster than 200 ms occurs.
- Disable

In this mode the trigger is disable.
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Retriggering

if ¥ Repeat Aeq. s selected, ProfiGraph waits for the trigger signal before restarting the acquisition.

Statistical information of the signal

ProfiGraph - Recording Start Time: Sun Mar 15 18:00:05 2009 _ =] x|

[ ESTor =B AN 1.50 X->Avg 3856.70 min 749 Max 4182 StD 382.62
Delete Trace \Y4

e o= 5| A

Load | seve Export
R = | .

- Encblo Close Statistic
Meas. CUrs.  Fypand Trace 0.75
TCF Seting Channels Set
0.50
MODE  |Bus Timing =

Trigger | &) DISABLE

125

0.25 ,7
Number oftelegrams [1000 « M Token Pass
[~ Repeat Acg 0.00
[¥ ShowAdd. [V Autoscaley
™ Hunit= [rre]
=) 0.25
I™ offine
12 Mbaud
[~ Telegrams 050
Token Pass
Timestamp: 5804535085374 075
Telegram Typs: S04 -
Telegram Length: 33 Thit
Token from Magter 110 Master 1
-1.00
0 847 1694 2540 3387 4234
Thit

It gives you useful statistical information about the period of digital signals: it can display time distribution, mean,
standard deviation, minimum and maximum values of any trace.

Save the Screen

Saves the graphical screen in bitmap format (.bmp).

Select a trace

Before removing or changing a trace, you must select it.
Press the left button over the trace name.
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Scale

/o

Press the Scale button or click over the scale label, insert the new limit and click outside of the edit box.

ProfiGraph - Recording Start Time: Sun Mar 15 17:43:48 2009 =
[~ Alw.on Tap Trace Ay

Delete Trage | 281190

Line |Line - Z|AA
Load | save Export
Save Screen y_\x_l %

Enable Statistic
™ Meas. curs.
Expand Trace
TCP Setting Channels Set.

MODE |Data Time Analyzer v
CH1

Trigger | DISABLE MCH4
N oftelegrams/Ch  [s000 - = WCHS

[~ Contin. Scrall. WcH®6
[~ Repeat Acg
[V Showadd. [ Autoscale'y

[+ ®unit=[ms]

Add: 6->1 X:219.764 Y. 0.90 Y->Avg: -0.09 min: -1.03 Max: 1.08

[ Offline 3‘

12 Mbaud
[~ Telsgrams

CH4 I —1

Timestamp: 5792813118084 ]—‘_\_|_\—\_\—'—,—,_,_r
Telagram Type: SDZ

Data.Length: §
Resp. from Slave b to Master 1

10.00] 321.487 642.973 964.460 1285.947 1607.433

ms

Time unit

F # axis unit = seconds

Select this checkbox = seconds
Unselect this checkbox = Thits

Zoom IN

Inside the graphic area, press and hold the left button of the mouse for to draw the zoom window.
Use the arrow button for scrolling.

q

Scroll left

Scroll right

Zoom OUT

&

Press the Zoom Undo button
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Technical specifications:

Network specification:
e Analysis of PROFINET networks of any size

e Maximum number of devices that can be analyzed with a single acquisition: 2500 devices
o Network TAP (Test Access Point) supported (optional):

o Kunbus TAP CURIOUS, Kunbus TAP 2100, ProfiShark 100M Blue, Dualcomm ETAP-1000,
ProfiTap, ProfiTap Statistic

System requirements:
e Supported operating systems: Windows 7, Windows 8, Windows 8.1, Windows 10, Windows 11

e  Minimum requirements: PC with Windows 7 and 1 GB RAM

¢ Visual C++ Redistributable x86 2015-2022

Reference:

[1] PROFINET Commissioning Guideline Version 1.44 September 2019 -PNO - www.profinet.com
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Technical Support:

If you have any technical questions or issues. Just send your support request to:
support@pntool.net

Before you submit a request, please press the button “Check for Update”, “Program setting” page, to control if a
new release is available.
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