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Important User Information

Disclaimer

The information in this document is for informational purposes only. Please inform HMS Industrial Networks of any
inaccuracies or omissions found in this document. HMS Industrial Networks disclaims any responsibility or liability
for any errors that may appear in this document.

HMS Industrial Networks reserves the right to modify its products in line with its policy of continuous product
development. The information in this document shall therefore not be construed as a commitment on the part of
HMS Industrial Networks and is subject to change without notice. HMS Industrial Networks makes no commitment
to update or keep current the information in this document.

The data, examples and illustrations found in this document are included for illustrative purposes and are only
intended to help improve understanding of the functionality and handling of the product. In view of the wide range
of possible applications of the product, and because of the many variables and requirements associated with any
particular implementation, HMS Industrial Networks cannot assume responsibility or liability for actual use based on
the data, examples or illustrations included in this document nor for any damages incurred during installation of the
product. Those responsible for the use of the product must acquire sufficient knowledge in order to ensure that the
product is used correctly in their specific application and that the application meets all performance and safety
requirements including any applicable laws, regulations, codes and standards. Further, HMS Industrial Networks will
under no circumstances assume liability or responsibility for any problems that may arise as a result from the use of
undocumented features or functional side effects found outside the documented scope of the product. The effects
caused by any direct or indirect use of such aspects of the product are undefined and may include e.g. compatibility
issues and stability issues.
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1 Preface

1.1 About This Document

This document addresses the security-related features of eCatcher with a Talk2ZM PRO account.

For additional related documentation and file downloads, please visit www.ewon.biz/support.

1.2 Document history
Version Date Description
1.0 2013-12-09 First release
11 2015-02-25 Added: 2 Factor Authentication
1.2 2020-05-29 Changed: General content
1.3 Related Documents
Document Author Document ID
Talk2m PRO account configuration HMS AUG-0028-00
1.4 Trademark Information

Ewon’ is a registered trademark of HMS Industrial Networks SA. All other trademarks mentioned
in this document are the property of their respective holders.
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2.1

2.2

Security Features

Introduction

The present manual addresses the security-related features of eCatcher with a Talk2M PRO
account.

Security is the #1 Priority
Offering products featuring top-notch security is Ewon’s number one priority.

That’s why eCatcher, the Talk2M VPN connection utility, embeds tools helping you comply with
your corporate IT security policies.

Considering the ongoing challenge of keeping corporate IT security to the level appropriate to
your business, it is our duty at Ewon to put the relevant toolbox at your disposal.

eCatcher and Talk2M provide the tools to adapt the level of security to the specific requirements
of the infrastructure necessary to establish remote connections to your equipment.

Requirements
The following requirements are mandatory:

e eCatcher version 5 or higher must be installed on your PC. You can download eCatcher from
our www.ewon.biz/support.

¢ You need a Talk2M Pro account as explained on Ewon elearning platform.

e The Ewons you want to connect to must run the firmware version 6.1s2 or higher.
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Password Management

With a Talk2ZM Pro account, password management is handled in the account’s <Password

Policy>.

The path to the <Password Policy> frame is Account » Show advanced settings > Password

Policy » Modify.

The following frame appears:

2. Edit Password Policy

Minimum length: 815 characters

At least one letter

At least one digit
At least one special character

At least one digit OR. one spedal character

[] Passwords expire after | 10 3 |days

[] Users must create at least 1 % |different successive passwords

Cancel

Fig. 1 Password management frame

The following criteria can be forced on a user’s password:

e password minimum length (between 6 and 45),

e atleast one letter,
e  atleast one digit,
e  atleast one special character,

e atleast one digit or special character,

o password expirtation after a chosen time period,

e number of different successive former passwords

If an administrator changes the password policy, the password of the already existing users

remain valid even though the password doesn’t meet the new policy.

The new policy applies in the following cases:

e  creation of a new user;

e an existing user wants to change his current password;

e the administrator forces a user to change his password on next login.

Security Features
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4.1

Security Features

Two-Factor Authentication

To increase the security of your Talk2M account, we strongly recommend activating two-factor
authentication.

Two-factor authentication provides unambiguous user identification by means of a combination
of two different components.

These two different components are generally something that the user knows and something
that the user possesses or that is inseparable from the user.

When it comes to eCatcher and M2Web connections, the second authentication factor involves
the mobile phone number of the user.

A text message that contains a one-time-valid, dynamic passcode of 4 digits is sent to the mobile
phone.

Process

If a user has the two-factor authentication enabled, then to log into his account, the user will
need to follow this process:

AUG-0057-00 1.2 en-US
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Two-Factor Authentication

1. Enter the account name, username and password.

MyTalk2Maccount

Account:
Create a Free+ Account

Username: | jsh

Password:  ssssssssssss
Forgot Password?
Remember Me

Fig. 2 Login window
The Talk2M system will then send a text message to the mobile phone number stored for

this user.

= O o] B2 B
< B +447797880171 ¢

b 4 3:54 PM

. Use the following code to
log in as user jsh on
account
MyTalk2ZMAccount : 8941

Fig. 3 SMS for 2FA
The text message contains the passcode required for the two-factor authentication.

AUG-0057-00 1.2 en-US
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4.2

2. Enter the passcode from the text message in the Security code field to complete the login
process.

Because 2-factor login verification is enabled, a security code is required to login.
The security code has been texted to you at your phone number ending in XX{4618.

Security code ¢ ||

Resend the SMS

[] Remember this PC

Log In Cancel

| >
Fig. 4 Enter the security code

You have three attempts to enter the correct passcode otherwise the user login will be
blocked for 30 minutes.

Enable Two-Factor Authentication

Inside the account menu, administrators can configure the general settings for two-factor
authentication.

The path to the Two-Factor Authentication policy is: Account > Security Policy » Modify 2-Factor
authentication policy...

4. Edit Two-factor authentication Policy >

[ ] Two-factor authentication is enabled by default for new users.

The 'Remember this PC' option is allowed.

Remember this PC expires after | 30 5| days.

Cancel

Fig. 5 2FA policy

The options allow you to enable the two-factor authentication for all new users. It also allows
you to enable and configure the <Remeber this PC> option.

For each user of the Talk2M account, administrators can activate and configure the two-factor
authentication settings:

Select the user inside the user list and open the properties window: Users > Properties >
Security > Enable Two-factor authentication

Security Features AUG-0057-00 1.2 en-US
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4.2.1

4.2.2

2. Enable two-factor authentication >

Two-factor authentication adds an extra layer of security to the login

With Two-factor authentication, the user not only has to know her password, she also needs her mobile phone to login,
A verification code wil be sent by SMS to her mohbile phone.,

(@) Let the user enter her mobile phone number at first logine

(T Let me enter the user mobile phone numbers

Mobile phone number

Backup mobile phone number ;

Cancel

Fig. 6 Configuration of the 2FA user policy

Administrators can decide to encode the mobile number of the user or let the user encode and
validate the phone number on the next login.

Backup Number

During the user configuration, you will be asked to enter the mobile phone number of the user
for two-factor authentication.

You will also have the possibility to put a backup mobile phone number, which could be used for
example in case the first mobile number is not accessible, was lost, or is damaged.

It is strongly recommended to encode a backup mobile phone number for each user.

It is a requirement for users with administrator rights.

<Remeber this PC> Option

The <Remeber this PC> option allows eCatcher to use your PC instead of the text message as
second authentication factor.

During the two-factor authentication login, you can check the <Remeber this PC> option when
you enters the passcode received on your mobile phone.

Because 2-factor login verification is enabled, a security code is reguired to login.
The security code has been texted to you at your phone number ending in XX4618.

Security code | il
Resend the SM3S

Remember this PC

[ Log In ][ Cancel

Fig. 7 Remember this pc

This allow you to log in the next time from this PC by entering only your username and password.
The passcode reception by text message is not required as the PC (a physical object only the user
possesses) is not the second authentication component.

Security Features AUG-0057-00 1.2 en-US
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@ DO NOT use the <Remeber this PC> option if you are connected using another device than your own PC
or tablet.

A revoke feature exists for the <Remeber this PC> option.

An administrator of the account can revoke all <Remeber this PC> authorizations of a user. This
means that the user will need to use the text message as the second authentication component
at the next logon.

To revoke the authorization, click the dedicated link on the user properties page.

The administrator of a Talk2M PRO account can decide if the <Remeber this PC> option is
authorized or not for the account.

You can also configure an expiration time for the <Remeber this PC> feature. This expiration
time represents how long before the user must use the passcode by text message again as the
second authentication component. For example: if the expiration time is set to 30 days, then a
user will need to use, at least every month, the passcode.

4.3 Troubleshooting
SMS not sent

Because 2-factor login verification is enabled, a security code is required to login.
The security code has been texted to you at your phone number ending in J0(4618.

Security code ;||

Resend the SMS

[] Remember this PC

- 4

Fig. 8 Resend the passcode

I did not receive the code

-—
[ Resend the SMS to your primary phone ending with XxX4618 ]
You have no access to your primary phone
’ Send the 5MS to you backup phone ending with XX 3536 ]
Fig. 9 Choose number to send the passcode

If for some reasons, you did not receive the text message, you can click the <Resend the SMS>
link.

You can then decide to resend the text message to the same phone number or to send the text
message to the backup phone number that was also encoded for the user.

Security Features AUG-0057-00 1.2 en-US
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Fees

Security is a top priority for Ewon and Talk2M. That’s why the text messages for two-factor
authentication are free of charge.

However, we reserve the right to contact the administrator of the Talk2M account in case of
abuse.

Security Features AUG-0057-00 1.2 en-US
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5 Users and Permissions
5.1 User Rights Management

With a Talk2M PRO account, user permissions are based on the user Groups which the user
belongs to, the Roles associated with that Groups and the access rights granted to those Groups
for different Groups of Ewons.

e A User always belongs to at least one Group.

e An Ewon is always included in at least one Pool

e  Every Group has at least one Role

e  The Roles assigned to a Group define the permissions of the Users belonging to this Group

To create Groups or Pools and assign Roles, please refer to Talk2m PRO account configuration
from the Related Documents, p. 3.

5.2 Permissions and Groups Assignment
5.2.1 New User

You can configure user properties when adding a new user.
The path to the New User wizard is: Users >> Add.

A wizard appears to help you create a user:

Security Features AUG-0057-00 1.2 en-US
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Security Features

1. Enter the information of the user you want to create

®_ New User

User Mame:
Full Name:
E-mail:
Description:
Mobile:

Backup Mobile:
MNew Password

Confirm Password

Permissions:

John

John Deere
john@deere.com
Belgian partner
+32470000000

eg: +I2 477 122745

L] L] L] ...l
User must change the password at next logon.

This user uses two-factor authentication for the login

Name is public  [_] May edit own properties May change password

Fig. 10 User creation

When entering your new password, a password strength gauge helps you rate the password you intend
to use. This indicator is not linked with the password enforcement policy described earlier.

The administrator creating a new user can check the following check-boxes:

—  User must change the password at next logon is usually checked when the

administrator assigned a password for the user.

—  This user uses two-factor authentication for the login if the user must use the 2FA to
log in to the Talk2M account.

— Name is public is the ability to make the name of the connected user public. This
option, if checked, will make the user name visible to other logged users of the account
in the <connected user> column of the Ewon list.

— May edit own properties allows the user to change properties such as his own name,
email, and password. It does not give the user rights to modify his own permissions.

— May change password allows the user to change his password.

2. Click Next .

AUG-0057-00 1.2 en-US
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3. Complete the custom fields

®_ New User

cel
ce2
de3

< Back Cancel

Fig. 11 Custom Fields for a user
4. Click Next .
5. Assign a group to the user.

For a Talk2M PRO account, a user can be assigned to one or more groups. The user will
assume the roles associated to those groups.

2 New User =

User belongs to Group ‘

Add }

Select a group. Remove |

|

|

|

|

|

i

|

i

| |
i oThe user must belong to one group |
< Back Create Cancel |

Fig. 12 Group assignment for a user

6. Click Create.

5.2.2 Exisiting User

Administrators can modify an existing user’s permissions from the <Edit User Permissions>
frame.

The path is: Users >> Properties > Permissions and Groups > Modify.

Security Features AUG-0057-00 1.2 en-US
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5.2.3 Disable or Delete User

An administrator can temporarily block the access of a user with an existing profile and password
without deleting the user, for example for a planned leave or during a job rotation.

The path to temporarily disable a user is: Users > Select user from list > Properties > Disable.
The user properties background becomes dark gray to show that the user is currently disabled.
To re-enable a disabled user, simply repeat the process by clicking on Enable.

If the administrator wants to permanently block the access of a user, follow the path: Users >
Select user from list > Properties > Delete..

Security Features AUG-0057-00 1.2 en-US
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6

6.1

6.1.1

Ewon Access Control

Within a Talk2M PRO account, user permission to access an Ewon is managed indirectly by the
<Groups> which a user belongs to.

<Groups> have (or don’t have) access based on the Group’s <Roles> (permissions) on a
given<Pool>.

Please refer to Talk2m PRO account configuration from the Related Documents, p. 3 for more
information on <Groups>, <Pools>, and <Roles>.

This type of configurable protection offers an additional security-layer to the user permission
management on the Ewon itself.

Ewon LAN Side

One of the key features in eCatcher is the ability to create LAN dependencies behind the Ewons
and to protect the network including these dependencies through a firewall.

LAN Device Access Control

To configure the LAN dependencies and enable the firewall, the path is: Ewons > Select Ewon
from list > Properties > LAN & Firewall > Configure LAN devices.

On the Devices & Firewal frame, the following appears:

#_ Devices & Firewall

[@ Flexy_205_226 En haut 2 Gauche 2 Add LAN Device...
I
{7-M Gabenany: Add Gateway. ..
VWARNING: Al gateways/broxies defined in Eiwon can be used by connected users
Add Gateway... Retrieve Gataway. ..
i Retrieve Gatewsy. .
fe 5 LAN: 192.168.140.226/24
WARNING: All devices on the network are reachable by connected users. Remove
Add LAN Device. . Properties...
Firewall:
Standard High Enforced Ultra
Standard: Talk2M users connected to this Ewon may connect all devices on the LAN,
whether dedared hereabove or not.
oK Cancel

Fig. 13 Device & Firewall of an Ewon

Click on <Add LAN device...> to open the LAN Device page.

Security Features AUG-0057-00 1.2 en-US
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Security Features

®_ LAN Device

Ewon: Flexy_205_226
Name: PLC Offset

P 192.168.140.220

Description: |PLC of the offsey printer control cabinet
Port: (® All Protocols {induding ping)
(O) Spedfic Protocal: | HTTF

[ Visible in M2Web, using: |HTTP  « | onport: |80 Home page:
Example : findex.html

Permissions: () Same as Ewon: Administrators, demo, Wacehndorff

(@ isible by the following user groupss

Administrators

Add... Remove

Fig. 14 Add a LAN device

Administrators can give a name to the LAN device, specify its IP address, provide a description
and select if all ports are open or only protocol-specific ports.

Administrators can also define whether this particular LAN dependency will be Visible in M2Web.
M2Web is the secure mobile web access using the Talk2M infrastructure. When the option is
checked, the corresponding LAN device appears in the dependency list below the Ewon on the
M2web platform.

In the <Permissions> area, administrators can define which user group(s) is/are allowed to
connect to this device. For each LAN device configured, the user group permissions can be set at
Same as Ewon or Restrict to the following user groups.

When you add a LAN device, the <firewall slider> automatically shifts to position High.

The new LAN device appears with a closed padlock under the structure of the relevant Ewon in
the <Active Connection> zone when a user is connected through eCatcher.

. Devices & Firewall

[E Flexy_205_226 En haut a Gauche 2
i ] Gateway:
VWARNING: All gateways/proxies defined in Ewon can be used by connected users
A G Retrieve Gateway...

Retrieve Gateway. .

Lo O LAN: Only disted devices are reachable by connected users,
PLC discovery s enabled  Disable

PLC Offset  192.168.140.220 PLC of the offsey printer control cabinet Propertis...

Remove

Firewall level will be set to HIGH.
" Only configured LAN devices will be reachable.

Itis possible to change the firewall level at any time...

Firewalk:

Standard High Enforced Ultra

High: Access to LAN devices is filtered.
Only defined devices wil be reachable by connected users,

oK Cancel

Fig. 15 Firewall state: high
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6.2 Gateway Level Access Control
On a Talk2M PRO account, administrators can control which gateways are accessible.

The path to the Gateway creation is the same as for LAN devices: Ewons > Select Ewon from list
> Properties > LAN & Firewall > Configure LAN devices.

On the <Devices & Firewall > page, click on Add gateway.

The gateway page opens:

| AddLAN Device...

|
Ewon: Flexy_205_226 -
i [Tl { Retrieve Gateway...
Gateway: | fodBus v I |
ports02 Cancel |
Description: | Modbus Gateway { e ‘
E |
Permissions: (@) Same as Ewan: Administrators, dema, Wacehndarff | Propertes... |
(O Restrict to the folloning user aroups: |
|
Admir |
|
Add... Remave
| Firewalk
Standard High Enforced Ultra
High: Access to LAN devices is fitered.
Only defined devices will be reachable by connected users.
s

Fig. 16 Gateway addition

Select the relevant Gateway from the drop down list.

®_ Gateway

Ewon: Flexy_205_226

Gateway: | MPI /Profibus / PPL [

Description:

Permissions: [Fins Hostiink

Add... Remave

Fig. 17 Select gateway

Depending on the selected gateway, a Customize link may allow administrators to configure
another port number than the default one.

If the gateway is a proxy, the interface is slightly different:

Security Features AUG-0057-00 1.2 en-US
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6.3

Security Features

®_ Gateway

Ewon: Flexy_205_226
Gateway: Proxy
port: |TCP | (999
Visible in M2Web. using: HTTP «  Home page:
Example : findex.html
Description: |Gateway to LAN Device

Permissions: O Same as Ewon: Administrators, demo, Wacehndorff

Administrators

Add... Remove

Fig. 18 Gateway is a proxy

The port can be set to either UDP or TCP and administrators can select whether the gateway

should be visible in M2Web.

In the <Permissions> area, administrators can define which user group(s) is/are allowed to
connect to this device. For each LAN device configured, the user group permissions can be set at

Same as Ewon or Restrict to the following user groups.

When you add a LAN device, the <firewall slider> automatically shifts to position Enforced.

The new gateway appears with a closed padlock under the structure of the relevant Ewon in the

<Active Connection> zone when a user is connected through eCatcher.

. Devices & Firewall

E Flexy_205_226 En hauta Gauche 2 Add LAN Device...
i O Gateway: TPase gatewaysibroxies can be used by connected users

: Proxy 999 Gateway to LAN Device
Lo B LAN: Only fisted devices are reachabie by connected users. Retrieve Gateway. ..
PIC discovery is enabled  Disable
PLCOffset 192.168.140.220 PLC of the offsey printer control cabinet

Remove

Properties...

@ Firewall level will be set to ENFORCED.
¥ 0nly declared Ewon gateways/proxies will be reachable.

[
Itis possible to change the firewall level at any time.

Firewalk

Standard High Enforced Ultra

Enforced: Access to LAN devices and Gateways is controlled by the firewall
Only defined devices, gateway wil be reachable by connected users.

oK Cancel

Fig. 19 Firewall state: enforced

Service Level Access Control

On a Talk2M PRO account, administrators can control which Services on the Ewon itself are

accessible.

AUG-0057-00 1.2 en-US
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The path to the Ewon services creation is the same as for LAN devices or gateways: Ewons >
Select Ewon from list > Properties »LAN & Firewall »Configure LAN devices.

Push the<firewall slider> to Ultra in order to show the <Edit Services> button.

a2

[@ Flexy_205_226 En haut 2 Gauche 2
| - B 8. FIP Server, HTTP Server, Secondsry HTTP Server, SNMP Agent, Lisblp Enumer:

FTP Server port:21,20,5120  Edit... e

SNMP Agentport:U161,U162  Edit...

Remove

Properties...

Secondary HTTP Server port:81 visble in M2Web  Edit...

Edit...

UsbIp Enumerator port:5473

Get values configured in Ewon....

carce

| Firewalk:
@

Standard High Enforced Ultra

Ultra: Access to LAN devices, Gateway and essentials Ewon services is controlled by
the frrewall.
Only defined devices, gateway and services will be reachable by connected users.

e

Fig. 20 Ewonservices modification

Click Edit services to display the Ewon services frame.

Add LAN Device...
Add Gateway...

Retrieve Gateway...

Edit Services...

In this window, administrators can open single or multiple ports specifically for a service.

The available services include:
o Primary HTTP server

e  FTP server

e  SNMP agent

e  Secondary HTTP server

o USB starting port number

The specific values that have been configured in the Ewon can be retrieved by clicking on the Get

values configured in Ewon button.

However, to retrieve values from the Ewon, the Ewon must be online and you must have

appropriate login credentials for the Ewon itself.

Security Features
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