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Important User Information

Disclaimer

The information in this document is for informational purposes only. Please inform HMS
Networks of any inaccuracies or omissions found in this document. HMS Networks disclaims any
responsibility or liability for any errors that may appear in this document.

HMS Networks reserves the right to modify its products in line with its policy of continuous
product development. The information in this document shall therefore not be construed as a
commitment on the part of HMS Networks and is subject to change without notice. HMS
Networks makes no commitment to update or keep current the information in this document.

The data, examples and illustrations found in this document are included for illustrative purposes
and are only intended to help improve understanding of the functionality and handling of the
product. In view of the wide range of possible applications of the product, and because of the
many variables and requirements associated with any particular implementation, HMS Networks
cannot assume responsibility or liability for actual use based on the data, examples or
illustrations included in this document nor for any damages incurred during installation of the
product. Those responsible for the use of the product must acquire sufficient knowledge in order
to ensure that the product is used correctly in their specific application and that the application
meets all performance and safety requirements including any applicable laws, regulations, codes
and standards. Further, HMS Networks will under no circumstances assume liability or
responsibility for any problems that may arise as a result from the use of undocumented features
or functional side effects found outside the documented scope of the product. The effects caused
by any direct or indirect use of such aspects of the product are undefined and may include e.g.
compatibility issues and stability issues.

Copyright © 2026 HMS Networks

Contact Information
Postal address:

Box 4126

300 04 Halmstad, Sweden
E-Mail: info@hms.se


mailto:info@hms.se

Use of open-source software

General

Our products contain, amongst others, so-called open-source software that is provided by third parties and
has been published for free public use. The open-source software is subject to special open-source software
licenses and the copyright of third parties.

Basically, each customer can use the open-source soft-ware freely in compliance with the licensing terms of
the respective producers. The rights of the customer to use the open-source software beyond the purpose of
our products are regulated in detail by the respective concerned open-source software licenses. The
customer uses the open-source software freely, as provided in the respective effective license, beyond the
purpose that the open-source software gets in our products. In case there is a contradiction between the
licensing terms for one of our products and the respective open-source software license, the respective
relevant open-source software license takes priority over our licensing terms, as far as the respective open-
source software is concerned by this.

The use of the used open-source software is possible free of charge. We do not demand usage fees or any
comparable fees for the use of the open-source software contained in our products. The use of the open-
source software in our products by the customer is not part of the earnings we achieve with the contractual
compensation.

For software that is published under the GPLv2 License, the following applies:

This program is free software: you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation, either version 2 of the License, or (at your
option) any later version. This program is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details. You should have received a copy of the
GNU General Public License along with this program.

If not, see <https://www.gnu.org/licenses/>.

All open-source software programs contained in our products can be taken from the available list. The most
important open-source software licenses are listed in the Licenses section at the end of this publication. As
far as programs contained in our products are subject to the GNU General Public License (GPL), GNU
Lesser General Public License (LGPL), the Berkeley Software Distribution (BSD), the Massachusetts
Institute of Technology (MIT) or another open-source software license, which regulates that the source code
must be made available, and if this software is not already delivered in source code on a data carrier with our
product, we will send you this at any time upon request. If it is required to send this on a data carrier, the
sending will be made against payment of a cost compensation of Euro 35,00.

Our offer to send the source code upon request ceases automatically 3 years after delivery of our product to
the customer. Requests must be directed to the following address, if possible, under specification of the
serial number:

HMS Networks

Box 4126

300 04 Halmstad, Sweden

E-Mail: inffo@hms.se

Special liability provisions

We assume no responsibility or liability if the open-source software programs included in our products are
used by customers in a manner that no longer corresponds to the purpose of the contract which serves as
the basis for the purchase of our products. This applies in particular to any use of the open-source software
programs outside of our products. The warranty and liability provisions, which stipulate the applicable open-
source software license for the corresponding open-source software, as listed below, apply to the use of open-
source software beyond the contractual purpose. In particular, we are also not liable if the open-source
software in our products or the entire software configuration in our products is changed. The warranty
contained in the contract, which forms the basis for the purchase of our products, applies only to unchanged
open-source software and the unchanged software configuration in our products.

Open-source software used
For a list of the open-source software used in our products, visit
https://www.hms-networks.com/p/abd1004-natfw-anybus-defender-compact-1004-nat-fw?tab=tab-support
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1 General

Purpose of this documentation

This document describes the installation and configuration of the Anybus Defender Compact Manager
software, version V1.2.8, for the Anybus Defender Compact ABD1004-NATFW industrial firewall, firmware
version V1.4.1.

Please read carefully and store somewhere safe.

Version notes

Version Date Comment

V1.1.0 Mar 19, 2018 -

V12 May 20™, 2019 : General fixes and enhancements

V1.21 Oct 25, 2019 | Changes to the description for devices in the hardware version HW02 *
V122 Apr 1st, 2020 | General fixes and enhancements

V127 Sep 39, 2020 | General fixes and enhancements

Add information about "Access rights of individual user levels".

Change when creating a device project (chapter "First start"). It is no longer
mandatory to assign a project password.

Description of the "operator" and "viewer" users available as of version V
1.2.7 in the "System" chapter.

The device (Anybus Defender Compact) can now also be reset to its factory
settings using the "admin" user. See chapter "Reset to factory settings".

The network participants displayed can now be deleted in the network
overview.
See chapter "Packet filter> Device view (mapping table)".

The column widths of the tables for "SimpleNAT", "DNAT" and in the "Packet
filter" can be adjusted with the mouse pointer.

In the "Diagnostics" chapter, the status of "I/0 1" and "1/0 2" is displayed in
the device graphics.

1.2.7 DR01 :Feb 15", 2022 : General fixes and enhancements

1.2.8 Sep 12, 2025  Fix LAN port label mismatch in diagnosis view

Latest software/manuals and other information

Current software, manuals and further information about products for secure remote maintenance can be found
in the download portal at https://www.hms-networks.com

A free version of the Anybus Defender Compact Manager can be downloaded at https://www.hms-
networks.com/downloads.



https://www.hms-networks.com/
https://www.hms-networks.com/downloads
https://www.hms-networks.com/downloads

1.1 Brief description of the Anybus Defender Compact Manager

The Anybus Defender Compact Manager is a configuration software that supports you in the configuration
of your industrial firewall Anybus Defender Compact ABD1004-NATFW and extends the performance
spectrum of the firewall.

« Improved workflow of the user
° Working on several projects during one session
° Settings can be changed online

° Projects can be shared in encrypted project containers

Graphical User Interface
¢ PLC programming-like environment
° View configuration and changes

° See how setup and rules apply

» Learning Mode

° Visualize actively communicating devices
° Chose general traffic policies

° Finely adjustable individual connection settings

« Interactive configuration wizard

° In online or offline mode

° For Bridge or Gateway operating mode

The integrated learn function of the firewall records all connections. Then, with the aid of the recorded packet
table, the user decides which connections are to be permitted and disables all the others.

The function MapView aids the user in the straightforward performance of this task. This unique graphical portrayal
gives the user a view of which connections are currently configured in the firewall and which net- work clients have
been detected.

Additionally, the network architecture and activities can be documented with it.



To condition the data traffic, the industrial firewall filters the permissible and forbidden data traffic based on
the originating MAC/IP addresses, the destination MAC/IP addresses and the ports. Of course, all other
firewall functions such as NAT, port forwarding and routing are implemented.

A free version of the Anybus Defender Compact Manager can be downloaded at https://www.hms-
networks.com/downloads.

1.2 Biref description of the industrial firewall Anybus Defender Compact ABD1004-NATFW

_ ybus
The Anybus Defender Compact (ABD1004- Dfende,
NATFW) is a ,self-learning” easy-to-configure Gompact
industrial firewall.
It can be used in both Bridge and Gateway mode. o
Bridge mode Gateway modus
Network A = Network B Network A # Network B

192.168.0x/24 192.168.0x/24 192.168.0x/24 172.16.0x/24

The configuration is made via the USB interface using the

a. CLI (Command Line Interface)

b. software Anybus Defender Compact Manager

Performance characteristics

 Protects the machines in the network from attacks from the Internet.

+ Easy network segmentation with controlled routing and NAT.

» Convenient learning mode makes creation of filter tables simple & easy.
+ Integration into existing networks.

 Bridge or Gateway mode.

» |IP, port, and protocol filters to monitor and restrict traffic.
 Configuration with secure software.

 Less attack vectors by avoiding a web interface.

 Versatile NAT functionalities, eg 1: 1 NAT, SimpleNAT and port forwarding.

Further information about the industrial firewall Anybus Defender Compact ABD1004-NATFW can be found
in the "Quick start-up guide" or on our website at

-7-
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2  Just a few steps to the configured firewall

1. Create a Project

Create a separate device project for each
device (Anybus Defender Compact).

1. Create Project

/

2. Select

2. Select operation mode Operation mode

Depending on the application case, choose

between Bridge Mode and Gateway Mode.

No
Bridge Gateway
Mode? Mode

3. Make NAT settings (only gateway mode)

Edit the NAT (Network Address Translation). Yes v

3. Make
NAT settings

4. Define filter mode and create filter rules |

Define the global firewall settings and create v

the specific rules. 4. Define

filter rules

5. Upload project settings to device v

Connect the device to your configuration PC 5. Upload project

and upload your project settings to the device. to device

NOTICE
»
-‘?' Quick Setup An interactive configuration wizard is available to help you

configure the firewall.

3 Installation of the Anybus Defender Compact manager

3.1 System requirements

System requirements

« Standard Windows PC

Windows 7 (32 / 64 Bit)
Windows 8 (64 Bit)
Windows 10 (64 Bit)
Windows 11 (64 Bit)

» Administrator rights
« Atleast 25 MB storage



3.2 Latest software version

a. A free version of the Anybus Defender Compact Manager can be downloaded at https://www.hms-
networks.com/downloads.

b. In the Help menu of the Anybus Defender Compact Manager you can "Check for updates" and
download and install the latest firmware.

3.3 Installing Anybus Defender Compact Alseamc s Deteoder Sonma Ve - e
Manager Welcome to the Anybus Defender
Compact Manager Setup Wizard
1' Start the inSta”ation by dOUbIe-C”Cking on the This will install Anybus Defender Compact Manager version
installation file to run it and then following the ‘ RO RIS
sub- sequent instructions. A-n-: = : ',fé,fj?,’gf"e"de‘j that you dose all other applications before

2. Click on “Next” to continue with the installation.

3.4 Location of the Anybus Defender Compact
files

B Click Next to continue, or Cancel to exit Setup.
O
FAN

4

When installing the Anybus Defender Compact Manager
on your PC, the "abdcmngr" folder is automatically [ Mext> ] | cance
created. This folder can be found at: C:\Users\YouUseAAppData\Roaming\abdcmngr

In this directory are the subfolders:

\ drivers

\ events

\ projects

\ settings

\ updates

In the subfolder "projects”, all projects with their project-related data (configuration, users, settings, etc.) are
saved here.


https://www.hms-networks.com/downloads
https://www.hms-networks.com/downloads

4 The user interface - overview

1. Start Anybus Defender Compact Manager via your PC’s start menu or via the corresponding desktop

symbol.
= Arybus Defender Compact Manager - 8
[L.Ir Edt Device Extras Help Q_]
+ == =- B baallibg T T ~ Go oniine P Ga offine e
B
» 8 apocy @ || Device: Anybus, User: admin
» B aebc2 e
v 6 Anybus MName Anybus
> Coart
» O Settings
> 3% Dagnoss Firmwware version
9 Senalrumber
. ugh
USE with admn ] Use this settings 1o connect
S >
Event { soning m
Le99ng evice 6

Date / Time Device Message

C:16:52 Disconnected

Jevice & connecied 1o your USS Imterface 160254201223

Interface layout

1. Menu bar - Miscellaneous tabs for calling submenus.

2. Buttons - These are used for communication with the connected devices.

3. Configuration Menu - Here all projects are listed with their configuration menus.
The individual configuration areas are labelled with a symbol that signals the status of the processing.

v O, Settings ®
()) Operationmode &2} Configuration is saved.

vO5ttnes  |® Configuration has been changed in the relevant menu but not yet saved in
(Y Operationmode ® the project file.

To accept the data, the project file must be saved.

v 0, Seiings ®
C) Operationmode ©

To accept the data, the project file must be saved.

4. Main window - The individual settings for the configuration menus are defined here.

5. Event list - Listing of all logged events in total or by device.

-10 -
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41 Menu bar

411 File
~f« Anybus Defender Compact Manager - ] X
File Edit Device Extras Help
O New E" ‘B & ‘ ‘?HT‘ ‘ ‘,‘ Go online ‘ “’ Go offline
& Open i — == .
Gl @' Device: ABDC2 (#: 45251000109082), User: admin
[ ] UEVILE Inionmnauon -
=
Name ABDC
B Delete
v
(f] Duplicate Description automation firewall
B3 Export > |
Import > Firmware version 1.4.1, Bootbank 1
E‘ et Serizlnumber 45251000109082
Connect through
o
USB with admin [] Use this s=ttings to connect

4111 File > ] New

- Creation of further projects (see also "Create a project”, Page 34)

4.1.1.2 File > [l Open

i Open Project = (m] X
» Open a project by specification of the
corresponding project password. Project ABDCT v
User admin v
A project can also be selected directly in the storage
area. Password
You can open and edit multiple projects.
OK Cancel

An open project can be recognized by the symbol (open lock B Anybus Defender Compact1) in front of the
project name.

4.1.1.3 File > Close

» Close an open and selected project.
» B moNeETFIX1 [@

4.1.1.4. File > B Safe

« Save an open and selected project.

-11 -



4.1.1.5File >[=) Delete

+ Delete an open and selected project.

¥ Mew Device Project = a X
4.1.1.6 File > {#] Duplicate :
New Device Project
» Make a copy of the currently open and Name ABDC3 y
selected project. Desaiption |

. . . .. [ 1.don'ts use a password { device passwory
Also give the project a unique name, a description s FUBER OO o

(optional) and optionally set the associated project by T e R e
password. Passuord |
Repest Password ]

Mave the mouse pointer over the form to generate random data for the random generator
initizlization to increass its reliabifity.

Randem prces =

[C] ignore the Random generator. I'm aware that the system generates one,

CK Cancel

NOTICE

When a project is duplicated, the entire content is copied, but a new RSA key pair is generated.

41.1.7File > P9 Export > [ Project

« Create a project file (* .nfp) from an open and selected project.

You can use the export function to share projects. Here, a project is distributed easily and securely in an
encrypted container. This container can only be unpacked via the import function of the Anybus Defender
Compact Manager.

NOTICE

Please note that the keys (public kex and private key) are passed on or duplicated when sharing an
exported project.

4118 File > P¥ Export >N\ Configuration

- Create a configuration file (* .cfg) from an open and selected project.

NOTICE

This configuration file contains the basic settings of a project and is helpful for analysis in case of support.

This configuration file contains no keys or passwords and cannot be imported back into a project.

-12 -



4.1.1.9 File > Import

« Import a Project file (*.nfp).

NOTICE

When importing a project (*.nfp file), a new project is automatically created on the target computer.
An existing project with the same name cannot be overwritten.
To open an imported project you need the original password.

4.1.1.10 File > E’ Exit

« Closes the current application.

41.2 Device (Anybus Defender Compact hardware)

~f~ Anybus Defender Compact Manager = O X
File Edit Device Extras Help

‘E f!’ 22T ® ’ ‘ [ﬂ Go online ] [..’ Go offline ]

Go Offline
2: HomelabSuitcase (#: 15241000094833), User: admin

Download from Device

S

Upload to Device € Information ~
FrEpi= ABD1004NATFW
Reboot iption automation firewall

Device Settings

Project Settings

NOTICE

The following functions assume that a Device (Anybus Defender Compact) is connected to the same PC
on which the
Anybus Defender Compact manager is also installed. Use the supplied USB cable

« When connecting to the device for the first time.

« Anyway, if you need to reset the device to factory settings.

-13-



« With certain settings and configurations (see details "Access rights for the individual user levels").

» And / or if the configuration access level is set to WAN / LAN inactive (see "System").

If the Configuration Access Level is set to WAN / LAN active and the access rights permit it, connect the PC
and the device with a network cable.

4.1.2.1 Device > Go Online ¥

Connect the Anybus Defender Compact via the
USB interface with your PC and select

Device > /‘ Go online

~f~ Connect to ... = ol X
Connect the Anybus Defender Compact to your PC via

Select Interface to Connect

the USB inter- face and select Device > /‘ Go
online.

Interface on Device Use v
Connect to IP: 169.254.0.1

. Device is connected to your USB Interface 169.254.201.223
In rare cases you may need to update the USB driver

for the "device to PC" connection.

Select "Extras > OO Install USB Driver" from the
menu bar to update the USB driver. L] Den't ask again, save this settings

f Connect to ... = [m] X

Alternatively, you can establish the connection via the
WAN or one of the LAN interfaces. Select Interface to Connect

Interface on Device WAN v

Please note the requirements for this, see
" System" > Configuration Access Level and the
"Access rights for the individual user levels"

Connect to IP: 10.10.10.8

The password required for communication (device . password required - o x
password) must be entered for the first connection to
the device. Please type in the Password of your Device. You will find the password on the
Label at the Device or your self declared Password.
The device password is on a label on the back of the o [
device.

Please note that the password is case-sensitive.
OK Cancel
The changed device password can then be used for

later connections.

-14 -



NOTICE

If you have created your project with a project password, you no longer need a password after Project-
Device pairing.

NOTICE

After the first connection from a Project to a Device (/‘ Go online) and uploading the Project settings to
the Device, the Project-Device Pairing is complete.

~f~ Connecting = (m] X

i Connecting - 3/3 Step
The Anybus Defender Compact establishes a

connection to the connected Device.

Cancel

f« Online and Offline Settings are dferent — a X
If the device settings differ from the Project settings, . o . _
. . The Settings in your Offline Project are different to the Settings in your Device, Please
you can specify here how the different data states selact how you went o proceed.

should be handled. _—
‘ T’ Upload my Project settings to the Device

Download Device settings to my Project

l@ Go Online and use Device settings

Cancel

Select the desired process or click on “Cancel” to re- EI
main offline: ‘ 4

i Upload my Project settings to the Device

» The Device settings are overwritten by the Project settings.

In the following message: "Your Project Settings Fencte : vl
has been successfully uploaded to the RAM. Do ‘
you want to save them onto the FLASH and make
them valid also after Reboot?" you decide whether
the data should be stored permanently or

| 0 Your Project Settings has been successfully upleaded to
temporarily on the device. ‘
|

the RAM. Do you want to save them onto the FLASH
and make them valid also after Reboot?

Yes No

° Yes = The settings are permanently stored on the device and are retained beyond a device restart.

° No = The settings are saved only temporarily (until a device restart).

NOTICE

After the first connection from a Project to a Device (/‘ Go online) and uploading the Project settings
to the Device, the Project-Device Pairing is complete.

-15-



After Project-Device Pairing, the "Public Key" is
saved in the device and the device password is no
longer active.

Access to the pairing takes place via the existing
Project password.

The device password is required again if you want to
reset the device to its factory settings.

=
‘ Download Device settings to my Project

( Anybus Defender Compact Manager Device

——

Defender

Y -
@ — Compact

€l
€1 f::

2 i \ }) : \
k: Private Key Public Key 2 Public Key

- After a confirmation prompt, the project settings are overwritten by the device settings.

@ Go Online and use Device settings

+ With this selection you can edit the device settings directly.

» From here you can

- upload the Project settings to the Device T

-
- download the Device settings to your Project 4

- If you go offline without making any changes, the Project settings will be restored.

4.1.2.2 Device Go Offline )."

» The connection to the Device is disconnected and you are working again with the Project settings.

4.1.2.3 Device >Download Device Settings ?

-____|
4 Download from Device

This will download the device settings to the Project.

After confirming the security message with "Yes", the
project settings are overwritten by the device settings.

Confirm

Do you really want to Download the Device Settings into your
Project? (This will overwrite your Project Settings!)

4.1.2.4 Device > Upload Project Settings to the Device T

T Upload to Device

Here, the Project settings are uploaded to the
connected Device.

After confirming the security message with "Yes", the
Device settings are overwritten by the Project settings.

Confirm

Do you really want to Upload the Project Settings into your
Device? [This will overwrite your Device Settings!)

-16 -



4.1.2.5 Device > Factory reset @

NOTICE

The Anybus Defender Compact is only reset to its factory settings by the user "factory reset" and only via the
USB interface.

If you are logged in as the "admin" user, you can also carry out the action directly without having to log out
and log in again with the user "factoryreset".

Furthermore, you always need the original device password for this action, even if the device is already
paired or the device password has been changed.

1. Select the project file that is paired with the device (Anybus Defender Compact) that should be reset
to its factory set- tings.

~f~ Anybus Defender Compact Manager
File Edit Device Extras Help

EIE =

»-8 aepci o
2. Select user "admin" or "factoryreset" and confirm -« open Project - o x
with "OK".
Project ABDC2 v
User factoryreset v
oK Cancel
3. Click on the button “Go Online" in the main menu.
v':‘!" Anybus Defender Compact Manager = m] X

File Edit Device Exras Help

[E” - IEI m L= JRE Y 1 T T ‘ \’ Go online J [g’ Go offline
» B sepct ® Device: ABDC2 (#: 45251000109082), User: factoryreset
» - § ABDC2 ®

Access is limited to Factory reset Access level!

»f~ Connect to ... - m] X
4. Make sure that "USB" is selected for the interface
to be connected and click on "Connect".

Select Interface to Connect

Interface on Device USB v
Connect to IP: 169.254.0.1

Device is connected to your USB Interface 169.254.201.223

[] Don't ask again, save this settings

o

-17 -



5. Now enter the device-specific password (see label i Password required - o X
on the device) and confirm with "OK" to establish
the connection. Please type in the Password of your Device. You will find the password on the
The device password is always needed for this e e

. . . . . P d esceesl
action, even if the device is already paired. e e
OK Cancel
6. Select the function "Factory reset" via the "Device" menu.
r“.’!" Anybus Defender Compact Manager — O X

File Edit Device Extras Help

[i” - { Zog:ﬂll'ne & & 1 T T ‘ e o] Go offline
= ¥ GoOffin e ———————
» B a0 o Dodinadfion Divice 2: ABDC2 (#: 45251000109082), User: factoryreset

t Upload tolUewce

[@ Factory reset ]
‘\ Firm e Update

Access is limited to Factory reset Access level!

7. Confirm the query about overwriting the device
settings by clicking “Yes” to reset to the factory

settings. .
Do you really want to Reset your Device to the
Factorysettings? (This will overwrite your Device Settings!)

Confirm

Yes \ No

8. Confirm the information window with "OK" to T — X
complete the action.

The Factoryreset Command was successfuly accomplished. The
Device is rebooting now! You are getting disconnected now...

4.1.2.6 Device> Q\ Firmware Update

* Firmware Update

Anybus D C M.

I 7nuovs |
3 | Defender

Compact

7 b . v

Check for newer Version e Update your Device

Auto-Update

Server Latest Version

&‘- Download
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When firmware update, the Anybus Defender Compact Manager represents the central exchange between
the auto-update server and the Device (Anybus Defender Compact).

NOTICE

This feature is only active when the device is online.

o onlfine [ Device is online - Project settings and device settings are equal.

|| Device is online - Project settings and device settings are different.

When executing the function, the "version on your ..
computer" and the "version on the device" (Anybus
Defender Compact) are displayed.

irmware update - O X

Firmware

Version on your Computer 141 @ = e
« By clicking on the "Check for newer version"
button, a connection to the auto-update server
will be established, if the internet connection is
established.

Version on the Device 141 Update your Device

Update Status:

oK

- If a newer firmware version is offered on the
auto-update server, you can execute the down-

load with "Yes". 0 There is a newer Version (1-1-1) available.
Would you like to download it?

New Version: 1.1.1

Device Version: 1.1.0

See Changelog (follow this link)

Confirm

Yes No

NOTICE

The firmware is automatically saved to
"C:\Users\yourUsenAppData\Roaming\abdcmngr\updates\" on your computer.

If you are not able or you do not want to connect to the auto-update server, you can save a newer firmware
version* on your computer.

(M
By clicking on the symbol ?_g , you can navigate to this saved firmware file (eg 1-1-1-fwnf.swu). By simply
clicking (left-click) the firmware file, it will be moved to the "downloads" folder.

* The latest firmware version for the industrial firewall Anybus Defender Compact can be found here:
https://www.hms-networks.com/p/abd1004-natfw-anybus-defender-compact-1004-nat-fw?tab=tab-support.

« Click "Update your device" to start installing '
. . Confirm
the new firmware on your Device.
0 Do you really want to update your Device?

This will take aprox. 120 seconds.

Do NOT Power OFF the Device!

Yes ‘ No
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NOTICE

You must NOT switch off your Device during installation.

NOTICE

After successful installation, the Device must be restarted.

4.1.2.7 Device > Reboot (*)

C) Reboot

NOTICE

This feature is only active when the device is online.

Device is online - Project settings and device settings are equal.

|| Device is online - Project settings and device settings are different.

+ Confirm with “Yes” if you really want to reboot
your device.

0 Do you really want to Reboot your Device?

e ]| N

« Confirm once again with “Yes” so that the de-
vice reboots.

The connection is broken in doing so. a The Device is rebooting now! You are getting
disconnected now...

Restart directly on the device via Reset button

Regardless of whether the device is online or offline, you can initiate a restart by pressing the Reset button
on the front of the device.
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41.3 Extras

' ~f~ Anybus Defender Compact Manager = a X
File Edit Device Extras Help
|i| ||:| 9, Settings L .Y l 17' ‘T] ' L‘ Ga online ‘ 1;" Go offline
b | °° Install USB Driver ———
» B agocr ~ | wewice: ABDC2 (#: 45251000109082), User: admin
24 E ABDCZ . Device Information
» (& Start &3]

41.31 Extras > Settings A

Search for software update after every program start

By default, the Anybus Defender Compact  Programm Settings el
manager checks for avail- able software updates on

the auto_update server every time the program Search for Software updates at every Program start

starts. _
Language English v

By deactivating the checkbox, you deactivate the

automatic search.

Use the "Help > @ Check for Updates" menu to ok Concel

manually search for existing software updates on the
Auto Update server.

NOTICE

For the search for software updates on the auto-update server, an internet connection is generally necessary.

Setting the program language o - o X

Use the pull-down menu to select the language of the

. . Search for Software updates at every Program start
program interface (English, German).

Language English v

English

German

OK Cancel

4.1.3.2 Extras > Install USB-Driver P

In rare cases, you may need to update the USB driver for the "Device-to-PC" connection.

Click "OO Install USB-Driver" to update the USB driver.

NOTICE

When installing the Anybus Defender Compact Manager, the USB driver was included

on C:\Users\YourUsenAppData\Roaming\abdcmngr\drivers
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41.4 Help

~f~ Anybus Defender Compact Manager

File Edt Device Extras Help

’ {E] HE| g Check for Updates ‘?‘ ‘?‘ ‘ "‘, Goonline \ [” Go offline
et e — e Li LOTe
7’787 ABDC1 (=] AI::::e (#: 45251000109082), User: admin
i 5 ABDC2 = Device Information
» (@ stert

Check for updates

Here, provided you have an Internet connection, you can check whether the latest version of Anybus
Defender Compact

Manager is installed.

License
NOTICE ~f~ License Manager = [m] X
The Lite version Anybus Defender Compact Installed License: ~ Lite
Manager is sufficient for general configuration of upgrade License
your device.
Upgrade
OK
About me
This is where you obtain information about the in-  *# About me — (] X
stalled software (version, license) and our contact de-
tails.
Anybus Defender Compact —
Manager =
Version V1.2.8
License Lite
HMS Networks AB A
Stationsgatan 37, Box 4126
300 04 Halmstad
SWEDEN
sales@hms.se
www.hms-networks.com v
OK
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4.2 Access rights for the individual user levels

User level
admin (0) operator (1) viewer (2) factoryreset (9)
LAN/ LAN/ LAN/ LAN/
Configuration interface ? USB  pan YUSB o wan YUSB o wan | USB L uan
Action W
Device
/‘ Go online E E E E E E E -
b” Go offline E E E E E E E -
-]
4 Download E E E E E E } -
T Upload E E E E B B B -
@ Factory reset E ) ) ) ) ) E B

NOTICE

The Anybus Defender Compactis only reset to its factory settings by the user "factory reset” and only via
the USB interface.

If you are logged in as the "admin” user, you can also carry out the action directly without having to log
out and log in again with the user "factoryreset".

Furthermore, you always need the original device password for this action, even if the device is already
paired or the device password has been changed.

K Firmware Update

(1) Reboot E E E E E E E B

E = execute; - = no access

NOTICE

The users "admin" and "factoryreset" are created by default and cannot be deactivated or changed.

The "operator" and "viewer" users are created (activated or deactivated) in the System > " Access - edit
authentication method for individual users" menu.
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User level
admin (0) operator (1) viewer (2) factoryreset (9)
Configuration interface USB LVCZ(I USB LVCZ(I USB I\_/CANl(l USB LVC,Z(J
Function W

Start R/W - - - - - - -
"‘?L Quick Setup RIW } - - - - - -
% Settings RW R R R R R ] ]
o Operation mode RIW R R R R R - -
ﬁ‘ Interfaces RIW R R R R R - -
IT—’l NAT RW RW RW  RW R R - ;
K snaT RW RW RW RW R R ; ]
‘<: Simple NAT RW R/W R/W R/W R R - -
¥ Network NAT RW ~RW RW RW R R - -
&% DNAT RW RW RW RW R R ; ]
® paciet fitter RW RW RW RW R R - ;
Filter mode RIW RW R/W R/W R R - -
ClRubs RW  RW R/W R/W R R - -
Eh Routes R/W R/W RW R/W R R - -
System RW RW R R R R i ]
a Access RW  RW  RW* R R/W* R - -
O 1ime RW  RW R R R R ; ]
EP Syslog RIW R/W R R R R - -
O\ NetCap RW = RW R R R R - -
gz Diagnosis R R R R R R - -
EP Loggings R R R R R R - -
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User level

admin (0) operator (1) viewer (2) factoryreset (9)
Action W
File E E E E
D New E E E E
E Open E E E E
Close E E E E

B Save E E ) )
B beiete E E - -

"y Duplicate E E - -

h Export E E - -

& roject E E - -

‘\ Configuration E E - -

Import E E E E

W Project E E E E

\\ Configuration E E - -

B e E E E E

Edit E E E -
B~ Expand all E E E -

B+ Collapse all E E E )

Extras E E E E
K Settings E E E E

OO Install USB Driver E E E E

Help E E E E
¢ Check for Updates E E E E

% License E E E E

& Avout R R R E

E = execute; R = read only; - = no access
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5 Create a project

Start Anybus Defender Compact Manager via your PC’s start menu or via the corresponding

desktop symbol. During the first Start you are requested to create a new project.

You can create additional device projects via File > D New.

| »f New Device Project - O X

New Device Project

Name laBDC3 ]

Description I I

[] 1 don't want to use a password for my project and use instead the device password!

Set a new Password for User "admin”! (This Password is needed to open your
Project)

Password I I

Repeat Password l I

Move the mouse pointer over the form to generate random data for the random generator
initialization to increase its reliability.

Random Proces EE—

[] Ignore the Random generator. I'm aware that the system generates one.

OK Cancel

Name Mandatory field for assigning a unique name to this project.

When specifying the name, only the following numbers and/or letters are permitted: 0
t0o 9, Ato Z, ato z - without any spaces.

Description Optional field for a short description of this project.

I don't want to use  If you activate this checkbox, no password is required to open this project.
a password...

The following applies to projects without a password:

» No password is required to open the project.

Compact 1004 - NAT/FW

« When the configuration is first transferred from |

|
)
the project to the device, there is no Project-De- | R - =gy
vice Pairing. b e ' | e «
t . ¥ el =
« For communication, the current device pass- | ! ; : B g
word must be entered every time a connection | '-eeeoeoo- ’ : ——
is established to the device. e /



ATTENTION: If you do not use a password for a device project,
this project can be opened and edited / changed at any time!

Password If you want to protect the project with a password, assign a password (min. 8
characters) for the user "admin" here.

Repeat Password When a password is assigned, RSA encryption is active and the project can only be
opened / edited after entering the password.

The following applies to projects with a password:

« A password is required to open the project.

« The first time the configuration is transferred DT Bt 5 e o
from the project to the device, a Project-Device —_— T
Pairing takes place. Project =al
. o o-*ao0—>| 0% |— " N
- After the project-device pairing has taken place, CRRE fo2 0 ‘ ‘8 -
the current device password is no longer active. —J m «
No additional password needs to be entered 7

for communication with the device.

Random Process Move your mouse over the form field to generate an additional random value for
calculation of a security key. This value is added to the algorithm of the random
generator as an additional “unknown” factor. In this way back calculation of the
generated security key is nearly impossible.

Ignore the Random Optionally, you can suppress generation of the additional value by confirmation of this
generator... checkbox. In this case, only the random value generated by the PC's operating
system is used.

Click on the "OK" button to confirm the entry

The Anybus Defender Compact manager generates a corresponding project folder and starts with its user
interface.
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5.1 Device project - device: The principle

Device project - device: The principle

The Anybus Defender Compact manager supports you with the configuration of the industrial firewall Anybus

Defender Compact ABD1004-NATFW.

Covamc! ' 04 NAS YW

Anybus Defender Compact Manager
-

HH

Pt bwy

%Gﬁo _,—ul:

key  Srtwate hey

Project Camvpny Y904

L S

R A

For each device (Anybus Defender Compact) you
create an encrypted device project with the Anybus
Defender Compact manager.

=> File > D New

You can protect each device project with an individual
project password.

A device project contains, among other things, also
the PKI (Public Key Infrastructure).
The "private key" is protected by the device password.

You can make all device settings "offline" in the de-
vice project and transfer them to the device at any
time. The first transfer is called a Project-Device
Pairing.

After Project-Device Pairing, the "Public Key" is saved
in the device and the device password is no longer
active.

You now only need the project password to open /
edit the device project and to communicate with
the "Device".

The device password is required again if you want to
reset the device to its factory settings.

Cavgmt Y04 WA V@

Nl ve

f =< Anybus Defender Compact Manager  projekt COmpac(1004—NATIFVN

-

/

Project password

Anybus Defender Compact Manager

Project 1

public key  provate key

Compact 1004 - NAT/FW

LT
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NOTICE

The possible number of devices (Anybus Defender Compact ABD1004-NATFW) that can be managed
in the NETFIX Manager is theoretically unlimited.

The only possible restriction: Each open project uses approx. 2 MB RAM.

5.2 Device project with or without a password?
' ~f# New Device Project = O X

New Device Project

Name \ABDC3 ]

Description | l

[] 1L don't want to use a password for my project and use instead the device password!

"I don't want to use a password for my project and use instead the device password!"

With this checkbox you specify whether a device project should be created with or without a project password.

Device project with password Device project without password
Project password
S e s -
Anybus Defender Compact Manager Compact 1004 - NAT/FW\ : G b e : Compact 1004 - NAT/FW
5 ! TR S T X - | A |
Project 1 : : Project 1 : : —— = l
I l | ! Device i
b : _:'> password -
wbilc key  prvate key I 0
P y y : : : : | l , .—
I N e ¢ ' oxn
T 5 !
» A password is required to open the project .» No password is required to open the project.

» The first time the configuration is transferred from the project to the device, a Project-Device Pairing
takes place.

« When the configuration is first transferred from the project to the device, there is no Project-Device
Pairing.

- After the project-device pairing has taken place, the current device password is no longer active.
No additional password needs to be entered for communication with the device.

For communication, the current device password must be entered every time a connection is established to the
device.

NOTICE

ATTENTION: If you do not use a password for a device project, this project can be opened and edited /
changed at any time!

NOTICE

The original device password is definitely required again if you want to reset the device to its factory settings.




6  Configuration

NOTICE

Before you begin with the configuration, you should be clear in which operating mode - bridge mode or
gateway mode - you want to use / use the industrial firewall Anybus Defender Compact.
See " Operation mode - general"

NOTICE

The configuration always takes place within a project

- either offline = project settings
- oronline, directly on the device (Anybus Defender Compact) = device settings.

Different data states can be synchronized at any time.

*  comm
4 Download Device Settings

T Upload Project Settings to the Device

Device Settings | Anybus’ |
T Defender

Compact

Project Settings

\ 4

iy
eiel

Select the project to be configured

via "File > E Open",

- or direct selection in the configuration menu.

Enter the required project password and confirm with "OK”
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6.1 Start

~f= Anybus Defender Compact Manager
File Edit Device Extras Help

EMEL =

Bl lgl ) ‘ E?:' ;E‘ ‘ l,‘ Go online ] lg" Go offline J

» A asoct

® Device: ABDC2 (#: 45251000109082), User: admin
v § aepc2 [ }
v @5 @l
% Quick Setup @ *
> Q, Settings ® _T_g‘ Quick Setup @ Advanced o
> 22 Diagnosis *

Under the menu item Start you can chose between

==
Quick Setup => continue with ‘# Quick Setup menu

and

Q: |
Advanced => continue with O Operation mode menu

You will be automatically forwarded to the Settings > Operating mode menu.

611 % Quick Setup / Configuration Wizard

In the Quick Setup, an assistant guides you through all relevant settings.

Because you have to make various decisions during configuration (e.g. Setup Mode, Operation Mode, NAT
Mode, etc.), the configuration wizard is variable.

The menus to be edited during the configuration are explained in detail in the chapter QO "Settings".
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s Anybus Defender Compact Manager
File Edit Device Bxtras Help

[EJ |— lE‘l {EI «] « ‘ T E‘ [ﬂ Go online J [’.’ Go offline
» B agoct @ Device: ABDC2 (#: 45251000109082), User: admin
¥ 5 ABDC2 o
v [ Start Select your Setup Mode
Faueksewp @ Oniine
o | want to setup my
kS Settings ® Devica Online and
4 ;: Diagnosis ‘ analyse the learned
Network st
®
5 Offline
| want to setup my
Device Offline and |
don't care about the
Network fist
O

First of all, you have to decide whether you want to configure Online or Offline.

Choose one of the two configuration methods and click "Next".

6.1.1.1  Setup Mode - Online

Online
Online
| want to setup my device
® Online and analyse the
learned Networklist

NOTICE

For Online configuration, the following conditions must be met:

» The device (Anybus Defender Compact) is connected to the same PC on which the Anybus Defender
Compact manager is installed.

» The device is integrated in the network structure to be monitored.
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Mk Anybus Defender Compact Manager
File Edit Device Extras Help

=)

= E[ew « | T[T | & oo | [F mome
» 8 asoct ® ' Device: ABDC2 (i#: 45251000109082), User: admin
v £ ABDC2 o
v @ st Connect your Device to your US8 Port on your Computer
<% Quick Setup =
> ©, Sattings O] Serlal #
> :: Diagnosis

Device is connected to your USE
Interface 169.254.201.223

45251000109082

-— <

Javice is connected to your USB Interface 169.254.201.223

In rare cases, you may need to update the USB driver
for the "device to PC" connection. To do this, click the
"Install USB Driver" button.

Click on "Next"

~f~ Connect to ...

Click on "Connect"

"The Device recognized Bridge mode
as the best Operation mode.

Yes = Continue with Bridge Mode
No = Continue with Gateway Mode"

Confirm the message by selecting “Yes” or “No”.

The Device recegnized Bridge mode
as the best Operation mode.

Yes = Continue with Bridge Mode
No = Continue with Gateway Mode

Yes No
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EventLocging | B

Install USB Driver

No Device connected to your USB
Interface

Select Interface to Connect

Interface on Device USB

Connect to IP: 169.254.0.1

Device is connected to your USB Interface 169.254.201.223

[] Don't ask again, save this settings

Cancel



As soon as the device has been integrated into the network structure and is switched on, it automatically starts
recording the network data. In a network list (Mapview) all reachable network subscribers are listed.

~#« Anybug Defender Compact Manager

File Edit Device Extras Help

- — f Pmarl ot ' n
(=] = B« [TT | ANEEEN P cosin
» B reccr ® Dpevice: ABDC2 (#: 45251000109082), User: admin
v DC2 3
8 :>c s f;h Device View ‘ T Download Networkdata Hﬂ Delets Networkdata ‘
v @) 5ot
=4 Quick Setup (o] WAN = 10.10.10.101\255.0.0.0 LAN = 10.10.55.5\255.0.0.0 -
» Qg Settings (@]
199.28,181.103 sssssssnssssnnn 1010554
P | =

o

18534375 O

176.58.90.147 I

Image 1: Example of a network list

From here, you can analyze the network data and - with just a click of the mouse - allow and block connections.

Warning X If no reachable participants have been detected, a
message appears: "There are no learned
There are no learned Networkdata on the Device. You can skip Networkdata. on the DeYICG. YOU can Sklp the MapVIeW

! the Mapview and follow with the Device settings. and follow with the device sett/ngs_ "

More information about the network list can be found in the chapter hPacket filter (" Packet filter")
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6.1.1.2 Setup Mode - Offline

Offline w_- €

I want to setup my Device AR D;

® Offline and | don't care about E .
the Networklist f = E

essoe [

Next W

For offline configuration, the device (Anybus Defender Compact) neither needs to be connected to the
computer nor integrated into a network structure.

You can upload the configuration (Project Settings) to the device at any time - provided the device is connected
to the configuration computer.

Clicking on “Next” leads you through all the menus relevant for the configuration (see also from " Settings").

i Anybus Defender Compact Manager it (=]
File Edit Device Extres Help
()][=] = [Meew TT|[F oo o Gooffine
» B aznct ®  Device: ABDC2 (#: 45251000109082), User: admin
v [ aspcz ®
> @ st Select the Operation mode
¥ By Setrings ® Bridge Mode
WE s Protectsinge ¥ L. prreeesirenes
O %r{ﬁm riqdf Q components inside a g :
& Interfaces ® network | &
v @ : o
AP b | ] [ S
< Simple NAT E ‘
SNetwokhAr &, /.
59 ONAT ]
¥ ) Packet filker @
D Fiiter mod= ®
o
Qe o Gateway Mode
gh Routes Segment two Q ..... o= beRmiy oxas - S @
5 system ® networks ;
v %€ Diagnosis € 5 ;
EP toggings (] ® Q ..... :
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Here you select the operating mode (Bridge mode or Gateway mode) for which the device is to be configured.

Operation mode | Function Description

Bridge Mode Individual In bridge mode the firewall is easily integrated into existing networks
components that are in the same network segment.
within a network  As supplied, it can be installed without any network modifications and
are protected. immediately starts learning the current data traffic. It protects WAN

<> LAN data exchange using a packet filter.
The firewall integrates transparently and no IP address assignment is
necessary for the device.

Gateway Mode : Two networks In gateway mode, both WAN and LAN are assigned a defined IP ad-
aresegmented.  dress and in this way segment the networks.

Here functions such as NAT and forwarding can be used to route da-
ta traffic to subordinate networks.

Here too, the packet filter can be used to control WAN <> LAN data
exchange.

Here too, learning mode simplifies the creation of filter tables.

NOTICE

In Gateway Mode, the networks in the IP address space must be different.

6.1.1.2.1  Quick Setup - Bridge Mode

Bridge Mode

Select the Operation mode

Bridge Mode
Protect single
components inside a
network

“ Back Next W
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After clicking "Next" you will be prompted to configure the LAN / WAN interface.

File Edit Device Bdaras Help

| H)[=)
»- 8 asoci
v § ABDC2
» [ Start
v OO Settings

L') Operation mode

> 2 NAT

> " Packet filter
fh Routes

> System

> %3 Diagnesis

=

[ « |« | T T | & Goonine | ‘;” Go offline

® pevice: ABDC2 (#: 45251000109082), User: admin

Configure the Interfaces

o] Sct the Intesface-Pammetzrs depending on your Network-Struckure.

©)

©

o WAN Interfece

©

IP Address M M, M, 101

Subnet Mask 255 |. c_] 0_] O_J

Default Gateway ﬁ, ﬁ ﬁ ﬁ
ons (o I o O

3

LAN Interface

|P Address

[T

~
v
o

]
7]
C17]

Subnet Mask

WAN / LAN Interface

Label Description
disable Checkbox to activate / deactivate the WAN / LAN interface.
Interface If the WAN / LAN interface is disabled, it cannot be set as a Configuration Access Level.

Settings already made under " System" are deactivated and cannot be changed.

WAN / LAN Interface

IP Address

Subnet Mask

The assignment of an IP address / subnet mask is only necessary if the device is to be
accessible via IP. For example, for future changes (configuration) via Ethernet or if other
services such as Syslog / SNTP are to be used.

If you do not enter an IP address, the Anybus Defender Compact is not visible in the
network.

Default Gate- A default gateway is required if
wa
v » devices from the network want to connect to the Internet,
» when integrating devices from the LAN over the WAN into other networks.
If this is not desired, the default value "0.0.0.0" must be retained.
DNS The assignment of a DNS server (for SNTP service) is also possible.

After clicking on "Next" you will be redirected to the setting of the Filter mode.

¥ Pocket filter
({0 Fitzr mode
Q Rules

rh Routes

* () system
B Access
® time
EP Sysleq
Q NetCap

>33 Dizgnosic

© oo
° = A £3
©
@
© WAN > LAN
o Access from the external to the mtemal network can present a security sk, Define the basic setting for communication from WAN to LAN,
o] @ Decline everything, except filter rules (recommended) Decline Mode  Drop (the Sendes will not be informed) v
o O Allow everything, except filter rules
o (O Aliow evenything (Fiiter Of)
©
LAN > WAN
Access from the internal to the extemal network is mestly nat necessery. Define the basic setting for communication from LAN to WAN
® Dedline everything, except filter rules (recommended) Decline Mode  Drop [the Sender will niot be informed) v
(O Aliow evenything, excapt filter rules
O Allow evenything (Filter Off)




Select the appropriate rules under the desired communication directions (WAN > LAN or LAN > WAN).
- Decline everything, except filter rules (recommended) - so-called whitelisting

— Drop (the sender will not be informed)

— Reject (the sender will be informed via the ICMP Protocol)

- Allow everything except filter rules (see " Rules", Page 85) - so-called blacklisting
Here all packets are accepted at the end of the filter table. The filter sorts but is effectively only off.

 Allow everything (Filter Off)
All filters are inactive here and the data transfer is completely accepted.

NOTICE

Further information can be found in the "Packet filter > Filter mode" settings menu.

Click "Next" to create the firewall rules.

¥ Anybus Defender Compact Manager - m] b
File Edt Device Féras  Help

=+ (=] Bl E [ [ | TT] | o cocie | # Gocmn

» B Ao ®  Device: ABDC2 (i#: 45251000109082), User: admin
v § a8nc2 £
& Packet Filter
» @) sen ) | Fiter Dote Traffic betweenwant [ L. e eaen -
o and LAN interfsce -
¥ O, Settings = s IF [ &
(Y Operation mode = (i
B Interfaces (&) Q" Il?Fg
> AT ® : =
v Packet fileer :
@Fitermde &) g """
Qe @ r 3
oh Routss = { WAN > > LAN )[
> [ syst
) system &) / WaN s LAN Y LaN s wan\
» 2% Diagnosis
CIMACs  &]Bs (A Ports
%  SourccIP Source Port  Destination IP Dest. Port  Protocol Action Comment Options  Condition  Active Add / Delcte
3> ANY ANY ANY ANY ANY ~ DROP  Comment  NONE none O ®

Here you create the individual rules for the firewall ruleset; both WAN > LAN and LAN > WAN.
A set of rules consists of the settings in the Filter mode and the set of Rules created.

The policy processes / checks both incoming packets as well as the response packets generated by the network
participant and allows allowed connections to pass through the firewall (ACCEPT) or blocks (DROP, REJECT)
unauthorized connections.

NOTICE

Further information is available in the Settings menu "Packet filter > Rules".

Click on "Next" to load the created configuration into the device.
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~f Anybus Defender Compact Manager

== a X
File Edit Device FExtras Help
liJ“:l |£J m| ‘S o+ | |I| ‘E| ‘ |,‘ Goonline ‘ !;’ Go offline
» A aeoci ® Device: ABDC2 (#: 45251000109082), User: admin
v § aepc2 ®
v (@ stort Connect your Device to your USB Port on your Computer
=4 Quick Setup (2}
» & Setti
}y Settings (0] —
» 22 Diagnosis 45251000109082 '€
Install USB Driver -. '
No Device connected to your USE ‘. E
Interface
In rare cases, you may need to update the USB driver
" H " . . .
]"or the "device ’Fo Pf) connection. To do this, click the v e
Install USB Driver" button.

No Device connected
to your USB

Interface

Click on "Connect"

~f Connect to ...

Select Interface to Connect

Interface on Device USB v

Connect to IP: 169.254.0.1

Device is connected to your USB Interface 169.254.201.223

[] Don't ask again, save this settings

T

The password required for communication (device
password) must be entered for the first connection to
the device.

The device password is on a label on the back of the
device.

Please note that the password is case-sensitive.
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6.1.1.2.2 Quick Setup - Gateway Mode

Gateway Mode

¥ Select the Operation mode

Gateway Mode
Segment two
networks

« Back Next W

After clicking "Next" you will be prompted to configure the WAN and the LAN interface.

Configuration of the WAN and the LAN interface

~f Anybus Defender Compact Manager
File Edit Device bxtraz Help

‘+H — ]i] @] |ﬂj gl ‘ I| I| ‘ |" Go online o Go offline
» 8 Aot ® | Device: ABDC2 (#: 45251000109082), User: admin
v § aencz ©
Y. sen Configure the Interfaces
% Quick Setup Set the Interface-Parameters depending on your Network-Structure,
v 8, Settings ®
() Operation mode ®
A< intarfaces @ WAN Interfaca
b NAT &
kY Packat fiter O 1P Address 10 Lhe [[io [
¢ Routes Subnet Mask E O_D E
> m System Default Gatenay 0 Ll 4|U ||0
> X% Diagnosis
34 Disg DNS 8 L |8 |
i LAN Interface
IP Address 10 (|10 55 i[5
Subnet Mask 255 |0 [0 .

WAN Interface

Label Description

IP Address Enter the appropriate values for the network on the WAN side here.
Subnet Mask

Default Gateway A default gateway is required if

« devices from the network want to connect to the Internet.

DNS The assignment of a DNS server (for SNTP service) is also possible.
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LAN Interface

Label Description
IP Address Enter the appropriate values for the network on the LAN side here.
Subnet Mask

After clicking on "Next" you will get to the NAT mode selection menu.

Select NAT mode

Select the NAT Mode

Simple NAT

AccesstolPdevices — __ ___ Fr—L.....
in a isolated network 172.16.27.105 :
® 1721627106 [ I }----- ;

172.16.27.107 | (S f*-*1
Port forwarding

Access to IP services 172.16.27.104
TPZN6271042220 W RBassvipessavansnocoimmans’ peeawa
in a isolated network @ ' ' 192.168.0.2:22

O 172.16.27.104:102-‘-

: 1
172.16.27.104:22 -> 192.168.0,2:22 0
172.16.27.104:443 @ 172.16.27.104:102 -> 192.168.0.3:
68.0

:
102t B 192.168.0.4:443

() Nothing from above

« Back | Next W ‘

You can choose from:

» "Simple NAT" - Access to IP devices in an isolated network
- "Port forwarding" (DNAT) - Access to IP services in an isolated network
» "Nothing from above"

Make your selection and confirm it by clicking on "Next"

"Simple NAT"

NOTICE

Use Simple NAT to access an IP address from network B (LAN) 1:1 on network A (WAN).
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With this function, a network participant in the LAN can be directly addressed via a WAN IP address. As it were,
the IP address of a LAN participant with an IP address from the WAN area is mirrored in the WAN. This does
not require a virtual IP address, as is usual with a NAT function.

Nezwork A (WAN) 172.16.20.0/16 Network B (LAN) 192.168.0.0/24

1
" '
From 1 From
© 1721620188 . o 172.16.20.188 4
uueueuuuuxl" : : 101!91101810“101"
R To: == g i 3 o To: --.IEEE
A 1921680112@ [ q 192.168.0.112
g | p—— = E )| [— 192.168.0.112
: s
e
3 ; ‘?7‘1 SPS B2
' From r-- - - G ==y From
AN, L-uumuoxouml" ‘ ANl L---xounumuxuoxﬂ' - —
- et —— To: Ilg@
192.168.0.114 WAN-IP- | LAN-IP: 192.168.0.114
192.168.0.101 192.168.0.114

172.16.20.187 :

1) Simple-NAT-IP1: 172.16.20.188 >> 192.168.0.112
Simple-NAT-IP2: 172.16.20.189 >> 192.168.0.114
1

Image 2: Example: Data packet delivery to two subscribers using Simple-NAT from WAN to LAN
To do this, enter in the address assignment table
0 a free WAN Ethernet address from the WAN network and

0 and the LAN IP address of the recipient from the LAN network to be "NATed" with.

NOTICE

You need a separate WAN IP address for each receiver (network subscriber in the LAN network).

NOTICE

If one of the network participants to be reached has no or a wrong (inappropriate) gateway entry and can
therefore not send a response to an delivered data packet, you must also activate the "WAN to LAN" function

-I'

in the "\ SNAT.
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~ Anybus Defender Compact Manage! = 0 X
File Edit Device FEdras Help

| ey = ||| (e | (| ‘o (— O v . oo
(=] =) B« « | [T)T | G & oo
» B aocy @ Device: ABDC2 (#: 45251000109082), User: admin
v 2 ¢
5 AED . Simple NAT
v Start Lo Access to IP devices in a
s isolated network 172.16.27.1
F Que R © 172.1627.204 . geesee 192.162.0.104
¥ @, Setbrgs @ : :
() Operation mode L0] : vieosd
A Interfoces 'O) 1721627105 @ feaeee % 192.168.0.2
v 2 NAT : :
e X g : 19216801 §
A SNAT : :
{ 17216274 sovess : 192.168.0.4
< simpleNAT (D 1 @
& Network NAT ©
&% pnaT ol
»- Y Packet flter al. # WAN IP Address LAN IP Address Comment Condition  Active Add / Delete
sk i d/ R AR | G o | ©
ST sy o |2 172,16.27.106 19216802 Comment hone oLl 2]
oo s Comment none O a
P ae Dizgnosis O

Image 3: Address assignment table

Label Description
WAN IP-Address Enter a free WAN IP address from the WAN network.
LAN IP-Address | Enter the IP address of the recipient from the LAN network.

Comment Here you can enter a comment for the defined assignment.

Condition Selection field for specifying the condition when a rule is or remains active.
You can choose from: DIN1-High, DIN1-Low, DIN2-High, DIN2-Low or NONE.

By wiring (high / low) DI1 or DI2 (digital inputs of the Anybus Defender Compact), you
can dynamically deactivate and reactivate a SimpleNAT filter rule.
If you select NONE, the rule remains unaffected.

NOTICE

Only active packet filter rules are transferred to the device. That means: A rule can only be deactivated
and reactivated by a signal change at a digital input (high -> low or low -> high).

Active Checkbox for activating / deactivating the assignment.
Add/Delete

Click on the plus icon to add the mapping.

Click on the minus icon B to delete an assignment.

TIP

# WAN IP Address - LAN IP Address Comment Condition  Active Add / Delete
' (<}==\‘>’ Comment none ]

>>

You can easily set the column widths of the table with the mouse.

NOTICE

As soon as you have added and activated an assignment, the rule for this assignment is automatically
entered and activated under Packet filter > Rules > WAN > LAN.
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Image 4: Example entries in address assignment table

# WAN IP Address LAN IP Address Comment Condition Add / Delete

1 ___-_I
? ———-_I

>>

Image 5: Related entries in the firewall rules WAN>LAN

/ WAN > LANK LAN > WAN\

O MACs [ Ips ™ Ports

# Source IP Source Port  Destination IP Dest. Port Protocol Action Comment Options Condition Add / Delete

1 _-_-----_E-I
2 ___-----L Jomng

>> AN ANY  DROP  Comment NONE none O

After clicking on "Next" you will be redirected to the setting of the Filter mode.

"Port forwarding” (DNAT)

NOTICE

DNAT stands for Destination NAT. This changes the destination of the data packet.

With port forwarding, a single port can be forwarded to a specific IP address specifying the port.
Port forwarding is available from WAN to LAN as well as LAN to WAN.

Network A (WAN) 172.25.0.0/16 Network B (LAN) 192.168.0.0/24

=30l i

1
1
1
From: -
1
[

172.25.15.74 i: 172.25.15.74 9
rnuuouowuuuuuo r-mommxoumunoul‘{--
1 To: lIEEE

!
\  172.25.15.90:102 L A‘"

=l =
'-
==

= — -
A I

'uuounou.m.amuil““ "“.,
TJo: WAN-IP:

172.25.15.90:443 172.25.15.90 !

I
I
I
I
]
I
I
- n To:
I
I
|
]
I
I
I

e
1 From:
172.25.15.74

\P-172251574 |
L--uunxomnuoxmu

IGW: -

+|maae

1

w0

GW: -

1
1
i DNAT Port 102 >> 192.168.0.112 Port 102 :
| DNAT Port 443 >> 192.168.0.114 Port 443 '

Image 6: Example diagram of a DNAT from WAN to LAN
PLC B1 (programming port 102) and HMI B2 (web server port 443) should be accessible via PC A1.
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/ WAN>LAN\< LAN>WAN\

# | SourcelP  Source Port ,\NAN Port | Protocol LAN IP ’LANPort Commenti Condiﬁon‘Active ' Add/Delete
1 =
2 172251574 ANY ~ TCP 1921680114 443  Comment DH-High [] H
>> | ANY ' ANY ANY ANY ANY ANY Comment | NONE O

Image 7: Related address assignment table with the selection WAN > LAN

NOTICE

An entry in the address assignment table is only effective if the relevant "Active" checkbox is checked. An
active entry is highlighted in green.

~#+ Anybus Defender Compact Manager

- o X
File Edit Dewice bdras Help
[+][=] = [E [« T[T [ e o
» B asoct ®  Device: ABDC2 (#: 45251000109082), User: admin
v
G AsDC2 @ o ing
v @ Start (o] Access to IP cervices in a
; isolated netnork
4 Quick Setup lo] 17216.27.1:22 E} ..... i
¥ € Sottings O‘
(') Operation made (ol :
A% Interfaces ® 2tz a0z [ e
v 2NaT ®
3, SNAT ® :
| 172.16.27,1:443 cenant
‘: Simple NAT (D‘ 1
- | 192
T Network NAT, 1O 172.16.27. 13943 -> 192.168.0.0:443
£3/onar o,
» Y Facketfiter ®‘ / WAN > LAN < LAN > WAN \
. gh Routes 0‘ # Source IP Source Port WAN Port Protocol  LAN IP LAN Port Comment Condition  Active Add / Delete
» [ Syst=m Oi >> i y jANY ANY ANY ANY Comment NONE O ®
> 22 Dragnosis 0}
|

/7’WAN>LAN\< LAN>WAN\

_# Source IP \ Source Port |WAN PoanrotocoI LAN IP

Image 8: Example address assignment table with WAN > LAN selected

Label Description

Source IP IP address of the sender of the data packets.

Source Port | The specification of a port serves for a better overview.
With ANY there is no restriction.

WAN Port WAN port of the firewall.

NOTICE

The entry of the WAN port is important because this port is forwarded to the LAN IP / port.
A WAN port = ANY is technically possible, but not useful. Then everything will be forwarded.
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Protocol Selection of the permitted protocol
« ANY (all)
- ICMP
- UDP
- TCP
LAN IP IP address of the subscriber (receiver) in the LAN network.
LAN Port Port of the subscriber (receiver) in the LAN network.
Comment Here you can enter a comment for the defined port forwarding.
Condition Selection field for specifying the condition when a rule is or remains active.

You can choose from: DIN1-High, DIN1-Low, DIN2-High, DIN2-Low or NONE.

By wiring (high / low) DI1 or DI2 (digital inputs of the Anybus Defender Compact), you can
dynamically de- activate and reactivate a DNAT rule.
If you select NONE, the rule remains unaffected.

NOTICE

Only active packet filter rules are transferred to the device. That means: A rule can only be deactivated
and reactivated by a signal change at a digital input (high -> low or low -> high).

Active By confirming the checkbox the port forwarding is active.
The relevant line in the assignment table is highlighted in green.
Label Description
Source IP IP address of the sender of the data packets.
Source Port  The specification of a port serves for a better overview.
With ANY there is no restriction.
LAN Port LAN port of the firewall.

Label Description
NOTICE

The entry of the LAN port is important because this port is forwarded to the WAN IP / port.

A LAN port = ANY is technically possible, but not useful. Then everything will be forwarded.

Protocol Selection of the permitted protocol

- ICMP

- UDP

- TCP
WAN IP IP address of the subscriber (receiver) in the WAN network.
WAN Port Port of the subscriber (receiver) in the WAN network.
Comment Here you can enter a comment for the defined port forwarding.
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Condition Selection field for specifying the condition when a rule is or remains active.
You can choose from: DIN1-High, DIN1-Low, DIN2-High, DIN2-Low or NONE.

By wiring (high / low) DI1 or DI2 (digital inputs of the Anybus Defender Compact), you can
dynamically de- activate and reactivate a DNAT rule.
If you select NONE, the rule remains unaffected.

NOTICE

Only active packet filter rules are transferred to the device. That means: A rule can only be deactivated
and reactivated by a signal change at a digital input (high -> low or low -> high).

Active By confirming the checkbox the port forwarding is active.
The relevant line in the assignment table is highlighted in green.

Add/Delete

Click on the plus symbol adds an entry in the table.

B Click on the minus icon removes an entry from the table.

TIP
# Source IP Source Pori WAN Port Protocol LAN IP LAN Port Comment Condition Active
>> | (S ANY ANY ANY Comment NONE []

You can easily set the column widths of the table with the mouse.

After clicking on "Next" you will be redirected to the setting of the Filter mode.

"Nothing from above™

After clicking on "Next" you will be redirected to the setting of the Filter mode.

Set filter mode

£9 oNAT rey WAN > LAN

v Y Packet filter (D Access from the external to the internal network can present a security risk. Define the basic setting for communication from WAN to LAN.

q @© Decline everything, except filter rules (recommended) Decline Mode  Drop (the Sender will not be informed) v
Filter mode [0}
Q Rules ® O Allow everything, except filter rules
s Routes o O Allow everything (Filter Off)
> [ System fod
i

LAN > WAN

Access from the internal to the external network is mostly not necessary. Define the basic setting for communication from LAN to WAN.

» %2 Diagnosis

® Decline everything, except filter rules (recommended) Decline Mode | Drop (the Sender will not be informed) v
O Allow everything, except filter rules

O Allow everything (Filter Off)

Select the appropriate rules under the desired communication directions (WAN > LAN or LAN > WAN).
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- Decline everything, except filter rules (recommended) - so-called whitelisting

— Drop (the sender will not be informed)

— Reject (the sender will be informed via the ICMP Protocol)

- Allow everything except filter rules (see " Rules", Page 85) - so-called blacklisting
Here all packets are accepted at the end of the filter table. The filter sorts but is effectively only off.

« Allow everything (Filter Off)
All filters are inactive here and the data transfer is completely accepted.

NOTICE

Further information can be found in the "Packet filter > Filter mode" settings menu.

Click "Next" to create the firewall rules.

Create firewall rules

(4= =- ’ [ [« [« | =7 R [ Goomine
» 8 agoct ® | Device: ABDC2 (#: 45251000109082), User: admin
v (§ 4BDC2 ® e
v [ son © | Fiter Data Traffic between WAN Q ...................
o Quick Setp o and LAN interface -
¥ O seitings © :
() Operation mode  |@ g,
AN Interaces I® .
¥ NaT I®
Rossis o) g ......
< Simple NAT I®
2 Network N&T  |@) ( WAN >> LAN ]
53 DNAT lod /—\<—\
i ::r.ke! fiter IO e
@ Fier mode @G MACs [ 19s & fons
Q Rules ® * SourcelP Source Port  Destination [P Dest.Port  Protocol Action  Comment  Options Condition  Active Add / Delete
s Rowis o |>> Ay ANY ANY ANY ANY  DROP  Comment NONE none m| ®
> @ s o
» 3% Diagnesis ©

Here you create the individual rules for the firewall ruleset; both WAN > LAN and LAN > WAN.
A set of rules consists of the settings in the Filter mode and the set of Rules created.

The policy processes / checks both incoming packets as well as the response packets generated by the network
participant and allows allowed connections to pass through the firewall (ACCEPT) or blocks (DROP, REJECT)
unauthorized connections.

NOTICE

Further information is available in the Settings menu "Packet filter > Rules".
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Click on "Next" to load the created configuration into the device.

Upload the configuration to the device

» B aeoct ® Device: ABDC2 (#: 45251000109082), User: admin
v § AeDC2 2]
v [@ start ® Upload your Configuration to your Device
# Quiksewp O
> & Setti
0 EINGE © Serial #
> %% Diagnosis 452510001

Device is connected to your USE

Interface 169.254.201.223

Upload ‘

In rare cases, you may need to update the USB driver
for the "device to PC" connection. To do this, click the
"Install USB Driver" button.

Click on "Connect"

The password required for communication (device
password) must be entered for the first connection to
the device.

The device password is on a label on the back of the
device.

Please note that the password is case-sensitive.

Install USB Driver
No Device connected
to your USB
Interface q
~f Connect to ... - [m] X ‘

Select Interface to Connect

Interface on Device USB
Connect to IP: 169.254.0.1

Device is connected to your USB Interface 169.254.201.223

[] Don't ask again, save this settings

Cancel

~f~ Password required = m] X

Please type in the Password of your Device. You will find the password on the
Label at the Device or your self declared Password.

Password ouonnn|

OK Cancel




2
6 OO Settings

6.2.1 o Operation mode - general

The Anybus Defender Compact can be operated either in bridge mode or in gateway mode.

6.2.2 Bridge mode (condition as supplied)

Bridge mode

Network A Network B

192.168.0x/24 192.168.0x/24

Without any network changes, the Anybus Defender Compact protects the data exchange between WAN

<> LAN by means of a packet filter.

In bridge mode the firewall is easily integrated into existing networks that are in the same network segment - ideal
for upgrades.

The firewall integrates transparently and no IP address specification is necessary.

Exemplary use cases

= Protection of machines that are already connected to the network
In bridge mode, the Anybus Defender Compact makes it easy to control traffic without having to
make changes to the network.

= Securing of sensitive network components
To achieve a good IT security standard, controls must be continuously updated. However, this would
significantly interfere with running processes and be completely inappropriate.

By activating the Anybus Defender Compact as an external cyber security watchdog, the PLC
security can be in- creased without continually having to implement updates.

NOTICE

By default, the Anybus Defender Compactis set to bridge mode with packet filter enabled - security by
default. The transitions WAN <> LAN are blocked.

By bridging input I/O 1 and P + (1/O 1 is thus activated), the packet
filter is inactive after the Anybus Defender Compact has been
booted - for the duration of the initial configuration. That is, the
transitions WAN <> LAN are open. The data traffic is detected
immediately as soon as the de- vice (Anybus Defender Compact) in
your network is connected to the desired location.

1
'

| Defender

Compact
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The bridging of input 1/O 1 is ignored after the initial configuration and
can only be used again after the Anybus Defender Compact has
been reset to its factory settings.

You should choose the default setting with bridged input I/0O 1 if at least one of the two conditions applies.

a. You want to make the configuration at a later time
and already perform the installation
and not influence the existing network.

b. You want to use the learning function of the Anybus Defender Compact in order to be able to read
out the detected network traffic later during the configuration.

6.2.3 Gateway mode

Gateway mode allows individual areas of a network to be separated. Here too, learning mode simplifies the
creation of filter tables.

Gateway mode

Network A Network A

[; ------------ gt tese ;] In Gateway mode, both WAN and LAN are assigned

a defined IP address and in this way segment the net-

: . M works. Here functions such as NAT (see " NAT settings
[;} :: € TR ll@[i’T (gateway mode only)" ) and forwarding (see " Routes to
: ; : - networks on the WAN side (Gateway mode only)" ) can be
[; .o used to route data traffic to sub- ordinate networks. Here
"""" [ Q5| | too, the packet filter can be used to control WAN <> LAN

data exchange.
192.168.0x/24 172.16.0x/24

Example use cases

= Avoiding address conflicts when installing new machines
The integration of a new machine in an existing production network can cause address conflicts and
render machine installation more laborious and expensive.

Using the Anybus Defender Compact, machine installations can be simplified and shortened. At the
same time, internal network conventions are complied with.

= Easy access to devices in an isolated network segment
Access to machines in isolated segments can be difficult or even impossible.

With simple NAT, Anybus Defender Compact easily routes the addresses from the WAN to the LAN side.
All that is necessary is for the so-called mapping table to be filled out.

= Isolating network segments with high data traffic
Modern communication protocols cause a high data volume.

With Anybus Defender Compact, network segments can be isolated, data traffic locally limited and
the bandwidth of the corporate network protected.
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6.2.4

Application cases - possible Operating mode and recommended feature

Based on the following table, you can assign the recommended feature of the Anybus Defender Compact for

different applications.

Application

Operation mode

Feature

Avoiding address conflicts when installing
new machines

Gateway mode

Simple NAT, Network NAT, port forwarding
(see " NAT settings (gateway mode only)",
Page 67)

Easy access to devices in an isolated net-
work segment

Gateway mode

Simple NAT (see " Simple NAT (Access
to IP devices in an isolated network)",
Page 71)

Securing of the internal machine network

Gateway mode

Firewall, packet filter (see " Packet filter",
Page 80)

Isolating network segments with high data
traffic

Gateway mode

Routes (static routes) (see " Routes to
networks on the WAN side (Gateway
mode only)", Page 90)

Protection of machines that are already
connected to the network

Bridge mode,
Gateway mode

Firewall, packet filter (see " Packet filter",
Page 80)

Restriction of network access

Bridge mode,
Gateway mode

Firewall, packet filter (see " Packet filter",
Page 80)

Securing of sensitive network components

Bridge mode

Firewall, packet filter (see " Packet filter",
Page 80)

6.2.5

Which function is available in which operating mode?

The following functions are available in the Settings menu, depending on the selected operating mode:

Function Operating mode
Bridge mode Gateway mode
= NAT - v
3, SNAT - v
« Simple-NAT - v
¥ Network-NAT - v
5 DNAT - v
ﬂ Packetfilter v v
Filtermode v v
Q Rules v V4
gh Routes - v
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I
6.2.6 O Select Operating mode

B« |FTF | F core | & come |

= =

» B agoct @  Device: ABDC2 (#: 45251000109082), User: admin
v £ aepC2 [ 3
v [ Start @ | Select the Operation mode
4 Quick Setup (O] Bridge Mode
" Oy Satins of = L}
0) o E] network :
£ Interfaces ®
2 NAT O 0 ;}
¥ @y Packet filter ® :
Filtsr mode @
a0 =
;!1, Routes
> [20) System
> & Diagnosis R

Segment two
networks

Here you select the operating mode (Bridge mode or Gateway mode) for which the device is to be configured.

6.2.7 ’* Interfaces

Bridge Mode

File Edit Device Extras Help

‘E @‘@@E ‘ @@ ’ [,0’ Go online ] [.4 Go offline

» B aspci Device: ABDC2 (#: 45251000109082), User: admin
v ABDC2

v [:] Start
“4 Quick Setup
v 8, Settings

Configure the Interfaces

Set the Interface-Parameters depending on your Network-Structure,

ISECXCKCIN AN

(I) Operation mode

x

3
i

@

> NAT O]
» - ¢y Packet fiter ® 1P Address 172 116 127 11 |
A'h Routes Subnet Mask ? ?? 0=
» (30 System Default Gateway o: o: o: O:
> :g Diagnosis DNS 8: 8: 8= 3=
o LAN Interface
IP Address EHO_T
Subnet Mask E E E i
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WAN / LAN Interface

Label Description

disable Checkbox to activate / deactivate the WAN / LAN interface.

Interface If the WAN / LAN interface is disabled, it cannot be set as a Configuration Access Level.
Settings already made under "System" are deactivated and cannot be changed.

IP Address The assignment of an IP address / subnet mask is only necessary if the device is to be

Subnet Mask

accessible via IP. For example, for future changes (configuration) via Ethernet or if other
services such as Syslog / SNTP are to be used.

If you do not enter an IP address, the Anybus Defender Compact is not visible in the
network.

Default Gate-
way

A default gateway is required if

» devices from the network want to connect to the Internet,
« when integrating devices from the LAN over the WAN into other networks.

If this is not desired, the default value "0.0.0.0" must be retained.

DNS

The assignment of a DNS server (for SNTP service) is also possible.

Gateway Mode

[B=

B[P« | T[T | [#  coonne | (F  Goomne

» 8 aedci
v aeDC2
v (&) Start

“# Quick Setup

¥ °° Settings

(I) Operation mode

b NAT

> ¢y Packet filter
5*] Routes
> ({0) System

» X: Diagnosis

Device: ABDC2 (#: 45251000109082), User: admin

Configure the Interfaces

Set the Interface-Parameters depending on your Network-Structure.,

WAN Interface

IP Address
Subnet Mask

o [=
v o
«
o[~
|
[

Default Gateway
DNS

QESESECXSXCIRICXRCICIL

mm H D
v o=
oo
EI

T

LAN Inzerface

(-]

IP Addrass
Subnet Mask

~
v
b
™~
v | o
v]
™~
n
v}

-
5]
"
=y
o
o
I
EI

WAN Interface

Label

Description

IP Address

Enter the appropriate values for the network on the WAN side here.

Subnet Mask

Default Gateway

A default gateway is required if

« devices from the network want to connect to the Internet.

DNS

The assignment of a DNS server (for SNTP service) is also possible.

LAN Interface

Label

Description
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IP Address Enter the appropriate values for the network on the LAN side here.
Subnet Mask

—|
6.2.8 I+= NAT settings (gateway mode only)

NAT (Network Address Translation) is the umbrella term for the automatic replacement of address information
(IP addresses) inside packets.

As a result of the replacement functionality, this only functions for addresses of different networks A and B.

{ DNAT }Q——

=z =z
: E Layer 3 Layer 2 I
£ ‘_@‘ IP Filter MAC Fitter [* S
Image 9: Traffic WAN> LAN Schema
=z =z
: E Layer 3 Layer 2 Iz
S fe—[romms_Jol| e o e [ &

Image 10: Traffic LAN> WAN Schema

» Ports for NTP and DNS of the local service on the device are hard coded in the packet filter if one of
these services is enabled.

« The WAN-IP of the Anybus Defender Compact cannot be pinged by default. This must be released in
the filter.

- If a DNAT rule is specified, it is automatically bypassed at the layer 3 packet filter. The exception is lay-
er 2 (MAC filter). If this is active or a rule specified including MAC address, a corresponding rule can al-
so supplement the DNAT rule.

- Layer 3 packet filter (IP filter) is independent of the set filter mode (whitelisting, blacklisting, etc.).
 Layer 2 packet filter (MAC filter) is switched off by default.

— Bridge mode
Broadcast, PROFINET and other layer 2 protocols are passed through.

— Gateway mode

Only IP packets are accepted, i.e. Broadcast, PROFINET and other layer 2 protocols are NOT
passed through.

» MAC filter
As soon as a MAC address is entered in the filter table, the MAC filter is activated, i.e. the layer 2 pack-
et filter then follows the setting from the firewall filter mode (whitelisting, blacklisting, etc.).

NOTICE

If the packet filter is operated in the "whitelisting” filter mode and the MAC filter (Layer 2) is activated,
only packets that the MAC filter accepts reach the IP filter (Layer 3).
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Arrangement
For the description of the individual menus / functions and examples, the following is defined:

The network on the WAN side = Network A (172.16.20.0/16)
The WAN IP of the firewall = 172.16.20.187

The network on the LAN side = Network B (192.168.0.0/24)
The LAN-IP of the firewall = 192.168.0.101

Network A (WAN) 172.16.20.0/16 Network B (LAN) 192.168.0.0/24
| R e e e e i - e e e e e e e e 1
I =t 1
: PC A1 PLC B1 . |' !
I - 1
| |
| HE
| 172.16.2074 192.168.0.112 |
: i
: PC A2 PC B2 :

1
: | : |
: WAN-IP: | | LANJP: :
| 172162075 17216.20.187 | | 192.168.0.101 192.168.0.113 |

S S g g g S S S N S -

6.2.8.1-:\ SNAT (Source Network Address Translation)

Use SNAT if the network subscriber to be reached is outside the network area of the sender, has no or an
incorrect (inappropriate) gateway entry and can therefore not send a reply to an delivered data packet.

For SNAT, the sender IP address of all packets, e.g. from network A (WAN), exchanged against the LAN
interface address of the firewall (network B).

Since the receiver in network B does not see the original sender IP address, but the LAN interface address of
the own network, no gateway is necessary for the packet response.

This means: the receiver sends the answer to the LAN interface of its own network. Since the firewall
"remembered" the IP traffic due to the SNAT, it replaces the packet address with the original sender address.

Network A (WAN) 172.16.20.0/16 Network B (LAN) 192.168.0.0/24
e I e P e Ty e L T T N e S e T Sue e !
: N L - - i
I - - — [ = m—— 1
I “From: J [ “From: ’ !
: fpremmEnInSt 172.16.20.74 ™Y i P™*192.168.0.101 P =iy :

18116110101811191 1 1811911810101 11814%
. ] i $ U ,
I ] To: | - . An: i !
- 192.168.0.112 A-l ,t ‘ 192.168.0.112 \
: B s 4 PLC B .UDD |
: 172.16.20.74 o E : © 192.168.0.112..@5% :
' pum—— [ T S '
: = frrond | ! r-- - E: -1. I [P = :
| - LAl Ll - = |

192.168.0.112 192.168.0.112
: e o v o muenezexenxexl&‘ WAN-IP: : : LAN-IP: i 1911euexemumx“'“‘-----‘ :
: To: 172.16.20.187 | | 192.168.0.101 An: !
I 172.16.20.74 o 192.168.0.101 |
I 11 |

Image 11: Example: Data packet shipment via SNAT from WAN to LAN

© PCA1(IP172.16.20.74) on the WAN side sends a data packet to PLC B1 (IP 192.168.0.112) on the
LAN side.

@ Since SPS B1 does not have a valid gateway entry, it could not send a response packet to the original
IP.
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Therefore, in the firewall, the sender IP (IP 172.16.20.74) is replaced by the interface IP of the firewall
on the LAN side (IP 192.168.0.101) and the packet is delivered to the PLC B1.

€ The answer packet of SPS B1 is addressed to the LAN-IP IP 192.168.0.101.

@ When transferring to the WAN side, the original IP address of PC A1 (172.16.20.74) is reinstated in the
firewall and the packet is delivered.

¥ Start

<4 Quick Setup

SNAT

Exchange the Sender |P- | - - e T ]
AA - 2re . » ateds . g : "

v OQ Settings

(!) Operationmods
ﬁ“ Interfaces

v 2 NAT

®
T ([
£9 DNAT
> @Yy Packetfilter AT
oh Routes WAN to LAN [ Active
> System -
) e LAN to WAN L] Active

By clicking on the respective "Active" checkbox you determine the corresponding direction (WAN to LAN or
LAN to WAN).

NOTICE

In addition, you must still enable the communication to the individual nodes in the Packet filter A!

-57-



6.2.8.2< Simple NAT (Access to IP devices in an isolated network)

NOTICE
Use Simple NAT to access an IP address from network B (LAN) 1:1 on network A (WAN).

With this function, a network participant in the LAN can be directly addressed via a WAN IP address. As it were,
the IP address of a LAN participant with an IP address from the WAN area is mirrored in the WAN. This does
not require a virtual IP address, as is usual with a NAT function.

172.16.20.187 :

(1) Simple-NAT-IP1: 172.16.20.188 >> 192.168.0.112
Simple-NAT-IP2: 172.16.20.189 >> 192.168.0.114

Nezwork A (WAN) 172.16.20.0/16 Network B (LAN) 192 168.0.0/24
: i :
: From: - Erom SPSB1 |
i © 172.16.20.188 o 172.16.20.188 . |
: 10110118101012102 "‘ : : 10116126101011101 "‘ :
I | ol To: bty | [ === To: --IIEEQ |
: f 192.168.0.112 @ 3 . 8 192.168.0.112 !
j ] | = e E 1 limmal 192.168.0.112 |
I = ‘-. = : 1
1| Pcat € i
| ] : ‘?‘—"r‘-] spsB2 !
: [ From: - g G == From :
| 172162074 § 1721620189 ., ¢ M2 E g 172.16.20.189 .
J .16.20. ey o= | e1011101 9 !
| ‘-mueu;xuoumx = aedie ‘---uueu;l s l
| ; . Wl |

| 192.168.0.114 WANIP: | | LANIP: 192.168.0.114 :
' 192.168.0.101 192.168.0.114 |
I 1
I |
I |
I |
I |

Image 12: Example: Data packet delivery to two subscribers using Simple-NAT from WAN to LAN
To do this, enter in the address assignment table
0 a free WAN Ethernet address from the WAN network and

0 and the LAN IP address of the recipient from the LAN network to be "natted" with.

NOTICE

You need a separate WAN IP address for each receiver (network subscriber in the LAN network).

NOTICE

If one of the network participants to be reached has no or a wrong (inappropriate) gateway entry and can
therefore not send a response to an delivered data packet, you must also activate the "WAN to LAN" function

in the "\ SNAT.
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~f= Anybus Defender Compact Manager = m] X
File Edit Device Extras Help

[H][= =B« | [TIFT & womme | #  come
= e | Device: ABDC2 (#: 45251000109082), User: admin
¥ 6 asoc2 Simple NAT
v (&) start Aceass to 1P devices in a
3 izclated network
Qi Selop 17216.27.204 @
v 00 Settings

(I) Operation mode

A% Interfaces 172.16.27.106 g
3, SNAT
<Ssmetir @ e LGk B
£ Network NAT -. g
&5 oNaT =
» Py Pecket fiter # WAN IP Address LAN IP Address Comment Add / Delete
i 1 Vzienizm  ioesois Commew e £ O
b ) System 2 1721627106 19216803 Comment pone [ =]
. g: Diagnosis > Comment none D
Image 13: Address assignment table
Label Description
WAN IP-Address Enter a free WAN IP address from the WAN network.
LAN IP-Address | Enter the IP address of the recipient from the LAN network.
Comment Here you can enter a comment for the defined assignment.
Condition Selection field for specifying the condition when a rule is or remains active.

You can choose from: DIN1-High, DIN1-Low, DIN2-High, DIN2-Low or NONE.

By wiring (high / low) DI1 or DI2 (digital inputs of the Anybus Defender Compact), you
can dynamically deactivate and reactivate a SimpleNAT filter rule.
If you select NONE, the rule remains unaffected.

NOTICE

Only active packet filter rules are transferred to the device. That means: A rule can only be deactivated
and reactivated by a signal change at a digital input (high -> low or low -> high).

Active Checkbox for activating / deactivating the assignment.
Add/Delete

Click on the plus icon to add the mapping.

Click on the minus icon B to delete an assignment.

TIP

# WAN IP Address LAN IP Address Comment Condition  Active Add / Delete
((‘F-—f'b’ Comment none O

v
v

You can easily set the column widths of the table with the mouse.

NOTICE

As soon as you have added and activated an assignment, the rule for this assignment is automatically
entered and activated under Packet filter > Rules > WAN > LAN.
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# 'WAN IP Address LAN IP Address Comment 'Condition Active Add / Delete

> 'Kommentar none o |

Image 14: Example entries in address assignment table

/ WAN > LAN\< LAN > WAN\

[ mMACs IPs [] Ports

# Source IP  Destination IP  Protocol Action Comment Options Condition Active  Add/ Delete

—
w

e | e | Dt |

B0

:I

i>» ANY ANY ANY DROP Comment NONE none |

Image 15: Related entries in the firewall rules WAN>LAN

6.2.8.3 £¥ Network NAT

NOTICE

Use Network NAT to reach an IP range (complete or partial) from Network B (LAN) 1: 1 in Network A (WAN).

) GW: 192.168.0.105
I

Network A (WAN) 172.25.15.0/16 Network B (LAN) 192.168.0.0/24
Pt I S NS IO I IV ITTOIITE0 IO IT.I0 090 IO e - ] | By O i AR Y D O b O e R (S O o T (7 A Rz O3 i "
I 1
' ‘?"‘T“] Vo PLCB1 i
I rom: | | rom: 1
: 172251574 4 o 192.168.100.024 DD !
; prenn L S g :
' ] 192.168.100.0!24 ] \ To: IIEE@ '
! A (1921680.112) lhwm| fun E | |- 192.168.0.112 192.168.0.112 |
: -l - GW: 192.168.0.105 |
i | Peat 4 € .
I -1 # ‘ # 1
| = 26 1E - LR g --1 192.168.100.024 |
| |P:172.25.15.74 172.2515.74 | = i P |
| GW: 1722525253 Moy iiisitsisisiiin wa sseee bmm(12163100114) g} PCST J |
: 192.168.100.0724 WAN-P: | | LAN-IP: To: l
: (192.168.0.114) 17225-15-80. 1192.168.0.105 192.168.0.114 192.168.0.114 |
: |
I 1

Route ADD: 192.168.100.0/24 172.25.15.80 l

Network NAT

[ Active
virtual IP Network WAN LAN

PAddress  [192 ||168 [|100 |0 | [172 |[25 |[15 |{so | [192 |[162 ||o ||105 |
SubnetMask (255 |[255 ||255 |{o | 255 ||255 | 255 |{o | [255 |[|255 |[255 |[o |

With the network NAT function, the entire area or a subarea of the LAN network can be addressed directly
via a virtual network. It is almost an IP address of a LAN participant with an IP address mirrored from the
virtual network.

Each network participant from the LAN uses a separate IP address from the virtual network.

-60 -



The host part of each virtual IP address is the same as the host part of the real recipient address.
Conditions for Network NAT:

+ The virtual network must not be in the same address range as the WAN or LAN network.

+ Each network participant needs a corresponding gateway entry.

NOTICE

If a network subscriber from the LAN network has no or a wrong (inappropriate) gateway entry, you must
additionally activate the SNAT function "WAN to LAN".

Simultaneous activation of Network-NAT and SNAT "LAN to WAN" is not possible.

» The communication between the individual participants must also be released in the packet filter.
Here, the real IP addresses of the LAN side must be used for the packet filter.
That is, if you define the destination IPs from "WAN to LAN", you will need to use the IPs of the LAN
side, not the NAT IPs (virtual IPs).

-
~f= Anybus Defender Compact Manager = (8] X
File Edit Device Extras Help

= =|[E e « | [TIT [# o | [ coomne
= P @ | Device: ABDC2 (#: 45251000109082), User: admin
b e e s Network NAT

v @) st ® || Accessto 2 compiate 1P Rangs B MesEgal e Virtual-19: 7
£ Quick Setup ® in a isclated network i ? ' Real-IP: 192.168.0.2
v oo Settings ) .;
; firtual-IP: ?
() Operationmode [ 1721627.3 ! ST % ;:;J-Tu.lmz 168,03
‘( Intarfaces O, a
Lt 8 : 192.168.0.1 & -
= = : : Victual-1P: ?
5 SNAT ® denlents ey b Real-IP: 192.168.0.4
L Simple NAT *) -IP: 7 (R-IP.
. V-IP: 2 (R-AP
A o 8 V1P 2 (RP
&9 DT ()
>y Packet filter ® Network NAT
rh Routes (] [ Active
» [m System “ virtual IP Network WAN LAN
» 3-'3 Diagnosis = IP Address j(] EI:IO DO ;“ 116 T it L ]5:: d J 1
Subnet Mask (255|255 1255 }|0 255 255 |{255 L0 255 11255 |,|255 }|0
Label Description
Aktiv Check box for enabling/disabling this function.

Virtual IP Network

Enter a free network address as a virtual IP network here.

WAN

LAN
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&0
6.2.8.4. a2 DNAT (port forwarding)

Access to IP services in an isolated network

NOTICE

DNAT stands for Destination NAT. This changes the destination of the data packet.

With port forwarding, a single port can be forwarded to a specific IP address specifying the port.
Port forwarding is available from WAN to LAN as well as LAN to WAN.

Network A (WAN) 172.25.0.0/116

DNAT Port 102 >> 192.168.0.112 Port 102
DNAT Port 443 >> 192.168.0.114 Port 443

I 1 | |

: b PLC B1 :

: From: v From: |

X 172.25.15.74 ) o 172.2515.74 ¢ |

] r-muonoxox.euxouxoul*‘&‘ 1 ] r--191.1.011010!011!919161&1‘1&-- |

' el TR

I = 172251590102 fopa| fuu §E __= 192.168.0.112:102 192.168.0.112 |

I ' 1

; p—| Aﬂ , GW: — '

=3 ] :
= y

’ Vo r|o:= |

I From: R : From: !

(1P 17225.15.74 L 172.2515.74 ‘,J et (4 l 172251574 :

GW: - ¥ e11011010101110101018 8 ” i o1i611010101110181828 18 0 N

To: WAN-IP: 1 LAN-IP: To: 1

172.25.15.90:443 172251590' '192.168.0.105 192.168.0.114:443 :

I

|

|

|

Image 16: Example diagram of a DNAT from WAN to LAN

——————— ]

Network B (LAN) 192.168.0.0/24

192.168.0.114
GW: -

PLC B1 (programming port 102) and HMI B2 (web server port 443) should be accessible via PC A1.

VAZE T

# | SourceIP \Source Port ,\NAN Port | Protocol LAN IP ’LANPortFComme.»nti Condition‘Active 'Add/Delete
1 =]
2 172251574 ANY - TCP | 192168.0.114 443 Comment Dit-High [] H
>> | ANY | ANY ANY ANY ANY ANY Comment = NONE O

Image 17: Related address assignment table with the selection WAN > LAN

NOTICE

An entry in the address assignment table is only effective if the relevant "Active" checkbox is checked. An

active entry is highlighted in green.
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» B AspCi
v [§ asocz
v [ stert
=4 Quick Setup
v Oy Seitings
(_I) Operation mode
A Interfaces
v NAT
3 SNAT
<, Simple NAT

& Network NAT

e DNAT -

> ¢y Packet fiiter
;h Routes

3 @ System

> 3 DCiagnosis

=7

TUONUO00EUE00 e

BT F e | Em
Device: ABDC2 (#: 45251000109082), User: admin
Port forwarding
Access to IP services ina
isolated network

172.16.27.1:22 @
172162711102
172.1627.1:443 @

[ WanN > Lan < LAN > WAN \

# Source IP Source Port WAN Port Protocol LAN IP
ANY ANY

Active Add / Delete

>> ANY E\

WAN > LAN

Image 18: Example address assignment table with WAN > LAN selected

Label Description

Source IP IP address of the sender of the data packets.

Source Port | The specification of a port serves for a better overview.
With ANY there is no restriction.

WAN Port WAN port of the firewall.

NOTICE

The entry of the WAN port is important because this port is forwarded to the LAN IP / port.

A WAN port = ANY is technically possible, but not useful. Then everything will be forwarded.

Protocol Selection of the permitted protocol

« ANY (all)

- ICMP

- UDP

- TCP
LAN IP IP address of the subscriber (receiver) in the LAN network.
LAN Port Port of the subscriber (receiver) in the LAN network.
Comment Here you can enter a comment for the defined port forwarding.




Label Description

Condition Selection field for specifying the condition when a rule is or remains active.
You can choose from: DIN1-High, DIN1-Low, DIN2-High, DIN2-Low or NONE.

By wiring (high / low) DI1 or DI2 (digital inputs of the Anybus Defender Compact), you can
dynamically de- activate and reactivate a DNAT rule.
If you select NONE, the rule remains unaffected.

NOTICE

Only active packet filter rules are transferred to the device. That means: A rule can only be deactivated
and reactivated by a signal change at a digital input (high -> low or low -> high).

Active By confirming the checkbox the port forwarding is active.
The relevant line in the assignment table is highlighted in green.

LAN > WAN
Label Description
Source IP IP address of the sender of the data packets.

Source Port  The specification of a port serves for a better overview.
With ANY there is no restriction.

LAN Port LAN port of the firewall.

NOTICE

The entry of the LAN port is important because this port is forwarded to the WAN IP / port.

A LAN port = ANY is technically possible, but not useful. Then everything will be forwarded.

Protocol Selection of the permitted protocol

- ICMP

- UDP

- TCP

WAN IP IP address of the subscriber (receiver) in the WAN network.
WAN Port Port of the subscriber (receiver) in the WAN network.

Comment Here you can enter a comment for the defined port forwarding.

Condition Selection field for specifying the condition when a rule is or remains active.
You can choose from: DIN1-High, DIN1-Low, DIN2-High, DIN2-Low or NONE.

By wiring (high / low) DI1 or DI2 (digital inputs of the Anybus Defender Compact), you can
dynamically de- activate and reactivate a DNAT rule.
If you select NONE, the rule remains unaffected.

NOTICE

Only active packet filter rules are transferred to the device. That means: A rule can only be deactivated
and reactivated by a signal change at a digital input (high -> low or low -> high).

Active By confirming the checkbox the port forwarding is active.
The relevant line in the assignment table is highlighted in green.
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Add/Delete

Click on the plus symbol adds an entry in the table.

B Click on the minus icon removes an entry from the table.

TIP
# Source IP Source Pori WAN Port Protocol LAN IP LAN Port Comment Condition Active
>> | (S ANY ANY ANY Comment NONE [

You can easily set the column widths of the table with the mouse.

6.2.9 h Packet filter

Packet filters, also called network filters, filter the incoming and outgoing data traffic in a computer network.
This usually serves both the protection of the network against attackers and the protection against

unintentionally outgoing data packets.

In a firewall rule, you define which traffic is permitted or forbidden by a firewall. Depending on the sender,
delivery address and protocol allowed data packets may pass (ACCEPT), forbidden data packets are rejected
(REJECT) or discarded (DROP).

Here you can

a.
use the Filter mode to restrict all traffic between the WAN and LAN networks

b.
and define under g&es the communication of individual network subscribers.

From: 192.168.0.101 4
™ je1181101010001011101 ¥

gy
e MR

192.168.0.112

From: 192.168.0.101 o ACCEPT
192.168.0.101 M NN 0110101800101 10z 1) WS X
To: 192.168.0.112:80 .\
From: 192.168.1.225 ¢t DROP
182.168.1.225k»»»»» 3 101101101610001011101 ,&’;))D,D,DDD

To: 192.168.0.112:560

From: 192.168.0.74 ' REJECT
W1 191161101810061011101 1IN0 1D 1D 10 10 1D 10 1

To: 192.168.0.112

182.168.0.74

)
f ICMP| 3|13
aaxaa COMMUNICION e e o o o e o o o o o or o o o«

administratively prohibited
Image 19: Sample graphic for a packet filter WAN > LAN



# | Source-IP Source- Destination-IP Dest. Protocol | Action Comment
Port Port

allowed connection

1:192.168.0.101 | ANY 192.168.0.112 80 TCP ACCEPT
(accept)

unauthorized connection
(drop)

unauthorized connection
(reject)

2 192.168.1.225 | ANY 192.168.0.112 560 UDP DROP

3:192.168.0.74 | ANY ANY ANY  ANY REJECT

Table 1: Sample rules WAN > LAN
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Eh Device View (Mapping Table)

Image 20: Device view of detected / learned network participants / network communication

Go offline

Mode
Gateway

()= =@ | T[T ¥ o | 2
» 8 aepci ®  Device: ABDC2 (#: 45251000109082), User: admin
R y - — -
& ABoc2 o H‘ Device View HT Download Networkdata Hm Delets Networkdata ‘
v @ sen ® _
4 Quick Setup ©} WAN = 172.16.27.1\255.255.255.0
v oo Settings (D
() Operatien mode 5.161.218.233 [;]..............:
ﬁ Interfaces @ 1 - e »
asse976r D .
v i war D | h———— H
3 SNAT ® 4515997.144 0 1
<SsimpleNaT O | s 5907033 (D)
¥ Network NAT
£9 onar =) 4515998145
[ ) :Pa:lm filter @ 45.19996.196 D ..............
[h Routes
> @ syctem @7 | esrsoseas (=]

> 3% Disgresis

4912192137 CJ

4913200001 I

LAN = 192.168.0.1\255.255.255.0

0 561218233 |

I o002 |

J 45150.97.61

O 45.15997.144

) 4515997233

) 4515998185

L 451599819

O 4515088253

B 1012192037

In the device view, the recognized (detected) network participants and the learned network communication are
displayed in a mapping table.

Prerequisites for displaying the mapping table:

» The firewall (Anybus Defender Compact) must be integrated in the network structure

and

« the firewall must be in online mode.

-]
By clicking on the " 4 Download Networkdata" button, the device view is updated, and additionally detected
network participants are listed.

WAN/LAN = 192.168.0.1501255.255.255.0

With just a click of the mouse In the
device view, you can

o set the filter modes for the data

router of WAN> LAN and LAN> WAN

and

0 the communication of individual
network nodes with just a click of the

mouse.

19216804 Clpeswese

Mode
Bridge

(1)

Q=

cipamnnw

SRS ) momama)

;) 192.168.0.101

“
EsEEman g 192.168.0.25¢

e
By clicking on the " [ pelete Networkdata" button, the display of the device participants is deleted.
-]

Click on " # Download Networkdata", the current network participants are displayed again.
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Control of the complete data traffic - Filtermode

o The control of the data traffic takes place over the switches v / ® for the respective direction.

Example:

Clicking the switch %"

® - ("All traffic from WAN to LAN is blocked")

("All traffic from WAN to LAN is allowed") changes the switch setting

At the same time, WAN>LAN Filtermode changes to "Decline everything except filter rules

(recommended)".
WAN > LAN

Access from the external to the internal network can present a security risk. Define the basic setting for communication from

WAN to LAN.

® Decline everything, except filter rules (recommended)

(O Allow everything, except filter rules
(O Allow everything (Filter Off)

Decline
Maode

Communication of individual network participants - O\ Rules

Drop (the Sender will not be informed) v

___ The communication of individual network subscribers is determined by the switches v /® for the

respective direction and the respective entry of a network subscriber (2 192.168.0.101]

Example:

Click the entry of the network sub-
scriber for whom you want to create /
change a rule.

Click on the button to create / change
the rule between the network device
192.168.0.101 and 192.168.0.1.

192168041 C)pwewnswyg

19216804 C)|wwmunnn
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The traffic between 192.168.0.101 and ' | =y
192.168.0.1 is now blocked. ; )
19216801 C)|wwwwmua :‘....-...
I R I =
e B
- — .
-~ { i °
. i®1 * .
anen heenes?
After clicking on the network v =y s eaoin]
participant in the WAN network, the : = - [:19-%@*&1@%
entire device view is displayed HEAS B @ v ' oo S 1521680.101]
again. E ann e n e e[ 192.168.025¢
s enaomcarmmarnnec - "
- I ! .
. i »
AL ¢ :
P08 8 ovmisiemerrenrnd N o

The entries under Q Rules then look like this for WAN> LAN traffic:

%

KRR

6.2.9.1 Filter mode

Filter mode is part of the firewall policy. Here you regulate the general procedure of all data packets arriving
at the firewall.

¥ P Packerd N
& Bucmihe | WAN> AN
.-4-;,‘.- e Access from the | to the i | k can p 3 fty risk. Define the basic setting for communication from WAN to LAN.
Qm"ﬁ @Mnmmwﬂl«mbw Deckine Mode jDrop(ﬂseSeaduvdllnotbeh\'ocm ~
ch Routes (O Aliow everything, except filter rules
¥ @sysen © Aow everything (Fiter OF)
B Access
Time
g LAN > WAN
{ Access from the @ | to the | rkis mostly not y. Define the basic setting for communication from LAN to WAN.
Q Nercap g @ Dedline everything. except filter rules (recommended) Deckine Mode | Drop {the Sender will not be informed) v
v Vo ;
88 Diagrosis - O Allow everything, except filter rules
EP Loggs - (O Aliow everything (Filter Off)
| ter
> B moNETEDR L '
- “+

1. Select the appropriate rules under the desired communication directions (WAN > LAN or LAN > WAN).

Select the appropriate rules under the desired communication directions (WAN > LAN or LAN > WAN).
- Decline everything, except filter rules (recommended) - so-called whitelisting

— Drop (the sender will not be informed)

— Reject (the sender will be informed via the ICMP Protocol)
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- Allow everything except filter rules (see " Rules", Page 85) - so-called blacklisting
Here all packets are accepted at the end of the filter table. The filter sorts but is effectively only off.

« Allow everything (Filter Off)
All filters are inactive here and the data transfer is completely accepted.

Filter mode
Decline everything, except filter rules (recommended) - Whitelisting

Allow everything, except filter rules - Blacklisting

Allow everything (filter OFF)

e | | ACCEPT TR e L1
............-,.......-— -----------.----- -------------—---

R e
L L
‘. \

------------
BRIIFIFFININD 333335333335 335555

Filter rule ) Lot
-
DROP/REJECT »

& Y

Decline Mode

» Drop (the sender will not be informed)
If this option is selected, it means that no data packets can pass.

The packets are deleted immediately.
The sender is not notified about the whereabouts of the data packets.

» Reject (the sender will be informed with ICMP)
If this option is selected, the data packets are rejected.
The sender is notified that the data packets have been rejected.

6.2.9.2. Q Rules

+li= = M @« | T [f o | ¥ Goonee
» B sy ®  Device: ABDC2 (#: 45251000109082), User: admin
i 5 e ® Packet Filter
v @san @ | Foter Dsts Traffic betwesn WAN ;} ,,,,,,,,,,,,,,,,,,,
o i and LAN interface :
< Quick Setup ® : %
v 8 Settings [0} : s
() Operation mode ;} ..... :
B¢ Interfoces (0] :
v 2 AT ®
« Simple NAT [0}
D NemoiNaT D [
0 T
¥ @y Packet filter ®
¥ A 1P E
@rnermese | DM BPs Do
Q .Rms ®° ® Source IP Source Port  Destination IP Dest. Port Protocol Action  Comment  Options Condition Active Add / Delete
th outes i ANY ANY ANY ANy ANV DROP  Comment  NONE nore o @
» [ System
> - 3% Diagnosis @

Here you create the individual rules for the firewall ruleset; both WAN > LAN and LAN > WAN.
A set of rules consists of the settings in the Filter mode and the set of Rules created.

The policy processes / checks both incoming packets as well as the response packets generated by the network
participant and allows allowed connections to pass through the firewall (ACCEPT) or blocks (DROP, REJECT)
unauthorized connections.

NOTICE

The firewall rules are evaluated from top to bottom. Exception rules that affect individual Mac or IP addresses
should therefore be at the top.
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General

DNAT
Image 21: Traffic WAN> LAN Schema
DNAT

Network NAT

Image 22: Traffic LAN> WAN Schema

- Ports for NTP and DNS of the local service on the device are hard-coded in the packet filter if one of
these services is enabled.

« The WAN-IP of the Anybus Defender Compact can not be pinged by default. This must be released
in the filter.

- If a DNAT rule is specified, it is automatically bypassed at the layer 3 packet filter. The exception is lay-
er 2 (MAC filter). If this is active or a rule specified including MAC address, a corresponding rule can al-
so supplement the DNAT rule.

- Layer 3 packet filter (IP filter) is independent of the set filter mode (whitelisting, blacklisting, etc.).
 Layer 2 packet filter (MAC filter) is switched off by default.

— Bridge mode
Broadcast, PROFINET and other layer 2 protocols are passed through.

— Gateway mode

Only IP packets are accepted, i.e. Broadcast, PROFINET and other layer 2 protocols are NOT
passed through.

» MAC filter
As soon as a MAC address is entered in the filter table, the MAC filter is activated, i.e. the layer 2 pack-
et filter then follows the setting from the firewall filter mode (whitelisting, blacklisting, etc.).

NOTICE

If the packet filter is operated in the "whitelisting” filter mode and the MAC filter (Layer 2) is activated,
only packets that the MAC filter accepts reach the IP filter (Layer 3).
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Create a Rule

/ WAN > LAN \< I.AN>WAN\

| A MACs IPs

# Source MAC
foed
>> ANY

M ports
Source Dest. Dest. Add/
‘SouraIP Port 'MAC Dest. IP Port Pm«ol.Anlon Comment Option _Condltlon:ktlvciw.“
ANY ANY  ANY ANY ANY ANY DROP Comment NONE NONE O [+

|

1. Select the appropriate tab (WAN > LAN or LAN > WAN) to define the required rules.

2. Using the "MACs", "IPs" and "Ports" checkboxes, you can hide and / or display the associated columns

as required.

3. Fill out the required fields by entering values or selecting.

NOTICE

To reset a rule entry to ANY after a change / incorrect entry,

a. highlight the relevant field and press the "Delete" key on your keyboard

or

b. delete the complete entry => ANY will be automatically entered again.

4. Click on "Add / Delete" to add or delete a rule.

TIP
# Source MAC ource IP Source Port Destination MAC Destination IP De
>> | TRy ANY ANY ANY AD

You can easily set the column widths of the table with the mouse.

Designation Description
Source MAC | MAC address (physical address) of the network subscriber from which a data packet
originates.
NOTICE
MAC addresses must be entered in the format "AA-BB-CC-DD-EE-FF" (numbers in hexa-
decimal).
Source IP IP address of the network subscriber from which a data packet originates.
Source Port  Port no. of the network subscriber from which a data packet originates.
Destination MAC address (physical address) of the network subscriber to which a data packet is ad-
MAC dressed.
Destination IP address of the network subscriber to which a data packet is addressed.
IP
Destination Port no. to which the network subscriber listens to which a data packet is addressed.
Port
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Protocol Selection of the permitted protocol

« ANY (all)
. ICMP

. UDP

. TCP

Action Selection of the action, how to proceed with a data package

« ACCEPT
« REJECT (The sender is informed by ICMP package.)
» DROP (The package is discarded without notifying the sender.)

Comment Here you can enter a comment on a defined rule.

Option Selection field for using the FTP helper.

In addition to control port 21, the FTP server can also use dynamic ports.

By selecting this function, dynamic ports are recognized on the packet filter, via which the
data connection is then established.

Condition Selection field for specifying the condition when a rule is or remains active.
You can choose from: DIN1-High, DIN1-Low, DIN2-High, DIN2-Low or NONE.

By wiring (high / low) DI1 or DI2 (digital inputs of the Anybus Defender Compact), you can
dynamically de- activate and reactivate a packet filter rule.
If you select NONE, the rule remains unaffected.

NOTICE

Only active packet filter rules are transferred to the device. That means: A rule can only be deactivated
and reactivated by a signal change at a digital input (high -> low or low -> high).

Active Checkbox to activate / deactivate a rule.

Add / Delete  After confirming with this button, the rule will be included in the ruleset / deleted from the
ruleset.

/ WAN > LAN \< LAN > WAN \

|4 MACs IPs Ports

" Protocol Action Comment Option Condition Active paiir
‘ S | fexivoes

T

Source Dest. D ' Dest.
Port  mac DestlP

#  Source MAC

‘Source IP
! |

|

|

.......... |

| |
2 |
|

5L>iANY ANY ANY ANY ANY ANY ANY  ACCEPT Comment NONE NONE O =

Image 23: Example Rules: Allow everything except filter rules (blacklisting) - direction = WAN > LAN

As soon as a rule has been added, it receives a serial number and can be active (highlighted in green) or
inactive (highlighted in orange).

NOTICE

When defining a rule, there is no plausibility check.

Avoid defining rules that cancel each other or block all traffic.
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Example

In the filter mode, "Allow everything except filter rules" (blacklisting) and the direction WAN > LAN is
selected.

Rule #1 if active, would override the filter mode setting and block all traffic.

Rule #2 drops all data packets sent from a specific device/network adapter with MAC address 9C-EB-
E8-84-3D-5E.

Regel #3 discards all data packets sent from the IP address 192.168.0.101
and addressed to a network participant with the IP 192.168.0.112

and this device is listening to the port no. 80

and the transmission protocol used is TCP.

6.2.108'3'& Routes to networks on the WAN side (Gateway mode only)

Network A (WAN) 172.16.1.0/24 Network B (LAN) 192.168.0.0/24

IP: 192.168.0.254
Netmask: 255.255.255.0

- From: 192.168.0.101 ke e
fECECECEERE«E = -----'uxeuauewlmmumﬂ’l
v = To: 172.16.1.174:22

1P: 172.15.1.?5; IP: 192.168.0.101

Netmask: 255.255.255.0
- 2
™ Netmask: 255.255.255.0 Gateway: 192.168.0.254

...
-

¢ 172.16.1.174 # | Network Netmask Gateway
Netmask: 255.255.255.0 1 | 17216.1.0 | 255.255.255.0 | 192.168.0.254
Gateway: 172.16.1.254

Comment
Comment

The Anybus Defender Compact provides, via static routes, the access from the LAN network to any subscribers
in the WAN network, including isolated network segments.

Network A (WAN) 172.16.20.0/16 Network B (LAN) 192 168.0.0/24
____________________________________________________________________ .
: | | WAN-IP: 172.16.20 253 :
| Pcat B — 1, WAN a0l ]|

. . e 1
: . C I
! -3 i HEE
: 172.16.20.74 'i;a : 192.168.0.112 :
= ! ‘
- ang From: 1921680113y | — |
: PC A2 § s g _ 11te11011dmmmmtarizen® 3 H PC B2 " :
I @ u To: 192.168.2.122:22 [\ !
: §Te € "
| = E \ LAN-IP: GG |
] 172.16.20.75 g z g : : 192 168.0 254 192.168.0.113 :
: (s e Vs !
hll |
I : |

: . || WAN-IP: 172.16.20 254 :
I L — L= WAN :

I -
| |
. ~ |
: =a E ' |
i e | 3 :
: E 3 . From:152.1680.113 .~ |
| E : 11101101 emmmmpostot1zor ¥ - 1
! B To: 192.168.2.122:22 te-==] pPcc2 :
| # |Network | Netmask Gateway *ie= E I
: 1 |192.168.20| 2552552550 [172.16.20.254 S00%e :

] LAN-IP:

| o 192.168.2.254 192.168.2.124 |
______________________________ J b o o i s e . - - wn o e ]

Image 24: Example: PC B2 from network A accesses PLC C1 via the routing. PLC C1 is a network participant in WAN subnet C.
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Add route

+ =]
> B asoct
¥ § asoc2
¥ () Start
“# Quick Setup

¥ 0, Settings
(Y Operetion med=
A interfaces
v 2 NaT
5 SNAT
« Simple NAT
© Network NAT
&5 ot
Vo Packet filter
@ Filter mode
Qi
oh Routes
> System

» X% Diagnosis

=

B s | [T =

Go ondine ' ;‘ Go offline.

@ Device: ABDC2 (#: 45251000109082), User: admin

Packet Filter
Filter Data Traffic between WAN
and LAN interface

( )
WAN >> LAN |
L )
/ VAN = LAN ( LAN > WAN \
Omacs HIps & Forts
# Source IP Source Port  Destination IP Dest. Port  Protocol Action  Comment  Options Condition
3> ANY ANY ANY ANY ANY DROP  Comment  NONE none

1. Enter the nec

essary information in the input fields.

2. By clicking on the "Add / Delete" button, add a route or delete an existing route.

Active
[m]

®

Add / Delete

Designation Description

Network Specification of the network to be reached.

Netmask Specification of the subnet mask of the network to be reached.
Gateway Specification of the corresponding gateway to the receiver network.
Comment Here you can leave a comment on the defined route.

Active By confirming the checkbox, the route will be activated.

6.2.1 1 System

() |[=] = ) [ ' =) T | [#  Goonine | [ Gooffine
» B aeoc @ Device: ABDC2 (#: 45251000109082), User: admin
v G aABDC2 ® Device Information
v () Stort ®
4 Quick Setup ® bees e
¥ G, Settings O] Description Iautcma:ion firewall
() Operation mede
A Interfaces ® Configuration Access Level
hi r‘_—‘l NAE ® on LAN Interface disabled v
I SNAT ®
& Simple NAT @ | on WAN Interface disabled )
23 Network NAT
&5 DNAT
¥ @ Packet filter (O]
(@ Filter mode ®
Q Rules ®°
rh Routes 2}
> @sysem

4 Z:,’ Diagnosis
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Device Information

Here you can change the name of the device and add a description.

Configuration Access Level

Depending on the selected operating mode (bridge or gateway mode), you can regulate the access
authorization for the device configuration via the WAN and / or LAN interfaces here.

- If bridge mode is selected, the authorization to configure via the WAN and LAN interfaces can only be
assigned to one user.

Configuration Access Level

on WAN/LAN Interface admin

- In gateway mode, the configuration permission for the WAN and LAN interfaces can be split between
two different users.

Configuration Access Level

on LAN Interface disabled b g

on WAN Interface disabled M

The following choices / users are available:

+ disabled
The device is configured exclusively via the USB interface.

« admin, operator und viewer
The users named here receive the corresponding rights according to the table "Access rights for the in-
dividual user levels" after their login.

- operator and viewer
The ,Operator® user has the possibility to add/delete/edit the “NAT”, “Packet filter” and “Routes” rules.

Any other setting cannot be edited and can only be viewed.

* viewer
The ,Viewer" user is only able to view the whole configuration but has no writing-access to any setting.

NOTICE

A detailed description of the access rights can be found in the chapter
"Access rights for the individual user levels"
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6.2.11.1& Access - edit authentication method for individual users

[)l=) =]

» B aspct ®

v § AsDC2 @
v (&) Sant ®
4 Quick Setup ®

¥ 9, Settings ®
() Operation mode

A Interfaces ®

v 2 AT ®

3 SNAT ®

< Simple NAT ®

D Network NAT ()

59 DNAT

¥ ¢y Packetfilter ®

[ﬁ] Filter mode (D
Q Rules ®

#h Routes

v (@) System

0 Access =)

©® Time

EP Sysloc

Q_ NetCap

> gg Diagnosis

B[« | FF | =

Go online “'

Go offline

Device: ABDC2 (#: 45251000109082), User: admin

Admin

Authenication method

O Project RSA-Key

®) Device-Password

Operator

Authenication method

O Project RSA-Key

Viewer

Authenication mathod

O Project RSA-Key

Admin - Operator - Viewer

Set Device Password

Set Device Password

Set Device Password

Here you can change the project password for this project.

Here you can

- Set a project password (project RSA key) for this project or change the existing password.

» Set/ change the device password.

- Activate user (operator / viewer).

6.2.11.1.1

Set / change project password

[ Enable this User

[ Enable this User

1. In the main window, click the lock icon next to "Set Project Password".

2. Enter the old password* and a new password. And repeat the input of the new password.

Old Password

New Password

OK

Repeat New Password ’

3. Click OK to save the change.

Cancel
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6.2.11.1.2 Set/ change device password

NOTICE

To change the device password, the device (Anybus Defender Compact) must be connected to the
configuration PC and ready for operation. And you have to "Go online" with the Anybus Defender
Compact.

1. In the main window, click the lock icon next to "Set Device Password".

2. Enter the old password* and a new password. And repeat the input of the new password.

et Ne

Old Password l ,

New Password l \

Repeat New Password l \

oK Cancel

3. Click OK to save the change.

* Entering the old password is only necessary if the password is changed.
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6.2.11.1.3 Activate user (operator / viewer)

Operator - Viewer
For each project file, two additional users with corresponding rights can be assigned / activated.

» Operator
The ,Operator” user has the possibility to add / delete / edit the “NAT”, “Packet filter” and “Routes”
rules. Any other setting cannot be edited and can only be viewed.

+ Viewer
The ,Viewer" user is only able to view the whole configuration but has no writing-access to any setting.

NOTICE

A detailed description of the access rights can be found in the chapter
"Access rights for the individual user levels"

+ = =

» B aspc

@ ‘§| B | f] ‘fi | [l Go online ‘ l;’ Go offline

® Dpevice: ABDC2 (#: 45251000109082), User: admin

v § aepc2 ® [ Admin
¥ Start Q) Authenication method
<# Quick Setup (D o
Project RSA-K;
v °° Settings ® 2 2
) 3
Operation mode =
O % . ®) Device-Password Set Device Password “
A Interfaces @
v 2 NAT @ Operator
:«\ SNAT ® Authenication method
« Simple NAT ® "
NS AT =) _) Project RSA-Key
+¥ Netwol
% Enable this User
53 onaT ] :
{®) Device-Password Set Device Password é\
v ﬁ Packet filter @
Filter mode ® Viewer
o
Q Rules @ Authenication method
sh Routes ‘ =,
@ () Project RSA-Key
v ystem ~)
{ [ Enable this User
50 Access = ) o
1 (® Device-Password Set Device Password é
® Time
EP systog (&)
Q NetCap ‘
=)

> Zi Diagnosis

Activate the checkbox of the respective user you want to activate.

NOTICE

Activation / deactivation of users (operator, viewer) can only be carried out by the Admin user.

= This User does not exist yet.
Would you like to create it?

This User does not exists yet.

Click on "Yes" [
Would you like to create it?

Yes No

-79 -



= You enabled the user operator. T
Please reset the password for this user Sl
when you are Online!

You enabled the user operator. Please reset the
password for this user when you are Online!

Click on "Ok"

Ok

Deactivate user

[Hl=) = Ew e | TIT | # oo | B coofiie
» 8 aepct ® Device: ABDC2 (#: 45251000109082), User: admin
v § Aepc2 ® [ pamin
v [ Start @ Authenication method
4 Quick Setup ®] o
| Project RSA-K
v °° Settings ®1 o =
l 2 |
Operation mode -
9 Ope .‘ ® Device-Password Set Device Password i\
A Interfaces @
v 2 NaT ® Operator
:\ SNAT ®1 Authenication method
< simpleNAT @) R
O Network NAT | O Project RSA-Key
etwol |
‘-. : Enable this User
$3 DNAT =) ;
| *®) (Device-Password Set Device Password i‘
v " Packet filter ®‘
™ I~

Deactivate the checkbox of the user you want to delete.

NOTICE

If you deactivate an activated user again, this user is deleted. Set passwords are lost.

6.2.11 .2® Time
(=] =B« [ FTT [ oo | B oo
» B aeoci ® Device: ABDC2 (#: 45251000109082), User: admin
L E ABDC2 ® [ Time
v [@ sert ®
" Europe/Pans B!
o Quick Setup ® Timezone
v 8, Setlings @) | Detaut DateTime pot7-0520  v[i5:30 =
L') Operation mode
A Interfaces ®|| [ Enable NTP
—
Vie NAT © Server IO-PDOI-"WC‘ g J
3%, SNAT ®
L simpleNAT (@) Interval 1h] 2 |
£ Network NAT
gg ORIAT Retries 2
v Py Pecket filter (0]
(@ Fitter mode ®
Q Rules ®n
d’g Routes
v System
______________________________ 2
(]
(]
> Y3 Diagnosis
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This is where you select the time zone to be used in your device.

Additionally, you can also specify a default date and a time.

NTP
Optionally, you can also assign an NTP server for synchronizing the time.

1. To do so, click on the NTP checkbox.
2. Specify the server address, the interval in hours between synchronizations and the number of retries.

6.2.11.3. EP Syslog

[=- “B‘ & & | [T 7| #®  cocaine | ¥ Goofiee
Device: ABDC2 (#: 45251000109082), User: admin

Syskog

v 2 NaT
i SNAT
o Simple NAT

£ Netwnrk NAT

Protocol uor >

Severity Emergency v
£ onat

vy Packet filter
(@) Firer made
Q Rules

[CISiCIcICIciCECXCKSICIC TP RCCACICECAC I A

Using an external log server system logging of Anybus Defender Compact can be outsourced. The Syslog server
records all events with a date and time. The time must be set so that the Syslog server can log all configuration
changes and user logins (see " Time").

1. Activate the Syslog server.
2. Enter the server address and the port to be used.
3. Then select the protocol and the desired notification level (severity).

Protocol

- UDP
- TCP

Notification level (severity)

Here you can select a notification level to be logged.

* Emergency
o Alert

« Critical

* Error

¢ Warning

* Notice

¢ |nformational
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NOTICE

Dependent on the selection, all higher priority levels are also automatically logged.

6.2.11.4 O\ NetCap

File Edit Device Extras Help

= B[O [FF) o e | e

» B aspci ® | pevice: ABDC2 (#: 45251000109082), User: admin
v § aspc2
v (@) start
«F Quick Setup
v °° Settirgs
(I) Operation mode
i‘ Interfaces

Netwerk Traffic Capture

Enable

Capturemods Normal v
v NAT Listlimit 100
3 SNAT
o Simple NAT
% Network NAT
&5 DNAT
v b Packet filter
(@) Fiter mode
Q Rules
rh Routes
v @ System
;L Access
@ Time
EP Syslog
Qe
» €

a& Diagnosis @

o

NN OOONNECOCONOOO @

Here you can specify if and how much network data should be recorded.
Active (enabled by default)

« Checkbox to activate / deactivate the function
Capture mode (under development)

* Normal
» Mode 1

List limit (default = 100)

» Here you set the max. Number of detected network participants to be listed in the device view (map-
ping table).

6.2.12 Data exchange

NOTICE

After all configuration work is completed, the data must be uploaded onto your device (see "Error! R
eference source not found.").
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6.3 = Diagnosis

An overview of the device data is displayed here.

File Edit Device Bdras Help

+ = =

[« « | T[T

L Device: ABDC2 (#: 45251000109082), User: admin

” Go offiine

» B asoct
v § Aspc2 9 System
> @ sen ol Clock fri nov 21 12:42:56 cet 2025
» O, Settings o P 064 Free Mem 30120/KE
» € Diagnosis Lo Uptime 2h58m29s
Serial # s WAN Interface (BC:1F:64:46:DB:A1)

45251000109082

IP Address / Mesk  172.16,.27.204/

Traffic R 4,6 M3 (dropped: 252), Tx: 8.7 kB (dropped: 0)
LAN 3 Interface (8C:1F:64:46:DB:A0)

1P Address / Mask 192,168.0.1/255.255.255.0

Rx: Q0B pped: 0, Be 955 kB pped: 0)

Traffic
LAN 2 Interface (8C:1F:64:46:DB:A0)

1P Address / Mask  192.168.0.1/255.255.255.0
Traffic For 2,7 KE [dropped: 0], Tx 6,1 k3 (drogped: 0)
LAN 1 Interface (BC:1F:64:46:DB:A0)

IP Address / Mask  192,168.0.1/255.255.255.0

Traffic Foe 603.0 kE (dropped: 0], T 68,3 kB (dropped: 0)

USB Interface (02:45:0A:8F:8B:26)

2026-03-09 12:37407
—

Last updated:

Time to Update

Information about:

» System

« WAN Interface

« LAN 1 ... LAN 3 Interface
USB Interface

IP Address / Mask 169.254.0.1/255.255.0.0

Traffic Rz 461,5 kB (droppack: 88), Ti: 2,1 MB (dropped: 0)

Status of input 1 and input 2 (green = input is connected)
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6.3.1 EP Loggings

File Edit Device Extras Help

(= CSECRIEE .

» B agocr ® Device: ABDC2 (#: 45251000109082), User: admin
v ABDC2 o
i ctort Nov 21 18:42:50 ABDC auth.info sshd[16165]: Accepted password for admin from 169.254,.201.223 port 58751 ssh2 A
&l

Nov 21 18:03:47 ABDC auth.info sshd[23517]: Timeout, client not responding.

Nov 21 17:44:26 ABDC auth.info sshd[23508): Accepted password for admin from 169.254,.201.223 port 52383 ssh2

Nov 21 17:15:49 ABDC auth.info sshd[24441): Timeout, client not respending.

Nov 21 17:02:57 ABDC user.info kernel: [ 8277.668568] g_ether gadget high-speed config #2: RNDIS

Nov 21 17:00:01 ABDC cron.info CROND[6752]: (roct) CMD (/usr/bin/dish_helper cleanup logs)

Nov 21 16:49:17 ABDC user.warn kernel: [ 7457.908569] Not implemented -- ksz_port_mdb_del

Nov 21 16:49:17 ABDC user.warn kernel: [ 7457.896316] Not implemented -- ksz_port_mdb_del

Nov 21 16:49:17 ABDC user.warn kernel: [ 7457.884144] Not implemented -- ksz_port_mdb_del

Nov 21 16:49:17 ABDC user.warn kernel: [ 7457.871971] Not implemented -- ksz_port_ mdb_del

Nov 21 16:49:17 ABDC user.warn kernel: [ 7457.859789] Not implemented -- ksz_port mdb_del

Nov 21 16:49:17 ABDC user.warn kernel: [ 7457.847487] Not implemented -- ksz_port_mdb_del

Nov 21 16:49:17 ABDC user.err kernel: [ 7457.913150] micrechip ksz8895 spi2.0 lan3: failed (err=-528) to del object (id=3)
Nov 21 16:49:17 ABDC user.err kernel: [ 7457.900966] microchip ksz8895 spi2.0 lan2: failed (err=-528) to del object (id=3)
Nov 21 16:49:17 ABDC user.err kernel: [ 7457.882802] micrechip ksz8895 spi2.0 lan1: failed (err=-528) to del object (id=3)
© |Nov 21 16:49:17 ABDC user.err kernel: [ 7457.876553] micrechip.ksz8895 spi2.0 lan3: failed (err=-528) to del object (id=3)
Nov 21 16:49:17 ABDC user.err kernel: [ 7457.864377] micrcchip ksz8895 spi2.0 lan2: failed (err=-528) to del object (id=3)
Nov 21 16:49:17 ABDC user.err kernel: [ 7457.852106] micrechip ksz8895 spi2.0 lan1: failed (err=-528) to del object (id=3)
Nov 21 16:44:51 ABDC user.warn kernel: [ 7191.471248] Not implemented -- ksz_port_mdb_zdd

Nov 21 16:44:51 ABDC user.warn kernel: [ 7191.466586] Not implemented -- ksz_port_mdb_asdd

Nov 21 16:44:51 ABDC user.warn kernel: [ 7191.462038] Not implemented -- ksz_port mdb_add

Nov 21 16:44:51 ABDC user.warn kernel: [ 7191.457466] Not implemented -- ksz_port mdb_add

Nov 21 16:44:51 ABDC user.warn kernel: [ 7191.452723] Not implemented -- ksz_port_mdb_zdd

Nov 21 16:44:51 ABDC user.warn kernel: [ 7191.448125] Not implemented -- ksz_port_mdb_zdd

Nov 21 16:44:51 ABDC user.warn kernel: [ 7191.326372] Not implemented -- ksz_port_fast_age

Nov 21 16:44:51 ABDC user.warn kernel: [ 7191.225850] Not implemented -- ksz_port_fast_age

Nov 21 16:44:51 ABDC user.warn kernel: [ 7191.125195] Not implemented -- ksz_port_fast_age

» S Settings

v %% Diagnosis

EP fl:'ossinss

Nov 21 16:44:51 ABDC user.info kernel: [ 7191.415820] interface1: port 1{lan1) entered forwarding state %
Last updated: 2026-03-09 12:37:43
Time to Update | |

All events that have occurred are logged and saved in Anybus Defender Compact.

The tabs “Loggings” and “Device” are opened to view the individual events.

NOTICE

The last 1000 entries are always displayed (rolling update system).

6.4 @ Reset to factory settings

NOTICE

The Anybus Defender Compact is only reset to its factory settings by the user "factory reset" and only via the
USB interface.

If you are logged in as the "admin" user, you can also carry out the action directly without having to log out
and log in again with the user "factoryreset".

Furthermore, you always need the original device password for this action, even if the device is already
paired or the device password has been changed.
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1. Select the project file that is paired with the device (Anybus Defender Compact) that should be reset
to its factory set- tings.

"*!" Anybus Defender Compact Manager = o
Fil= Edit Device FBExtras Help
‘im:‘ !E B L NS Y | 1!1 Iz] |ﬂ Go online | I.' Go offiine
» B ssoct ® | Device: ABDC2 (#: 45251000109082), User: admin
2. Select user "admin" or "factoryreset" and confirm 7 Qi - @ x|
with "OK".
Project ABDC1 v
User factoryreset v
oK Cancel
3. Click on the button “Go Online" in the main menu.
e Anybus Defender Compact Manager ite Connect o .. _ o % =]
File Edit Device FExtras Help
|+H =x Eii ['_J] 2= JNE N \ 2 o] T } |,d Go online Select Interface to Connect
v E_ABDG ,J. Device: ABDC1, User: factoryreset erees on e = .
L 5 Connect to IP: 169.254.0.1
[ - - m Acces:
Device is connected to your USB Interface 160.254.201.223
4. Make sure that "USB" is selected for the interface
to be connected and click on "Connect".
[ Don't ask again, save this settings
5. Now enter the device-specific password (see label b Password required = @
on the device) and confirm with "OK" to establish
the COnneCt'on . Please type in the Password of your Device. You will find the password on the
The deVlce password |S aIWayS needed for th|S Label at the Device or your self declared Password.
Password eoscee

action, even if the device is already paired.

oK Cancel
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6. Select the function "Factory reset" via the "Device" menu.

~i Anybus Defender Compact Manager

File Edit Device Extras Help

|i - : Go Online ® - T T ‘ " Go online
1 GoOffiine

v Baw 2 ABDC1, User: factoryreset

red Go offline

> [E
[
> 35

» § A

Factory reset

BA® -

7. Confirm the query about overwriting the device set-
tings by clicking “Yes” to reset to the factory set-
tings.

8. Confirm the information window with "OK" to
complete the action.

Access is limited to Factory resct Access level!

Confirm

Do you really want to Reset your Device to the
Factorysettings? (This will overwrite your Device Settings!)

Information X

The Factoryreset Command was successfuly accomplished. The
Device is rebooting now! You are getting disconnected now...

- 86 -




7  Application examples

7.1 Network segmenting of the same network addresses

NF1

GW Mode
e e e e TR T T s e e e —_————————m—mmememem————— A
I e
| [ ——
| 192.168.0.0/24 o B

e

I 192.168.100.0/24 _—
I 2 g
| : —
| Pt LAN: [ WAN:
| 1921580442 192.168.0.105 || 172.25.15.90
| 192.168.100.112 I
S S S G NS S S S S S S Sy < |

NF2 ,

GW Mode PO3:
e — 172.25.15.74
I [— Route ADD 192.168.100.0/24 172.25.15.90
| 192.168.0.0/24 sl 1 Route ADD 192.168.101.0/24 172.25.15.80

—
I 192.168.101.0/24 jooml 17225.0.0/16
o 1

| PC2 LAN: || WAN:
| 192.168.0.112 192.168.0.105 || 172.25.15.80
| 192.168.101.112 1
| BT RE SEL SE E AMR E R CF G LA S G S ML SEE DS S B 05 By oS N R SRS S ST, ot R MR S S S R PSS A NS M S L B, B S S d

Devices

« PC1:1P: 192.168.0.112/24, Gateway: 192.168.0.105
« PC2:1P: 192.168.0.112/24, Gateway: 192.168.0.105
« PC3:1P: 172.25.15.74/16, Gateway: 172.25.25.253

Anybus Defender Compact

« NF1
Network NAT: 192.168.100.0/24
Static Routes: Network 192.168.101.0/24 via Gateway 172.25.15.80

« NF2
Network NAT: 192.168.101.0/24
Static Routes: Network 192.168.100.0/24 via Gateway 172.25.15.90

NOTICE

In addition, communication to the individual clients must also be approved in the packet filter!

E.g. to PING from PC1: 192.168.0.112 (192.168.100.112) to PC2: 192.168.0.112 (192.168.101.112), the ICMP
protocol must be enabled in the LAN > WAN packet filter of NF1 and also in the WAN > LAN packet filter of NF2.

Consequently, it must first go “out” from NF1 before it can be incoming at NF2.

A gateway must be entered for both PC1 and PC2, as they would like to route into other networks. In principle
the SNAT “WAN to LAN” function can also be enabled here, if for example only direction PC1 to PC2 is required.
Consequently no gateway need be entered on PC2. Then in NF2, SNAT “WAN to LAN” must be activated.
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7.2 Network segmenting of dissimilar network addresses

NF1
GW Mode

=Tl
192.168.0.0/24 Daenser E

pC1: ' o
- LAN: || WAN:
1R21680.112 192.168.0.105 || 172.25.15.90

!

NF2 ,

GW Mode PC3:
R —— — | 172.25.15.74
| = Route ADD 192.168.0.0/24 172.25.15.90
| 192.168.1.0/24 = o Route ADD 192.168.1.0/24 172.25.15.80
| jooml| 1722500016
| -
I : e
| PCz LAN: || WAN:
| 192.168.1.112 192.168.1.105 || 172.25.15.80
e - S 3

Devices

« PC1:1P: 192.168.0.112/24, Gateway: 192.168.0.105
« PC2:1P: 192.168.1.112/24, Gateway: 192.168.1.105
« PC3:1P: 172.25.15.74/16, Gateway: 172.25.25.253

Anybus Defender Compact

« NF1
Static Routes: Network 192.168.1.0/24 via Gateway 172.25.15.80

« NF2
Static Routes: Network 192.168.0.0/24 via Gateway 172.25.15.90

NOTICE

In addition, communication to the individual clients must also be approved in the packet filter!

E.g. to PING from PC1: 192.168.0.112 to PC2: 192.168.112, the ICMP protocol must be enabled in the LAN
> WAN packet filter of NF1 and also in the WAN > LAN packet filter of NF2.

Consequently, it must first go “out” from NF1 before it can be incoming at NF2.

A gateway must be entered for both PC1 and PC2, as they would like to route into other networks. In principle
the SNAT “WAN to LAN” function can also be enabled here, if for example only direction PC1 to PC2 is required.
Consequently no gateway need be entered on PC2. Then in NF2, SNAT “WAN to LAN” must be activated.
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7.3 Use of SNAT

. e
192.168.0.0/24 oo i
1iE g

PC1: LAN: || WAN: PC2:
192.168.0.112 192.168.0.105 :l 172.25.15.90 172.25.15.74

R s M bR I |

Example 1: PC1 has gateway entry and PC2 does not
Devices
« PC1:1P: 192.168.0.112/24, Gateway: 192.168.0.105
« PC2:IP:172.25.15.74/16, Gateway: -----

Anybus Defender Compact

* NF1
SNAT WAN to LAN: disabled
SNAT LAN to WAN: active

Example 2: PC2 has gateway entry and PC1 does not
Devices

« PC1:1P: 192.168.0.112/24, Gateway: -----

« PC2:IP:172.25.15.74/16, Gateway: 172.25.15.90

Anybus Defender Compact

* NF1
SNAT WAN to LAN: active
SNAT LAN to WAN: disabled

SNAT WAN to LAN

Replaces the sender address of each IP packet that goes from WAN to LAN with the LAN IP. In the above
case a PING goes from 172.25.15.74 to 192.168.0.112. However, PC1 does not see the sender address
172.25.15.74, rather 192.168.0.105. As the sender address is thus in a network, it is not necessary to use a
gateway. l.e. PC1 sends the answer to 192.168.0.105. Because of the SNAT, the NF1 has noted the IP traffic
and converts the response back to the original IP addresses.

SNAT LAN to WAN

The same as WAN to LAN, only in the opposite direction.

NOTICE

In addition, communication to the individual clients must also be approved in the packet filter!

E.g. to PING from PC1: 192.168.0.112 to PC2: 172.25.15.74, the ICMP protocol must be enabled in the LAN
> WAN packet filter of NF1.
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7.4

Access to multiple devices behind the firewall

NF1
_____________________ ewMode |
[ —
192.168.0.0/24 o R 172.25.0.0116
| R
LAN: |1 wan: PC2:
SPS1: 192.168.0.105 |1 172.2515.90 172.25.15.74

192.168.0.112 SimpleNAT IP1: 172.25.15.91 >> 192.168.0.112

SimpleNAT IP2: 172.25.15.92 >> 192.168.0.114

SPS2:
192.168.0.114

Example:

Both PLCs should be accessible via PC2 via their own IP addresses. Port forwarding (DNAT) is not possible
here because especially with a Siemens PLC, the port assignment cannot be made in PC2.

Devices

SPS1: IP: 192.168.0.112/24, Gateway: -----
PLC2: IP: 192.168.0.114/24, Gateway: -----
PC2: IP: 172.25.15.74/16, Gateway: -----

Anybus Defender Compact (NF1)

SNAT WAN to LAN: active

SNAT LAN to WAN: disabled

Simple NAT: 172.25.15.91 >> 192.168.0.112

Simple NAT: 172.25.15.92 >> 192.168.0.114

Packet Filter: ANY >> 192.168.0.112, Port 102, ACCEPT
Packet Filter: ANY >> 192.168.0.114, Port 102, ACCEPT

SNAT WAN to LAN

Replaces the sender address of each IP packet that goes from WAN to LAN with the LAN IP address.

Simple NAT

Here the destination address is rerouted to another destination address.

Specifically for the above case, each packet that has the destination address 172.25.15.91 is rerouted
or changed to the destination address 192.168.0.112. The same occurs for 172.25.15.92 to
192.168.0.114.

In this way, the PLCs can be directly accessed via a WAN I[P address in the WAN network.

NOTICE

In addition, communication to the individual clients must also be approved in the packet filter!

E.g. to PING from PC1: 192.168.0.112 to PC2: 172.25.15.74, the ICMP protocol must be enabled in the LAN
> WAN packet filter of NF1.
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7.5

Access to individual services behind the firewall

NF1
o e e e GWMode | _
| ——
I I #ruows | H
[ 192.168.0.0/24 o B 172.25.0.0/16
| ¢
| [ 3
| \‘-; Lot
[ I
| Il
| LAN: |1 waN: PC2:
: SPS1: 192.168.0.105 ” 172.25.15.90 172.25.15.74
| 192.168.0.112 || DNAT Port 102 >> 192.168.0.112 Port 102
[ ” DNAT Port 443>> 192.168.0.114 Port 443
|
| I
| I
| Il
| Il
| Il
| I
| i I
| 192.168.0.114 1
| e S e e e ey e S e R O S e e e e e e s e e e e S L s S S S T S e

Example:

SPS1 (Programmed port 102) and HMI1 (webserver port 443) should be accessible via PC2.

Devices

» SPS1:1P: 192.168.0.112/24, Gateway: -----
« HMI1: IP: 192.168.0.114/24, Gateway: -----

PC2:1P: 172.25.15.74/16, Gateway: -----

Anybus Defender Compact (NF1)

SNAT WAN to LAN: active

SNAT LAN to WAN: disabled

DNAT: TCP 102 >> 192.168.0.112 TCP 102
DNAT: TCP 443 >> 192.168.0.114 TCP 443

SNAT WAN to LAN

Replaces the sender address of each IP packet that goes from WAN to LAN with the LAN IP address.

DNAT

Here the destination address and the destination port are rerouted to another destination address and
destination port.

Specifically for the above case, each packet that has the destination 172.25.15.90, TCP 102 is
rerouted to the destination 192.168.0.112, TCP102. The same occurs for 172.25.15.90, TCP 443 to
192.168.0.114, TCP 443. This ensures that the PLC and the HMI are each accessibly via their own
port of the firewall WAN IP.

Here, the advantage in comparison with other systems is that port 443 is not used as a web service in
the firewall and thus is available if such routing is required.
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Packet Filter
» No setting is required here as all DNAT entries bypass the packet filter, as they already contain all

necessary filter functions. In principle, however, a DROP can be entered, for example, for defined MAC
ad- dresses.

NOTICE

In addition, communication to the individual clients must also be approved in the packet filter!

E.g. to PING from PC1: 192.168.0.112 to PC2: 172.25.15.74, the ICMP protocol must be enabled in the LAN
> WAN packet filter of NF1.
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