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1. Infroduction

The PLC discovery feature makes it possible to display devices that support
broadcast or multicast messages and are connected to a remote network while the
user is being connected to this remote network through Talk2M VPN connection.

Requirements

To use this feature, three conditions are needed:
+ the eWON must have a firmware version >= 12.0s]1
« the eWON must be rebooted when parameter has been activated
« eCatcher software version must be >= 6.2

eWON must be configured to activate the Discovery feature.
On eCatcher side, the Discovery feature is enabled by default.
See following chapter for more details
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2. eWON & eCatcher configuration

As said in the #1.1.Requirements chapter, the eWON firmware must be >= v12.0s]1
and eCatcher version must be >=v6.2

Configure the eWON
By default, the discovery is disabled in the e WON.

To see other devices even if they are not in the same network range, a single
parameter needs to be changed

The parameter to enable is called “BroadcastForwarder” and is located in the
comcfg.ixt file. To change it, different ways to do it:

» Through FTP: ulpload a text fle named comcfg.txt that has as content the
following line:

BroadcastForwarder:#

where # is either:
o 1 -featureis enabled
o (0 -feature is disabled
» Through the Tabular edition inside the eWON embedded website.

When connected to your eWON, go to

System Setup > Storage > Tabular Edition > Edit COM cfg

Search for the “BroadcastForwarder” parameter and modify its value:
o 1 -featureis enabled
o 0 -feature is disabled
To complete the activation of the parameter, the eWON needs to be restarted.

- Warning -

Enabling the discovery feature on the eWON will generate additional traffic through the VPN
funnel. If many broadcast and multicast are used on the local network (eWON LAN side), than
this additional traffic can be huge. Therefore we recommend fo disable the discovery feature
after the intervention.

Don't forget to reboot the eWON to take the Discovery feature change into account.
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Configure eCatcher
By default, the discovery is enabled in eCatcher.
To configure it, go to the Properties of the concerned eWON:

My eWONs

=:=]l Log Cunnect Refrash n View map

| Serial Number T
@ Online 1010-0000-00 TM002
@ Online 0800-0000-00 TMO05
B Offine status notified eWON_BT

Once in the Properties of the targeted eWON, configure the LAN Devices & Firewall.

If the firewall is in its Standard mode, the PLC discovery option will not be shown. The
firewall level must be higher than Standard.

By setting the firewall to High, Enforced or Ultra (for Talk2M PRO version), a new
option will show up allowing the activation (or not) of the PLC discovery feature.

| _

|
| 3 .
12 Devices & Firewall @
& TMO008 SIEMENS 57-200 Add LAN Device...
[
Gateway: Add Gateway...
WARNING: Aff gateways proxies defined in eWON can be used by connected users
Add Gateway... Retrieve Gateway...
Retrieve Gateway...
AN-_ Ol fsted devices are reachahls b
FLC discovery is dissbled.  Enable
emijund  A3Z 406, LI, LI
testjicn2  192.168.120.154
Firewalk:
ESiandard High Enforced Ultra
High: Access to LAN devices is filtered.
Only defined devices will be reachable by connected users.
[ Configure LAN Devices & Firewall... ]
Modify LAN Subnet...
OK Cancel
| o] (et )|
- 0
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3. PLC Configuration

A description on how to configure the PLC software, depending on its brand, in
order for the software to see all PLC devices available on the network is explained
here under.

Rockwell
Once RSLinx is opened, right-click on the targeted protocol in order to edit its driver.

When asked which driver should be chosen, select the “TAP Adapter” in the “Browse
Local Subnet” tab which refers to the eCatcher connection.

4 RsLins Classic Lite - [RSWho - 1] (o= |[==]
as File Wiew Cornrmunications  Station  DDEFOPC  Security  Window  Help

=| S8
¥ Autobrowse B E

Browezing - node 192.168.140.4 found
-, Warkstation, WRKI52_001_ROCEK ) ) :
; Conf d 1 AB_ETHIP-1 -.] :
% Lirx Gatewsays, Ethernet R b

: = AB_ETH-1, Ethernet EtherMet/IP Settings |

-2 B_ETHIP-1, Etherne@

ﬂ 192.168.140.4, 1756-ERET/A, 1754

m[ 102,169.140,40, MicraB50, 2080-L * Browse Local Subret " Browse Bemate Subnet
225 AB_ETHIP-2, Ethernet

- ? 10.0.100.166, Unrecognized Dewic

---I'l 10.0.100,229, 1769-L23E-QB1 Ethe Description IP &ddress
te f] 10.0.100.233, SLC-5/05, 1747-L551 Windows Default
-89 AE_VBP-1, 1789-A17/8 Virtual Chassi| | LGSR LR 10.231.10.148
2 RI232, DH-485 wmenetd Ethernet Adapter #13 10.0.6.140
B ‘ WirtualBox TAP Adapter 169.254.194.150
Rernowve
Properties...

Driver Diagrostics

Configure Driver (i

Create Shortcut

Security.. OF. | Cancel Apply |°e|p |

For Help, press F1 MUK 12702416 | 10:32 Ak
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It is important to notice that in the Rockwell case, the eWON must be in the same IP
range than the PLC itself.

Must be in the same range than

Script Setup

the PLC's range

qy COM Config

..... Fa Serial Ports

Ethernet LAN Connection

Address Setup

192,168,140.102

..... L Ethl - LAM

[_]_l_‘ Metwarking IP address

- [ Internet Connection
J VPN Connection
. & Publish IP Address

Subnet mask 255,235,253.0

:3.;’ Callback

Siemens

Once the Siemens software is opened, open the “YAccessible devices” frame by
either pressing CTRL+U or via the contextual menu “Online”.

Project Edit “iew Insert | Online |Options Tools  Window  Help

F (% H save project &b | Goonline o
@ Extended go anline...

&‘1 Go offline Zerl+ bl

Jm— Simulation 4

L
r\-j 0 0 Stop runtimelsimulation

L“‘ Download to dewvice Ctrl+L
¥ e EPUSTS 2 PH DP MIS|  Extended download to device...

K Add new device Download and reset PLC pragrarm

y Devices & networks Download user prograrm to Mermory Card

[ PLC_1[CPU315-2P
|3 HMI [TP7O0 Camfar
(D ewoN Isotcp Gy [51 “L
'g# commaon data

'S Documentation sett
k rj:i Languages & resou HMI Device maintenance 3

- . ) .
» Jm Online access é]h? Accessible devices... Ctrl+U

v [ Card Reader/USE mem i
I start cPU Ctrl+ Shift+E
IR stop cru ctrl+ Shift+ o

E- Snapshot of the monitor walues

Upload from dewvice (softeare)
Upload device as new station (hardware and softeare)...
Backup fram online dewvice

A . . .

B Online & diagnostics Ctrl+D
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In the PG/PC interface, select the “TAP Adapter” which refers to the eCatcher

connection.

Accessible devices

Type of the PG/PC interface:

PGIFC interface:

Accessible nodes of the selected interface:

Device Device type Type

B FHAE

il TAP-wind ows Adapter 9
Flease select...

S TAPWindo

il wren et Ethernet Adapter

Tl virtualBox TAP Adapter
Tl FLCS IM
il PLCSIM 57-1200/57-1500

All available nodes should now appear in the list underneath.

Accessible devices

Accessible nodes of the selected interface:

Type of the PGIFC interface:  [JFHAE

PG/PC interface: T2l TN d o Adapter 9

P 15t gateway

Device Device type Type Address MAC address
tia-tri-pc SIMATIC-PC PMSIE 1006118 00-0e-29-C2-5E-FB
pr-io CPU 315-2 PMIDFP PRSIE 10.0.120.1599 00-0E-8C-AF-DE-7 2

~| ©[d

ml:! hrni SIMATIC-HMI PRIIE

192.168.120.175

28-63-36-34-2C-3E

[ | Flash LED

Online status information:
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Mitsubishi

Once MELSOFT is opened, specify a Connection Destination and click on PLC
Module

1 MELSOFT G Works3 Ci\Users\eWiionSupport_AdmiDocuments\S0r.g:d - [Madule Canfiguration]
i Project Edit Find/Replace Conve

BN EN
: Specify Connection Destination Connection @I
DBPAS e * | =
= PC side IfF Ig i |
FEIEIEENEE m
‘@B, 008 ] W e

Connection Destination 1 x

Current Connection Destination

PLC side IiF W

PLC GOT

=
=
=R
iy
g
" T

All Connection Destination
g Connection ®

PLC Mode  FXSCPU
[P Address/Host Mame 192,168.120.250

% |

A new window appears. First select the “Connection via HUB” opftion (if it is not
selected, the “Find” button stays disabled).

Connection Channel List... |

Click on the "Find"” button. This will display all available Mitsubishi devices in the table

at the bottom of the window. By selecting the correct device, the “IP Address” field
will changed to match the one selected.

PLC side I/F Detailed Setting of PLC Maodule

PLC Mode | FXSCPU

_ Ethernet Port Direct Connection

@) Connection via HUB

* Please select 'Connection via HUB' when you use HUE even
if there is only one target device to cormmunicate.

@ IP Address 192 168 1200 250
If HUB is connected to other devices and also ‘Ethernet Port [EVE——
Direct Connection’ is selected during cormmunication, the line IP Input Farmat | DEC h
becomes ovetloaded. This might affect other devices'
communication.

~ 1 Host Marme
Search for the FXSCPU on network,

Response Wait Tme £ sec, [ Display Only CPU Type of Project () Find(s)
Selection IP Address Input

Search for FXSCPU on the same network, Unable to search for the followin
- Mo response within a specific time period.
- Connected via a router or subnet mask is different.

- ‘Mo response to search for CPU module on network” is rnodule parameter.

P address CPU Type Comment
1 [192.168.251 FeEUCPU

2 |[192168.3.250 F=5UCPU

m
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Schneider

Once the Schneider software opened, click on the “Online” menu then click on the
“Login” option (ALT+F8 shortcut).

o ? pro achine Logic Build P
File  Edt “iew Project Build | Online | Debug  Tools  Window  Help
O3 Login Alt+FS (B [A select Al - | CODESYS Classic -
Logout Chrl+Fa
Devices Create boot application T.w 0o X
=gl Logoff current online user
= MyController {TMZS8LF4208
yController { Download
=2 PLC Lagic )
= "J Application Euinelchance
@ v Source upload. ..
m Library Manag Source download to connected device
fiy (PRG,
@ i (PRE) Multiple Download. ..
BF] sartie (PRG)
= @ Task Configur Resel warm
=-g8 masT Reset cald
& fiy Reset arigin
@ Sortie o

A new interface show up, displaying the possible connection. The PLC discovery is
already in action.

JFU.project” - SeMachine Logic Builder - V4,1 SP2

Eie Edit Wiew Project Buld Online Debug Tools  Window  Help

& #h &) fm - [0 | B & 0w (5 [f selectal >
Applications tres * o X m MyController X @ Fiv || ToolBox - o X
: ontroller selection | applications | Files L FLC settings | Services | IO Mappin
Controller selection | appl [Fies Jioa | os | [ 10 Mappin| « [
=3 Gl i@ i@ |
=1L} Application (MyController:TM258]
‘J @|1pr (PRG)( X C... Controller = ProjectMame IP_addres
“ G].:L facl  EY TM258LF42DT JFU 192.168.
0 ] PG [EE] CODESYS Contral Win 43
Sartie (FRE) e B coDESYS Control win v3
= @ Task Canfiguration
=g masT
@ Fiy Propertles 2B ToolBox
@ Sartie Conkraller - 0 X
=2 Global

GlobalTextList

» Favorites
» Logic Controller
» HMI Controller

> Drive Contraoller

4| 1 | r
» Mokion Controller
Secure online mode Modename
Cont...[ HMI .. | B Devices & ..
Watch 1 * 0 X
r
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Once the ABB software is opened, double-click on “Communication_modules” link
or go directly inside “IP_Settings”. A new frame opens where “IP config tool” must be

clicked.

= Test_ABB573. project - ABB Configurator

File Edit ‘iew Project  Tools  Window Help
== dh ©F EEREY
Devices ~ 0 x
= _‘|] Test ABGS3 -
=&l ACSOD_PMS7S_ETH_¥2_0 (ACS00 PMSF3-ETH v2.0)
Bl acsoo_t

ZPU_parameters (CPL parameters)
I0_Bus {1/0-Bus)
= Interfaces {Interfaces)
Hp COML_MODEUS (COMI - MODELS)
ig COMZ _Online_access (COMEZ - Online Access)
¢ FEP Orline Access (FBE - Online Access)

= ﬁ Canniunication_radules (Cormmunication modules)
=g PMSx1_ETH_Cnbaard_Ethernet (PMSs1-ETH - Gnbaard Ethe
@ 1p_settings (IP Settings)

RSO

O T A e

Tt
v

TA524_Slot1 {Dummy module)
TA524_slotz {Dummy module)
TA524_slots {Dummy module)

EI s s Y

E] StartPage

(7] 1P_Settings

IP settings ] Extended settings ]

1Y ¥ Farce IP settings IP config kool
This setting will overwrite all changes from e.q.
display, IP config tool,
Do nok use together with POLU ETH_OWRN_IF_SET.

[~ DHCP
IP address | 192 . 188 . 1=0 . 97
Subnetmask | 255 . 25 . 2% . 0

In the new window, click on “Scan” to see all available ABB devices on the network.

= Test_ABB573.project - ABB Configurator

File Edt ‘“iew Project Tools  Window  Help
SR ® | dh 4 i [
Devices - 0 X il Start Page
=) Test 4857 -
= @ ACS00_PMST3_ETH_YZ_0 (ACS00 PMS73-ETH v2.0) Scan
20 acsno_t

ﬂi IP_Settings

IP config tool

MAC address
00-24-59-01-00-FD 0

CPU_parameters (CPU parameters)
10_Bus (1/0-Bus)
=z Interfaces (Interfaces)
'@ COML_MODBEUS (COMI - MODBUS)
£ 51 comz_online_Access (COM2 - Orline Access)
£ (3 FBP_Online_Access (FEP - Orline Access)
= ﬂ Commmunication_modules {Communication modules)
= a PMSx1_ETH_Onboard_Ethernet {PMSx1-ETH - Onboard Ethe|
[l 1P_settings (IF Settings)
MODBLS_on_TCP_IP (MODBLS an TCPJIP)
TAS524_Slotl (Dummy madule)
Ta524_Slok2 (Dummy rodule)
TAS24_Slok3 (Dummy rmodule)
TASZ24_Slokd (Dummy module)

T
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In& Device name | Serial number | Device ID | current IP address | configured IP address | Auth, supp.
PMS73-ETH

00000O1802  0xCO 192,168,120,97 192,168,120.97 no
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Revision

Revision History

Revision Level “ Description

1.0 23/12/2016 Original Document

1.1 06/03/2017 CHANGED: Adapted COMCFG parameter
to BroadcastForwarder

1.2 28/03/2017 ADDED: Reboot necessity

1.3 03/01/2018 ADDED: Warning for additional fraffic

Document build number: 32
Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. Check
https://ewon.biz/support for the latest documents releases.

The vendor and the authors of this manual are not liable for the errors it may contain, nor for their
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning the quality, the accuracy and the
correctness of the information contained in this document. In no case can the manufacturer's
responsibility be called for direct, indirect, accidental or other damage occurring from any defect of
the product or mistakes coming from this document.

The product names are mentioned in this manual for information purposes only. The trade marks and
the product names or marks contained in this document are the property of their respective owners.

This document contains materials protected by the International Copyright Laws. All reproduction
rights are reserved. No part of this handbook can be reproduced, transmitted or copied in any way
without written consent from the manufacturer and/or the authors of this handbook.
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