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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\ DANGER

indicates that death or severe personal injury will result if proper precautions are not taken.

A\ WARNING

indicates that death or severe personal injury may result if proper precautions are not taken.

A\ CAUTION

indicates that minor personal injury can result if proper precautions are not taken.

NOTICE

indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified persons are those who, because of their training and experience, are familiar with the installation,
assembly, commissioning, operation, decommissioning and disassembly of the product and can recognize risks
and avoid possible hazards.

Proper use of Siemens products

Trademarks

Note the following:

A\ WARNING

Siemens products may only be used for the application described in the catalog and the associated usage
information. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

All names identified by ® are registered trademarks of Siemens Aktiengesellschaft. The remaining trademarks in
this publication may be trademarks whose use by third parties for their own purposes could violate the rights of
the owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent
editions.
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Introduction 1

Purpose of the documentation
You have the following options for using the point-to-point communications modules:

Usage of the communications module Procedure

SIMATIC S7-CPU with ET 200MP / ET 200SP and Use the available specific instructions

configuration software STEP 7 (TIA Portal) or (http://support.automation.siemens.

STEP 7 com/WW/view/en/59057093).

SIMATIC S7-CPU with ET 200BL and configuration |Use the existing specific block

software STEP 7 (TIA Portal) (https://support.industry.siemens.
com/cs/wwi/en/view/110000707).

Third-party CPU and configuration software You must implement the functionality according to
the documentation in the configuration software of
the third-party manufacturer.

Requirements
To use point-to-point communication modules with third-party CPU and configuration
software, the CPU must support communication via data records and have a suitable fieldbus
controller. Information is available in the system manuals:

e S7-1500, ET 200MP automation system
(https://support.industry.siemens.com/cs/ww/en/view/59191792)

e ET 200SP distributed /O system
(http://support.automation.siemens.com/WW/view/en/58649293)

e ET 200BL Distributed 1/O System
(https://support.industry.siemens.com/cs/ww/en/view/109987776)

Basic knowledge required
The following knowledge is required in order to understand the documentation:
* General knowledge of automation technology
* Knowledge of the industrial automation system SIMATIC
* Knowledge about the use of Windows-based computers

Validity of the documentation
This documentation is valid for the following point-to-point communication modules:

e ET 200MP CM PtP RS232 BA (6ES7540-1AD0x-0AAOQ)
(https://support.industry.siemens.com/cs/ww/en/view/109973090)

e ET 200MP CM PtP RS422/485 BA (6ES7540-1AB0x-0AAQ)
(https://support.industry.siemens.com/cs/ww/it/view/109973092)
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Conventions

e ET 200MP CM PtP RS232 HF (6ES7541-1ADOx-0ABO)
(https://support.industry.siemens.com/cs/ww/en/view/109973090)

e ET 200MP CM PtP RS422/485 HF (6ES7541-1ABOx-0ABO)
(https://support.industry.siemens.com/cs/ww/it/view/109973092)

e ET 200SP CM PtP (6ES7137-6AA0x-0BA0)
(https://support.industry.siemens.com/cs/ww/en/view/109793681)

e ET 200BL CM PtP RS422/485 (6ES7137-8BA00-0ANO)
(https://support.industry.siemens.com/cs/ww/en/view/110000707)

Please also observe notes labeled as follows:

NOTE

The notes contain important information on the product described in the documentation, on
the handling of the product or on part of the documentation to which particular attention
should be paid.

Recycling and disposal

For environmentally sustainable recycling and disposal of your old equipment, contact a
certified electronic waste disposal company and dispose of the equipment according to the
applicable regulations in your country.

ID Link for the digital nameplate

Standards

The ID Link is a globally unique identifier in accordance with IEC 61406, which you can find in
the future as a QR code on your product.

You can recognize the ID Link from the black frame corner at the bottom right of its frame.
The ID Link takes you to the digital nameplate of your product.

Scan the QR code on the product or packaging label using a smartphone camera, bar code
scanner or reader app. Open the ID Link.

In the digital nameplate you will find product data, manuals, Declarations of Conformity,
certificates and other helpful information on your product.

You can find a dated reference to the respective standards or EU Declaration of Conformity on
the Internet (https://sieportal.siemens.com/su/blGuK).

Additional assistance

The range of technical documentation for the individual SIMATIC products and systems can
be found on the Internet (http://www.siemens.com/simatic-tech-doku-portal).
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1.2 Function Manuals Documentation Guide

1.1

1.2

SiePortal

You can find current information on the following topics quickly and easily here:
* Catalog and Order System

Ordering system for automation and drive solutions based on Totally Integrated
Automation (TIA) and Totally Integrated Power (TIP).

* Product support

All the information and extensive know-how on your product, technical specifications,
FAQs, certificates, downloads, and manuals.

¢ Application examples

Tools and examples to solve your automation tasks — as well as function blocks,
performance information and videos.

¢ Services

Information about Industry Services, Field Services, Technical Support, spare parts and
training offers.

* Forums
For answers and solutions concerning automation technology.
* mySiePortal

Your personal working area in SiePortal for notifications, support requests and
configurable documents.

This information is provided by SiePortal on the Internet (https://sieportal.siemens.com).

Function Manuals Documentation Guide

The documentation for the SIMATIC S7-1500 automation system, for the 1513/1516pro-2 PN,
SIMATIC Drive Controller CPUs based on SIMATIC S7-1500 and for the SIMATIC ET 200
distributed 1/0 systems is structured into three areas.

This arrangement enables you to access the specific content you require.

You can download the documentation free of charge from the Internet
(https://support.industry.siemens.com/cs/ww/en/view/109742705).

Basic information

The system manuals and Getting Started describe in detail the configuration, installation,
wiring and commissioning of the SIMATIC S7-1500, SIMATIC Drive Controller and
SIMATIC ET 200 systems. Use the corresponding operating instructions for
1513/1516pro-2 PN CPUs.

The STEP 7 online help supports you in the configuration and programming.
Examples:

e Getting Started S7-1500

¢ System manuals

* Operating instructions ET 200pro and 1516pro-2 PN CPU

* Online help TIA Portal
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Device information

1.2 Function Manuals Documentation Guide

Equipment manuals contain a compact description of the module-specific information, such
as properties, wiring diagrams, characteristics and technical specifications.

. Examples:
¢ Equipment manuals for CPUs

Equipment manuals for interface modules
Equipment manuals for digital modules
Equipment manuals for analog modules
Equipment manuals for communication modules
Equipment manuals for technology modules
Equipment manuals for power supply modules
Equipment manuals for BaseUnits

General information

The function manuals contain detailed descriptions on general topics relating to the S7-1500
automation system, the SIMATIC Drive Controller, and the SIMATIC ET 200 distributed /O
systems.

Examples:

Function Manual Diagnostics

Function Manual Communication

Function Manuals Motion Control

Function Manual Web Server

Function Manual Cycle and Response Times
Function Manual PROFINET with STEP 7
Function Manual PROFIBUS with STEP 7

Product Information

Changes and supplements to the manuals are documented in a Product Information. The
Product Information takes precedence over the device and system manuals.

You will find the latest Product Information on the Internet:

S7-1500/ET 200MP (https://support.industry.siemens.com/cs/de/en/view/68052815)

SIMATIC Drive Controller
(https://support.industry.siemens.com/cs/delen/view/109772684/en)

Motion Control (https://support.industry.siemens.com/cs/de/en/view/109794046/en)
ET 200SP (https://support.industry.siemens.com/cs/del/en/view/73021864)
ET 200eco PN (https://support.industry.siemens.com/cs/ww/en/view/109765611)
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1.2 Function Manuals Documentation Guide

Manual Collections

The Manual Collections contain the complete documentation for the product families,
combined into one file.

You will find the Manual Collections on the Internet:

e S7-1500/ET 200MP/SIMATIC Drive Controller
(https://support.industry.siemens.com/cs/ww/en/view/86140384)

e ET 200SP (https:/Isupport.industry.siemens.com/cs/ww/en/view/84133942)

e ET 200AL (https://support.industry.siemens.com/cs/ww/en/view/95242965)

e ET 200eco PN (https://support.industry.siemens.com/cs/ww/en/view/109781058)
e ET 2008BL (https://support.industry.siemens.com/cs/ww/en/view/109987784)

1.2.1 SIMATIC Technical Documentation

Additional SIMATIC documents will complete your information. You can find these
documents and their use at the following links and QR codes.

The Industry Online Support gives you the option to get information on all topics. Application
examples support you in solving your automation tasks.

Overview of the SIMATIC Technical Documentation

Here you will find an overview of the SIMATIC documentation available in Siemens Industry
Online Support:

Industry Online Support International
(https:/isupport.industry.siemens.com/csiww/en/view/109742705)

Watch this short video to find out where you can find the overview directly in Siemens

Industry Online Support and how to use Siemens Industry Online Support on your mobile
device:

Quick introduction to the technical documentation of automation products per
video (https://support.industry.siemens.com/cs/us/en/view/109780491))

YouTube video: Siemens Automation Products - Technical Documentation at a
Glance (https:/lyoutu.be/TwLSxxRQQsA)
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Retention of the documentation
Retain the documentation for later use.
For documentation provided in digital form:
1. Download the associated documentation after receiving your product and before initial
installation/commissioning. Use the following download options:
— Industry Online Support International: (https://support.industry.siemens.com)

The article number is used to assign the documentation to the product. The article

number is specified on the product and on the packaging label. Products with new,

non-compatible functions are provided with a new article number and documentation.
— ID link:

Your product may have an ID link. The ID link is a QR code with a frame and a black
frame corner at the bottom right. The ID link takes you to the digital nameplate of your
product. Scan the QR code on the product or on the packaging label with a smartphone
camera, barcode scanner, or reader app. Call up the ID link.

2. Retain this version of the documentation.

Updating the documentation

The documentation of the product is updated in digital form. In particular in the case of
function extensions, the new performance features are provided in an updated version.

1. Download the current version as described above via the Industry Online Support or the ID
link.

2. Also retain this version of the documentation.

mySupport
With "mySupport" you can get the most out of your Industry Online Support.

Registration You must register once to use the full functionality of "mySupport". After registra-
tion, you can create filters, favorites and tabs in your personal workspace.

Support requests |Your data is already filled out in support requests, and you can get an overview of
your current requests at any time.

Documentation |In the Documentation area you can build your personal library.

Favorites You can use the "Add to mySupport favorites" to flag especially interesting or fre-
quently needed content. Under "Favorites”, you will find a list of your flagged
entries.

Recently viewed |The most recently viewed pages in mySupport are available under "Recently viewed

articles articles".

CAx data The CAx data area gives you access to the latest product data for your CAx or CAe

system. You configure your own download package with a few clicks:

e Product images, 2D dimension drawings, 3D models, internal circuit diagrams,
EPLAN macro files

* Manuals, characteristics, operating manuals, certificates

* Product master data

You can find "mySupport” on the Internet. (https://support.industry.siemens.com/My/ww/en)
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Application examples

The application examples support you with various tools and examples for solving your
automation tasks. Solutions are shown in interplay with multiple components in the system -
separated from the focus on individual products.

You can find the application examples on the Internet.
(https://support.industry.siemens.com/cs/ww/en/ps/ae)

Al-powered online support chat

1.2.2

Tools

The "Automation Knowledge Guide" function is an advanced Al-controlled platform that gives
you access to the powerful knowledge base of the Siemens Support Portal
(https:/Isieportal.siemens.com/en-ww/support). You do not just receive mechanical answers
to your questions, but precise, interactive informational material. This allows you to
effectively speed up your research and decision processes.

The following link (https://support.industry.siemens.com/cs/ww/en/view/109974274)
provides current information on the availability of "Automation Knowledge Guide":

You can also access the entry by means of the "Al powered Online Support Chat" command in
the "Help" menu in TIA Portal.

Tool support

The tools described below support you in all steps: from planning, over commissioning, all
the way to analysis of your system.

TIA Selection Tool

The TIA Selection Tool tool supports you in the selection, configuration, and ordering of
devices for Totally Integrated Automation (TIA).

As successor of the SIMATIC Selection Tools , the TIA Selection Tool assembles the already
known configurators for automation technology into a single tool.

With the TIA Selection Tool , you can generate a complete order list from your product
selection or product configuration.

You can find the TIA Selection Tool on the Internet.
(https://support.industry.siemens.com/cs/ww/en/view/109767888)

SIMATIC Automation Tool

12

You can use the SIMATIC Automation Tool to perform commissioning and maintenance
activities on various SIMATIC S7 stations as bulk operations independent of TIA Portal.

The SIMATIC Automation Tool offers a wide range of functions:
* Scanning of a PROFINET/Ethernet system network and identification of all connected CPUs

» Assignment of addresses (IP, subnet, Gateway) and device name (PROFINET device) to a
CPU
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1.2 Function Manuals Documentation Guide

* Transfer of the date and the programming device/PC time converted to UTC time to the
module

¢ Program download to CPU

* RUN/STOP mode switchover

¢ CPU localization through LED flashing

¢ Reading out of CPU error information

¢ Reading the CPU diagnostic buffer

* Reset to factory settings

¢ Firmware update of the CPU and connected modules

You can find the SIMATIC Automation Tool on the Internet.
(https://support.industry.siemens.com/cs/ww/en/view/98161300)

SIEMENS PRONETA (PROFINET network analysis) is a commissioning and diagnostic tool for
PROFINET networks. PRONETA Basic has two core functions:

* In the network analysis, you get an overview of the PROFINET topology. Compare a real
configuration with a reference installation or make simple parameter changes, e.g. to the
names and IP addresses of the devices.

* The "|O test" is a simple and rapid test of the wiring and the module configuration of a
plant, including documentation of the test results.

You can find SIEMENS PRONETA Basic on the Internet:

(https://support.industry.siemens.com/cs/ww/en/view/67460624)

SIEMENS PRONETA Professional is a licensed product that offers you additional functions. It

offers you simple asset management in PROFINET networks and supports operators of

automation systems in automatic data collection/acquisition of the components used through

various functions:

* The user interface (API) offers an access point to the automation cell to automate the scan
functions using MQTT or a command line.

¢ With PROFlenergy diagnostics, you can quickly detect the current pause mode or the
readiness for operation of devices that support PROFlenergy and change these as needed.

¢ The data record wizard supports PROFINET developers in reading and writing acyclic
PROFINET data records quickly and easily without PLC and engineering.

You can find SIEMENS PRONETA Professional on the Internet.
(https://www.siemens.com/proneta-professional)

SINETPLAN, the Siemens Network Planner, supports you in planning automation systems and
networks based on PROFINET. The tool facilitates professional and predictive dimensioning of
your PROFINET installation as early as in the planning stage. In addition, SINETPLAN supports
you during network optimization and helps you to exploit network resources optimally and to
plan reserves. This helps to prevent problems in commissioning or failures during productive
operation even in advance of a planned operation. This increases the availability of the
production plant and helps improve operational safety.
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The advantages at a glance
e Network optimization thanks to port-specific calculation of the network load
* Increased production availability thanks to online scan and verification of existing systems

* Transparency before commissioning through importing and simulation of existing STEP 7
projects

» Efficiency through securing existing investments in the long term and the optimal use of
resources

You can find SINETPLAN on the Internet

(https:/Inew.siemens.com/global/en/products/automation/industrial-

communication/profinet/sinetplan.html).

MultiFieldbus Configuration Tool

MultiFieldbus Configuration Tool (MFCT) is PC-based software and supports the configuration
of MultiFieldbus-Devices and DALI-modules. In addition, the MFCT offers convenient options
for bulk firmware updating of ET 200 devices with MultiFieldbus-support and reading of
service data for many other Siemens devices.

Functional scope of the MFCT

* MultiFieldbus configuration:
Engineering, configuration and diagnostics of MultiFieldbus-devices, provision of the
required project files (project, UDT-, CSV- and EDS-file), transfer/export of the files to
device and/or data memory.

* DALI configuration:
Device selection and online configuration of DALI modules.

e TM FAST:
Generation and download of FPGA-UPD- and FPGA-DB-files.

* Maintenance:
Topology scan of a Ethernet network, reading of service data, parameter assignment and
firmware update.

e Settings:
Language switching German / English, network scanner speed, setting of the network
adapter, installation of GSDML-and EDS-files.

e Event diagnostics for CM PTP:
Reading out and analyzing the parameter settings and communication of a CM PTP.

Systeml/installation requirements for MFCT

The MFCT runs under Microsoft Windows and does not require installation or administrator
rights.

For MFCT you must also install the following software:

e Microsoft .NET Framework 4.8 (You can find an Offline Installer on the Internet.
(https://support.microsoft.com/en-us/topic/microsoft-net-framework-4-8-offline-installer-

for-windows-9d23f658-3b97-68ab-d013-aa3c3e7495e0))
* NPcap from directory "Misc"
* PG/PCinterface from directory "Misc"

* Microsoft C++ Redistributable for x86-systems (you can find the installation data for
download on the Internet.

(https://support.industry.siemens.com/cs/ww/en/view/109773881))
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The download of the tool and more information as well as documentation on the individual
functions of the MFCT can be found on the Internet.
(https:/laka.mslvs/15/releaselvc redist.x86.exe)
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Industrial Cybersecurity 2

2.1 Introduction to industrial cybersecurity

Due to the digitalization and increasing networking of machines and industrial plants, the risk
of cyber attacks is also growing. Appropriate protective measures are therefore mandatory,
particularly in the case of critical infrastructure facilities.

You can find general information and measures related to the topic of industrial cybersecurity
in the system manual of the respective communications module:

e S7-1500, ET 200MP Automation System
(https://support.industry.siemens.com/cs/ww/en/view/59191792)

e ET 200SP Distributed 1/0 System
(http://support.automation.siemens.com/WW/view/en/58649293)

e ET 200BL Distributed 1/0O System
(https://support.industry.siemens.com/cs/ww/en/view/109987776)

2.2 Security information

Siemens provides products and solutions with industrial cybersecurity functions that support
the secure operation of plants, systems, machines, and networks.

In order to protect plants, systems, machines, and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
cybersecurity concept. Siemens’ products and solutions form one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary
and only when appropriate security measures (e.g. firewalls and/or network segmentation)
are in place.

For more information on industrial cybersecurity measures, please visit
(http:/lwww.siemens.com/cybersecurity-industry).

Siemens’ products and solutions undergo continuous development to make them more
secure. Siemens strongly recommends that product updates are applied as soon as they are
available and that the latest product versions are used. Use of product versions that are no
longer supported, and failure to apply latest updates may increase customer’s exposure to
cyber threats.

To stay informed about product updates, subscribe to the Siemens Industrial Cybersecurity
RSS Feed here (http://www.siemens.com/cybersecurity-industry).
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Industrial Cybersecurity
2.3 Cybersecurity-relevant information

2.3 Cybersecurity-relevant information

You can find more information on the interfaces and protocols of the CM PtP communications
module under "Overview (Page 18)".

AWARNING

Limiting physical access

Data exchange via communication modules has no security functions. To prevent
unauthorized read or write access to your data, you must protect this type of communication
by limiting physical access.

NOTICE

Using a secure protocol
Use of a secure protocol, for example with encryption is recommended for communication
containing critical or confidential data outside a physically protected area.

NOTICE

Monitoring the connection for faults
It is recommended that the connection be monitored for faults, such as wire breaks.

CM PtP in operation without SIMATIC system instructions
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Overview

Overview of components and article numbers

Tabular overview of communication modules.

Communication module

Article number

ET 200MP CM PtP RS232 BA

6ES7540-1ADOx-0AAO

ET 200MP CM PtP RS422/485 BA

6ES7540-1ABOx-0AAO

ET 200MP CM PtP RS232 HF

6ES7541-1ADOx-0ABO

ET 200MP CM PtP RS422/485 HF

6ES7541-1ABOx-0ABO

ET 200SP CM PtP

6ES7137-6AA0x-0BAO

ET 200BL CM PtP RS422/485

6ES7137-8BA00-0ANO

Overview of components and interfaces
Tabular overview of communication modules and their functions.

Communication module Interface Protocols Connection
Freeport 3964(R)

ET 200MP CM PtP RS232 BA RS232 X X D-Sub 9-pin

ET 200MP CM PtP RS422/485 BA RS422 X X D-Sub 15-pin
RS485 X -

ET 200MP CM PtP RS232 HF RS232 X X D-Sub 9-pin

ET 200MP CM PtP RS422/485 HF RS422 X X D-Sub 15-pin
RS485 X -

ET 200SP CM PtP RS232 X X ET 200SP BaseUnit
RS422 X X
RS485 X -

ET 200BL CM PtP RS422/485 RS422 X Integrated terminal block on the mod-
RS485 X - ule

Overview of components and data transmission rates

Communication Data transmission rate in bps
module 300 (600 |1200 (2400 |4800 |9600 (19200 |38400 |57600 (76800 (115200 (250000’
ET 200MP CM PtP X X X X X X X - - - - -
RS232 BA
ET 200MP CM PtP X X X X X X X - - - - -
RS422/485 BA
ET 200MP CM PtP X X X X X X X X X X X -
RS232 HF
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Overview

Communication

Data transmission rate in bps

module 300 (600 |1200 (2400 |4800 |9600 (19200 |38400 |57600 (76800 (115200 (250000’
ET 200MP CM PtP X X X X X X X X X X X X
RS422/485 HF
ET 200SP CM PtP X X X X X X X X X X X X
ET 200BL CM PtP X X X X X X X X X X X -
RS422/485
' For using the DMX512 protocol with RS485 (Page 41)
Overview of components and receive buffer size
Module Receive buffer size Max. frame length Bufferable
in KB in KB frames
ET 200MP CM PtP RS232 BA 2 1 255
ET 200MP CM PtP RS422/485 BA 2 1 255
ET 200MP CM PtP RS232 HF 8 4 255
ET 200MP CM PtP RS422/485 HF 8 4 255
ET 200SP CM PtP 4 2 255
ET 200BL CM PtP RS422/485 2 1 255

Secondary signals and data flow control

Application options for the communication modules

» Software data flow control with XON/XOFF
Data flow control with XON/XOFF is possible at the Freeport protocol via the RS232 and RS

4227 interfaces.

* Hardware data flow control with RTS/CTS
The Freeport protocol supports data flow control with RTS/CTS via the RS232 interface.
* Automatic operation of secondary signals

The Freeport protocol supports operation of the RS232 secondary signals by means of the
RS232 interface. Only available when hardware data flow control is activated.

" Not at ET 200BL CM PtP RS422/485

You may set up a communication connection with different partners, depending on the
communication modules used:

¢ Freeport: Transmission of ASCII character strings without specified protocol format

¢ 3964(R): Communication between automation systems (master/master communication)

CM PtP in operation without SIMATIC system instructions
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GSD file

Engineering must be provided with information regarding functionality and parameters of
the communication modules for the higher-level application.

The properties of the point-to-point communication modules are defined in a GSD file
(Generic Station Description) that is defined based on the GSD schema (ISO 15745: GSD for
PROFIBUS and GSDML for PROFINET IEC 61804: EDDL IEC 62453: FDT/DTM). The Engineering
System must provide a suitable interpreter that makes the data of the file available to the
system.

The GSD file contains:

* Device and identification data
e Parameter assignment data

¢ Diagnostics data

For parameter assignment of the communication modules, the GSD file must be
installed/imported in the Engineering System.

ET 200MP
The respective GSD file for the ET 200MP distributed 1/0 system is available for download on
the Internet:

e GSD file PROFINET 10 (https://support.industry.siemens.com/cs/iww/en/view/68189683)
e GSD file PROFIBUS DP (https://support.industry.siemens.com/cs/iww/en/view/80206700)

ET 200SP
The respective GSD file for the ET 200SP distributed /O system is available for download on
the Internet:

e GSD file PROFINET 10O (http://support.automation.siemens.com/WW/view/en/57138621))
* GSD file PROFIBUS DP (http://support.automation.siemens.com/WW/view/en/73016883)

ET 200BL
The respective GSD file for the ET 200BL distributed I/O system is available for download on
the Internet:

e GSD file PROFINET 10 (https://support.industry.siemens.com/cs/ww/en/view/109991113)

Parameter assignment in the application when using a GSD file for PROFIBUS slaves

Not all the parameters are contained in the GSD file for PROFIBUS slaves. The parameter
assignment of the communication module must therefore be performed from the user
program using the following data records:

Freeport communication:

* Port configuration record - data record 57 (Page 45) (Port_Config)

* Send configuration record - data record 59 (Page 49) (Send_Config)

* Receive configuration record - data record 60 (Page 51) (Receive_Config)
» Activate special function - data record 58 (Page 57) (Set_Features)
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3964 communication:

* Port configuration record - data record 57 (Page 45) (Port_Config)

* 3964 protocol configuration - data record 61 (Page 55) (P3964_Config)
» Activate special function - data record 58 (Page 57) (Set_Features)

NOTE

Activate special function - data record 58 (Page 57) must always be called as the last data
record.

NOTE

To use the communication module, the CPU must support communication by means of data
records.

For a SIMATIC S7 CPU and Step 7 (TIA Portal) / Step 7, the parameter assignment can be
performed with the instructions given in parentheses. You can find more information on
configuring with GSD file in the FAQ with the entry ID 109487470
(https://support.industry.siemens.com/cs/ww/en/view/109487470) in SiePortal.
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Basic information

4.1 Serial transmission of a character

Introduction

Different networking options are available for the exchange of data between two or more
communication partners. The PtP connection between two communication partners is the
simplest means of information exchange.

Point-to-point connection

In point-to-point connection, the communication module forms the interface between an
automation system and a communication partner. Data is sent in serial mode via PtP
connection with the communication module.

Serial data transmission

During serial data transmission, the individual bits of a character of information to be
transferred are sent successively in a defined sequence.

Bidirectional data traffic - operating mode

In the context of bidirectional data traffic, we distinguish between two operating modes for
the communication module:

* Half duplex mode

The data is transferred between one or several communication partners in both directions
alternately. Half duplex mode means that at a specific moment one communication
partner sends and other communication partners receive. In the process one line is
alternately used for sending or receiving.

e Full duplex mode

The data is exchanged between one or more communication partners in both directions
simultaneously, which means you can send and receive data at the same time. This
involves using one line for sending and one line for receiving.

Data transmission

The so-called time base synchronism (fixed time base for transmission of a fixed character
string) is only upheld during transmission of a character. Each character to be sent is
preceded by a synchronization pulse, which is also known as start bit. The length of the start
bit transmission determines the clock cycle. The end of character transmission is formed by
one or two stop bits.
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Handshakes

4.2 Transmission security

In addition to the start and stop bits, both communication partners need further handshake
procedures for serial data transmission. These include:

Data transmission rate

Character and acknowledgment delay time
Parity

Number of data bits (7 or 8 bits/characters)
Number of stop bits (1 or 2)

4.2 Transmission security

Transmission security plays an important role in the transmission of data and in the selection
of the transmission procedure. Generally speaking, the more layers of the ISO/OSI reference
model are applied, the higher the transmission security.

Classification of existing protocols

The figure below illustrates how the protocols of the communication module fit into the
reference model.

Layer 4 The transport layer is the link between the

Layer 3 point-to-point connection.

Layer 2 3964(R). Start and end delimiters

Layer 1

Transport layer

transport- and application-oriented layers.
The data packets are assigned to an
application at this layer.

Network layer
Not available because this is a pure

Link layer
Transmission of the data bytes with

are added; in the event of errors,
transmission may be repeated.

Physical layer

Specifying the physical
transmission of the data bytes

Freeport

Figure 4-1 Classification of the existing protocols of the communication module in the ISO/OSI
reference model
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4.2 Transmission security

Transmission security with Freeport

When transporting data with Freeport, no further measures are taken to secure the data apart
from optional use of the parity bit. This makes data transmission with Freeport very efficient,
but not secure. A certain degree of data security can be achieved through parameter
assignment of the frame start and frame end conditions.

The parity bit ensures that the inversion of a bit in a character to be sent can be recognized. If
two or more bits of a character are inverted, this error can no longer be detected.

To increase transmission security, you can, for example, implement a checksum, a frame
length specification, or configurable end conditions. These measures must be implemented
by the user.

A further increase in data security can be achieved by means of acknowledgment message
frames in response to send or receive message frames. This is the case with high-grade
protocols for data communication (ISO 7-layer reference model).

Transmission security with 3964(R)

24

Two different procedures for data transmission can be used, either with or without a block
check character:

¢ Data transmission without block check character: 3964

Transmission security is achieved by means of a specified frame structure, frame
breakdown, and frame repetitions.

» Data transmission with block check character: 3964R
The high degree of transmission security is achieved by means of a specified frame
structure and breakdown, frame repetitions, as well as inclusion of a block check character
(BCC). The hamming distance in 3964R mode is 3.

The hamming distance represents a measure for data transmission security.

In this manual, the term 3964(R) is used when descriptions and notes refer to both data
transmission modes.
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Basic communication mechanisms

5.1

Data exchange types

Data communication

Two types of data exchange between the CPU and the communications module are possible
with the communications modules, depending on whether you are using the option for

performance optimization:

Asynchronous data exchange
(Without option for performance optimization)

Synchronous data exchange
(With option for performance optimization)

The CPU communicates with the communication
module asynchronously by reading or writing data
records (Page 26).

The CPU communicates with the communication
module synchronously with the application cycle
via the net data of the communication module
(Page 28).

Limiting of the frame length depending on the
communications module to 1, 2, or 4 KB as well as
for receive and send frames. Longer frames are
rejected.

Limiting the telegram length to 24 bytes for
receive frames and 30 bytes for send frames.
Longer frames are rejected.

Sending a frame requires several application cycles
of the CPU. The number of cycles increases with
the number of communication modules that com-
municate via data record.

Transmission of a frame requires an application
cycle of the CPU and several communication mod-
ules can be served in parallel (reaction time optim-
ized, timing behavior improved).

Allocation of an address range of 8 bytes of input
data and 0 bytes of output data

Allocation of an address range of 32 bytes of input
data and 32 bytes of output data

Configuration and parameter assignment is effected with a GSD file (Page 18). The option for
performance optimization cannot be changed with the configuration data records 57 to 61.
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Basic communication mechanisms

5.2 Communication using data record

Example

5.2

In this example, 18 communication modules are used in distributed operation, but the
measured values are received by one digital scale each. The scales send their measured
values cyclically at such a high speed that the update time of the measured values in the CPU
is limited by the communication speed between CPU and communication module.

The following comparison shows the difference of the update time depending on whether
the option for performance optimization is used:

Number of communication Update time (interval between two
modules read in parallel by the |value updates in the CPU) per com-
CPU munication module

Without option for per- 1 Approx. 30 ms

formance optimization 18 Approx. 250 ms

With option for perform- 1 Approx. 20 ms’

ance optimization 18 Approx. 20 ms'

1 Depending on the application, faster update times are also possible; for example, for sensors that
only send short frames cyclically.

Communication using data record

Write/read data record

NOTE

Reading and writing data records

For information about the functions for reading/writing data records, refer to the
documentation of your controller.

The "Write data record" function can be used to configure the devices by means of
configuration data records. The "Write data record" function also transmits the send data to
the devices. Accordingly, "Read data record" can be used to read diagnostics data and receive
data from the devices. Alternatively, send and receive data can be exchanged via the net data
(Page 28) when the option for performance optimization is configured.

Overview of data records

26

Configuration data records are available for the following tasks:

e Freeport communication
Configuration of the communication module for data transmission using the open
Freeport frame

— Port configuration record - data record 57 (Page 45)
Activate special function - data record 58 (Page 57)
Send configuration record - data record 59 (Page 49)
Receive configuration record - data record 60 (Page 51)
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5.2 Communication using data record

3964 communication
Configuration of the communication module for data transmission with 3964(R) protocol

— Port configuration record - data record 57 (Page 45)
— 3964 protocol configuration - data record 61 (Page 55)

Special functions - Activation
Activating or verifying the active state of diagnostic interrupts.

— Activate special function - data record 58 (Page 57)

The following data records are available for operating the communication modules:

Sending

Query error status
Acknowledgment of the communication module in response to the writing of a
configuration data record

— Read error status - data record 55 (Page 58)

Send data
Transmitting send data to the communication module and querying transmission
acknowledgment in the user data

— Send data - data record 48 (Page 60)
— Request acknowledgment - Input data (Page 61)

Receive data

Display of a receive frame in the net data

— Data received - data record 49/50 (Page 67)

— Query: New receive frame - Input data (Page 68)
Delete receive buffer

Deleting the receive buffer of the communication module
— Clear receive buffer - data record 54 (Page 73)

RS232 secondary signals

Manipulation of the RS232 secondary signals of the communication module and reading
the RS232 secondary signals in the net data

— Set RS232 secondary signals - data record 53 (Page 74)
— Read RS232 secondary signals - Input data (Page 75)

Sending data via data records is described in the section Sending data using data record
(without option for performance optimization) (Page 59).

Receiving

Receiving data via data records is described in the section Receiving data via data record
(without option for performance optimization) (Page 66).
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5.3 Communication using net data (with the option for performance optimization)

5.3 Communication using net data (with the option for performance
optimization)

As of the following firmware version of the respective communications module, the option
for performance optimization is available:

Communications module Option for performance optimization available
as of firmware version
ET 200MP CM PtP RS232 BA V2.0
ET 200MP CM PtP RS422/485 BA V2.0
ET 200MP CM PtP RS232 HF V2.0
ET 200MP CM PtP RS422/485 HF V2.0
ET 200SP CM PtP V2.0
ET 200BL CM PtP RS422/485 V1.0

This option is suitable if you are exclusively sending and receiving short frames. Unlike in
communication via data records, the number of communications modules in a project does
not affect the update time.

In this case, sending and receiving of user data takes place via the net data (cyclic 10 data of
the automation system) of the communication module. Communication via data records is
used for configuration and diagnostics.

Sending

Sending data via net data is described in the section Sending data via output data (with
option for performance optimization) (Page 63).

Receiving

Receiving data via net data is described in the section Receiving data via input data (with
option for performance optimization) (Page 70).
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Data transmission with Freeport 6

Introduction

Freeport is a freely programmable, frame-based protocol.

The Freeport protocol controls data transmission by means of a point-to-point connection
between the communications module and a communication partner. The Freeport protocol
contains the physical layer (Layer 1).

The Freeport protocol supports sending and receiving of messages with any structure (all
characters from 004 through FFy (for character frames with 8 data bits) or from 00y through
7Fy (for character frames with 7 data bits).

The start and end criteria of a frame must be configured for the receive direction. The start
and end criteria can be configured differently.

6.1 Sending data with Freeport

Sending data

NOTE

During parameter assignment of the XON/XOFF data flow control, user data may not contain
any of the configured XON or XOFF characters. The default settings are DC1 = 11y for XON
and DC3 = 13y for XOFF.

Specifying settings for sending
To send a message, the partner must be informed of the start and end of the message (see
Send configuration record - data record 59 (Page 49)). You can select one of the following
options:
* Send break before frame start

You can specify that an additional Break is sent at the beginning of each message
transmission on expiration of the RTS ON delay time.

The duration of the "Break” signal is specified in bit times (refer to Send configuration
record - data record 59 (Page 49) bytes 12 and 13).

Compliance with the send break can be deactivated if other mechanisms are used for
synchronization.

* Sendidle line
You can specify that at the beginning of each message transmission the send line is held
in Idle state for a specific time.
The duration of the "Idle Line" is specified in bit times (refer to Send configuration record -
data record 59 (Page 49) bytes 14 and 15).

Compliance with the send break can be deactivated if other mechanisms are used for
synchronization.
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6.2

Introduction
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e RTS ON delay
You can configure the time that has to expire after the RTS (Request to send) before the

actual data transmission starts (see Send configuration record - data record 59 (Page 49)
bytes 8 and 9).

* RTS OFF delay
You can configure the time that has to expire after transmission has been completed
before the RTS signal is deactivated (see Send configuration record - data record 59 (Page
49) bytes 10 and 11).

¢ Sending including the end delimiter
You can configure the number of end delimiters (1 or 2) and their value.
All data up to the end delimiter(s) is sent, independent of the selected frame length. The
end delimiter must be included in the data to be sent. Data is sent only up to and
including the end delimiter, even if the data length specified is longer (refer to Send
configuration record - data record 59 (Page 49) bytes 18 and 21).

e Number of appended characters
Input of the number of appended characters. All data transferred to the communication
module will be sent. The end delimiter(s) is/lare appended automatically. Depending on
the number of end delimiters, 1 to 5 characters more than the specified number are sent
to the partner (see Send configuration record - data record 59 (Page 49) bytes 22 and 28).

NOTE

If you do not configure either the "End delimiter" (0) or the "Number of appended
characters” (0), all data transferred to the communication module is sent to the partner in
a transparent operation.

NOTE
If you combine "Send break before frame start”, "Send idle line" and "RTS ON delay", these are

processed in the order "RTS ON delay", "Send break before frame start" and "Send idle line".

Receiving data with Freeport

Criteria that identify the message start and end have to be specified in the Freeport protocol
to detect a message in the incoming data flow.

NOTE

The start and end criteria described below can be combined as required. Such combinations
may lead to unwanted results if the start and end criteria influence or even exclude each
other.
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6.2 Receiving data with Freeport

Specifying the message start

For data transmission with Freeport, you can choose between several different start criteria.
The start criterion defines when a frame starts. Once a criterion that indicates the start of the
message is met, the data stream is scanned for message end criteria (see Receive
configuration record - data record 60 (Page 51) byte 9). Here you select the settings that
correspond to the properties of the sending communication partner.

Two different methods are available for detecting the message start:
* Start on any character
¢ Start on special condition

Start on any character

 Start on any character
Any character can be used to define the start of the message (default).

This means that the first character sent at the start of communication, or after the frame
end has been detected, will be identified as the first character of a message. (refer to
Receive configuration record - data record 60 (Page 51) byte 12)

Start on special condition
The start of the message is detected based on the following specified conditions:
* After detection of a line break

The frame start is not accepted unless a break has been received beforehand, in other
words, it is compulsory for the partner to send a break before sending a frame.

* After detection of an idle line

The frame start is not accepted until the configured idle line duration has expired. This
procedure requires a minimum interval between two frames. (See Receive configuration
record - data record 60|(Page 51) bytes 10 and 11)

» After receipt of the start character
The frame start is detected when the configured start character is identified. (See Receive
configuration record - data record 60 (Page 51) byte 12)

¢ After detection of one or several start sequences
The frame start is detected when a configured string with a length of up to five characters
is identified. You can configure up to 4 start sequences. If multiple start sequences have
been configured and one of them has been detected, this sequence is followed. Only
when this start sequence is no longer fulfilled, does the CM start the check again and

searches for all start sequences. (See Receive configuration record - data record 60 (Page
51) bytes 13 to 37)

If several starting conditions are activated, the communications interface checks the starting
conditions in the following sequence:

e |dleline
¢ Line break
e Start character or start sequence
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Once the CM has determined that the starting conditions have been fulfilled, it begins
evaluating the end conditions.

NOTE

If you specify the "After receipt of the start character" and "After detection of a start
sequence" conditions simultaneously, only the start character is evaluated by the
communications module.

Specifying the message end

In the case of data transmission with Freeport, there are several end criteria from which you
choose. The end criterion defines the point at which a message frame has been received
completely. (See Receive configuration record - data record 60 (Page 51) byte 39)

Configurable end criteria are:

* Recognize message end by message timeout

* Recognize message end by response timeout

* After character delay time elapses (default)

» After receipt of a fixed frame length

* After receipt of a maximum number of characters
* Read message length from message

« After receipt of an end sequence

Message timeout
When data is received, the end of frame is detected on expiration of the configured time for
transferring a frame. Time measurement starts after the start criterion has been met. (See
Receive configuration record - data record 60 (Page 51) bytes 52 and 53)

An error message is output and the frame is discarded if a message end condition is met
before the fixed frame length has been reached.

Response timeout
When data is received, the end of frame is detected on expiration of the configured time
between the end of the send operation and the receipt of a frame start. (refer to Receive
configuration record - data record 60 (Page 51) bytes 50 and 51)

An error message is output and the frame is discarded if a message end condition is met
before the fixed frame length has been reached.
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6.2 Receiving data with Freeport

Expiration of character delay time

When data is received, the frame end is detected when the configured maximum time (bit
times) between successive characters is exceeded (character delay time). (See Receive
configuration record - data record 60 (Page 51) bytes 54 and 55)

In this case, the character delay time must be set in such a way as to ensure that it expires
between two consecutive frames. However, it should be of sufficient length to exclude
incorrect identification of the end of the frame whenever the communication partner
performs a transmission pause within a frame.

Fixed frame length

When data is received, the end of the frame is identified after the configured frame length
has been reached. (See Receive configuration record - data record 60 (Page 51) bytes 40 and
41)

An error message is output and the frame is discarded if the character delay time expires (if
activated ) before the fixed frame length has been reached.

Please note the following if the frame length of the received characters does not match the
fixed configured frame length:

¢ All characters received after the configured maximum number of characters has been
reached will be discarded until a new start criterion (e.g. "Idle Line") is detected.

e Receiving is terminated if the character delay time (if activated) expires before the fixed
configured frame length has been reached. An error message is generated and the
message frame fragment is discarded.

* If a different (activated) end criterion is met before the fixed configured frame length has
been reached, this frame part is assessed as a valid frame and the partner waits for a new
start criterion. All characters received prior to fulfillment of a new start criterion are
discarded.

Maximum number of characters

When receiving data, the end of the message frame is recognized after the declared number
of characters have arrived. (See Receive configuration record - data record 60 (Page 51) bytes
42 and 43)

This setting can be combined with the "Character delay time" settings. The frame received is
also assessed as free of error if another end condition occurs, regardless of whether the
maximum number of characters has been reached.
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Please note the following if the frame length of the received characters does not match the
configured maximum frame length:

» All characters received after the configured maximum number of characters has been
reached will be discarded until a new start criterion (e.g. "ldle Line") is detected.

» If a different (activated) end criterion is met before the configured maximum number of
characters has been reached, this frame part is assessed as a valid frame and the partner
waits for a new start criterion. All characters received prior to fulfillment of a new start
criterion are discarded.

NOTE

If no further end criterion is activated, the fixed frame length and maximum number of
characters will respond in the same way.

Message length in the message

End sequence

34

The length of the receive frame is also sent. When data is received, the frame end is identified
after the frame length also sent has been reached. If "After character delay time elapses” is
activated as an additional end criterion, receiving may be terminated prematurely. An error
message is generated and the message frame fragment is discarded.

The following parameters define the characters to be used for evaluation of the message
length:

¢ Offset of the length field in the message

In the message, the value defines the position of the character that is to be used to
determine the message length.

You can set values from 1 to 4095 characters, depending on the buffer size.
(See Receive configuration record - data record 60 (Page 51) bytes 44 to 45)
* Size of the length field

This value specifies the number of characters as of the first evaluation position to be used
to determine the message length.

You can set values of 0, 1, 2 and 4 characters.
(See Receive configuration record - data record 60 (Page 51) bytes 46 to 47)
* Number of characters not counted in length specification

Number of characters appended to the frame without counting towards the frame length.
This value defines the number of bytes at the end of the frame which should not be
included in the evaluation of the message length.

You can set values from 0 to 255 characters.
(See Receive configuration record - data record 60 (Page 51) bytes 48 to 49)

When data is received, the end of the frame is identified when the configured end sequence
(max. 5 characters) is received. The received data is transferred to the CPU including the end
sequence. (See Receive configuration record - data record 60 (Page 51) bytes 56 to 61)

If you are working with the end sequence, transmission is not code-transparent and you must
exclude the presence of end code in the user data.
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6.3 Code transparency

Code transparency

Code transparency means that user data can contain any character combinations, without
recognition of the end criterion.

The code transparency of the protocol depends on the selection of the parameterized end
criterion and flow control:
*  With up to five end delimiters or using XON/XOFF flow control
— Not code-transparent
e End criterion character delay time, fixed frame length, maximum frame length, message
timeout, or response timeout and message length in the message
— Code-transparent

6.4 Receive buffer

Receive buffer of the module

The receive buffer of the module may have a size of up to 8 KB, depending on the
communication module used (see chapter Overview (Page 18)). The maximum frame length
always equals half the length of the receive buffer. This means that each communication
module is capable of buffering at least two frames.

During parameter assignment, you can specify whether to clear the receive buffer at startup

and whether to prevent overwriting of data in the receive buffer. In addition, the size of the

receive buffer can be configured (1 to 255 frames). (See Receive configuration record - data

record 60 (Page 51) bytes 62 to 64)

The receive buffer on the communication module is organized as FIFO:

* If several frames are entered in the receive buffer of the communication module, the
communication module always sends the oldest frame to the CPU.

* If you always want to transfer the last frame received to the CPU, you must set the value
"1" for the number of buffered frames and deactivate overwrite protection.

NOTE

If the user program temporarily suspends the continuous reading of received data, when
the received data is requested again, the CPU may initially receive an old frame from the
module and only then receive the latest frame. At the time of interruption, the old frame
had already been transferred from the receive buffer of the communication module and
prepared for transmission to the CPU.
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6.5 RS232 mode

6.5 RS232 mode

The following communication modules support RS232 mode:
e ET 200MP CM PtP RS232 BA

e ET 200MP CM PtP RS232 HF

» ET 200SP CM PtP

In RS232 mode, data is sent via two lines. A separate line is available for the send direction
and the receive direction. Simultaneous sending and receiving is possible (full duplex).

RS232 secondary signals

36

In addition to the TXD (transmit data), RXD (receive data) and GND signals, the
communication module provides the following RS232 secondary signals when using RS232
hardware:

DCD Input Data Carrier detect;
Data carrier signal detected
DTR Output Data terminal ready;
Module ready for operation
DSR Input Data set ready;
Communication partner ready for operation
RTS Output Request to send;
Module is ready to send
CTS Input Clear to send;

Communication partner can receive data from the communications
module (response to RTS = ON of the communications module)

RI Input Ring Indicator;
Ring indicator

After power on of the communication module, the output signals are in the OFF state
(inactive).

You can parameterize the operation of the DTR/DSR and RTS/CTS control signals in the
configuration data record of the module (Port configuration record - data record 57 (Page
45)).

The RS232 secondary signals cannot be manipulated by data record communication (Set
RS232 secondary signals - data record 53 (Page 74)) in case of:

e parameterized data flow control "Hardware RTS always ON"
(corresponds to automatic operation of the secondary signals)
» parameterized data flow control "Hardware RTS always ON"
(corresponds to hardware flow control with RTS/CTS)
* parameterized data flow control "Hardware RTS always ON, ignore DTR/DSR "

An error message is generated if an attempt is made to manipulate RS232 secondary signals
by means of data record communication.

For more information, refer to chapter Handshaking (Page 38).
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6.6

6.7 RS485 mode

RS422 mode

The following communication modules support RS422 mode:
e ET 200MP CM PtP RS422/485 BA

e ET 200MP CM PtP RS422/485 HF

e ET 200SP CM PtP

e ET 200BL CM PtP RS422/485

In RS422 mode, data is transmitted via two line pairs (four-wire mode). A separate line pair is
available for the send direction and the receive direction. Simultaneous sending and receiving
is possible (full duplex).

The data can be exchanged simultaneously between one or several communication partners.
In RS422 multipoint mode, only one multipoint slave may send data at any given time.

Interface operating modes

6.7

The following table is a summary of the interface operating modes for the various
communication modules and protocols.

The communication module can be used in the following topologies in RS422 mode:
¢ Link between two nodes: Point-to-point connection

e Link between several nodes: Multipoint coupling
(only available with ET 200SP CM PtP)

Operating mode Description

Full duplex (RS 422) four-wire mode|Both devices have the same priority in this operating mode.
(point-to-point connection)

Full duplex (RS422) four-wire mode |The communication module can be used as multipoint master.
(multipoint master)

Full duplex (RS 422) four-wire mode|The communication module can be used as multipoint slave.
(multipoint slave)

In the case of a multipoint master/slave topology in the RS422 mode:
¢ The master's sender is connected to the receivers of all slaves.
¢ The slaves' senders are connected to the master's receiver.

¢ The receiver of the master and the receiver of one slave are assigned default settings of
the receive line (refer to chapter Port configuration record - data record 57 (Page 45) byte
25). All other slaves operate without default settings.

RS485 mode

The following communication modules support RS485 mode:
e ET 200MP CM PtP RS422/485 BA

e ET 200MP CM PtP RS422/485 HF

e ET 200SP CM PtP

e ET 200BL CM PtP RS422/485

In RS485 mode, data is transferred via one line pair (two-wire mode). The line pair is available
alternately for the send and receive directions. It is possible to either send or receive (half
duplex). On completion of a send operation, operation is immediately switched to receive
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6.8 Handshaking

RS485 mode

mode (ready to receive). Only when another send job arrives, does operation switch back to
send mode for the duration of the send job.

The following table is a summary of the interface operating modes for the various
communication modules and protocols.

Operating mode Description

Half duplex (RS485) two-wire mode |Operating mode for point-to-point connection or multipoint con-
nection (multipoint) in two-wire mode. The communication mod-
ule can be the master as well as the slave.

If you operate the Freeport in RS485 mode (half duplex, two-wire operation), you must make
provisions in the user program to ensure that only one device sends data at any given time. If
more than one device sends data at the same time, the frames are corrupted.

Changeover times for RS485 communications module in half duplex mode

6.8

Introduction

38

A maximum time of 0.1 ms is set for the changeover between sending and receiving. Other
devices connected to the communications module must wait at least this amount of time
after receiving a message before sending a response.

Handshaking

Handshaking controls the data flow between two communication partners. The use of the

handshaking method prevents data loss during transmission if the devices are operating at
different speeds.

We can basically distinguish between the following methods:

Table 6-1 Overview of methods and interfaces

Method RS232 RS422 RS485
Software data flow control XON/XOFF X X! -
Hardware data flow control (RTS/CTS) X - -
Automatic operation of secondary signals X - -

T Notat ET 200BL CM PtP RS422/485
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Software data flow control
Software data flow control is implemented as follows on the communication module:
* XON/XOFF

— As soon as the communication module has been set to the "XON/XOFF" operating
mode by means of parameter assignment, it sends the XON character, thereby
allowing the communication partner to send data.

— On reaching the configured maximum number of frames or 16 characters ahead of
receive buffer overflow, the communication module sends the XOFF character, thereby
requesting that the communication partner stop sending. If the communication
partner nonetheless continues to send data, an error message is generated if the
receive buffer overflows. Data received in the last frame is discarded.

— As soon as a frame has been fetched by the CPU and the receive buffer is ready to
receive data again, the communication module sends the XON character.

— If the communication module receives the XOFF character during sending, it cancels
the current send operation until it receives a XON again from its communication
partner. If no XON is received within a specific configurable time, send operation is
canceled and a corresponding error message is output.

NOTE

You can configure the characters for XON and XOFF (any ASCII character).
During parameter assignment of the XON/XOFF software data flow control, user data
may not contain any of the configured XON or XOFF characters.

Hardware data flow control

NOTE

The DTR/DSR signals do not have to be wired for "Hardware RTS always ON, ignore DTR/DSR"
parameter assignment.

If "Hardware RTS always ON" is configured, it is imperative that you fully wire the interface
signals used. Make sure that the local RTS (out) is connected with the CTS (in) of the
communication partner and the local CTS is connected with the RTS of the communication
partner. Accordingly, the local DTR must be connected with the DSR of the communication
partner and the local DSR with the DTR of the communication partner.

* Hardware RTS always ON, ignore DTR/DSR

— As soon as the communication module has been set to an operating mode with
"Hardware RTS always ON" through parameter assignment, it outputs the RTS = ON
signal to the communication partner to indicate its ready state.

— RTS s set to OFF as soon as the configured maximum number of frames or 16
characters before buffer overflow is reached.
If the communication partner nonetheless continues to send data, an error message is
generated on overflow of the receive buffer. Data received in the last frame is
discarded.
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RTS is reset to ON as soon as the frame has been fetched by the CPU and the receive
buffer is ready to receive data again.

If CTS switches to OFF during the send operation, the communication module
interrupts the send operation until CTS is reset to ON. If CTS is not reset to ON within a
specific configurable time, the send operation is canceled and a corresponding error
message is output.

Hardware RTS always ON

The "Hardware RTS always ON" mode corresponds to the "Hardware RTS always ON, ignore
DTR/DSR" mode. However, you also need to wire DTR and DSR.

As soon as the communication module has been set set to an operating mode with
"Hardware RTS always ON" through parameter assignment, it sets DTR = ON and RTS =
ON to signal its general ready state to the communication partner.

RTS is set to OFF as soon as the configured maximum number of frames or 16
characters before buffer overflow is reached.

If the communication partner nonetheless continues to send data, an error message is
generated on overflow of the receive buffer. Data received in the last frame is
discarded.

RTS is reset to ON as soon as the frame has been fetched by the CPU and the receive
buffer is ready to receive data again.

If CTS switches to OFF during the send operation, the communication module
interrupts the send operation until CTS is reset to ON. If CTS is not reset to ON within a
specific configurable time, the send operation is canceled and a corresponding error
message is output.

A switch from DSR = ON to DSR = OFF cancels an active send job and triggers an error
message.

Automatic operation of secondary signals
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Hardware RTS always switched

"Hardware RTS always switched" is implemented as follows on the communication
module:

As soon as the communication module is set to the operating mode with "Hardware
RTS always switched" through parameter assignment, it sets the line RTS to OFF and
DTR to ON (communication module ready for operation).

It is not possible to send frames until the DSR line is set to ON. No data is sent via the
RS232C interface as long as DSR is set to OFF. A send job is canceled and a
corresponding error message is generated.

If a send job is pending, RTS is set to ON and the configured data output wait time
starts. On expiration of the data output time, the system checks whether the
communication partner has set CTS to ON. If so, the data is sent via the RS232
interface.

If the CTS line is not set to ON within the data output time, or changes to OFF during
the send operation, the send job is aborted and an error message generated.

Once the data has been sent and the configured clear RTS time has elapsed, the RTS
line is set to OFF. The system does not wait for CTS to change to OFF.

It is always possible to receive data via the RS232 interface. There will be no reaction if
there is a danger of the receive buffer of the communication module overflowing.
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— A switch from DSR = ON to DSR = OFF cancels an active send job and triggers an error
message.

NOTE

Set the data output wait time in such a way that the communication partner is able to
enter the ready to receive state before the time elapses.

Set the Clear RTS time in such a way that the communication partner is able to receive

the last characters of the frame completely before RTS is set to OFF and the send
request is canceled.

Additional information

For information on the settings, refer to chapter Port configuration record - data record
57 (Page 45).

NOTE

Operation of DTR/DSR or RTS/CTS is accepted by the communication module with the
following settings. Operation by means of Set RS232 secondary signals - data record 53 (Page
74) is impossible (any attempt made will trigger an error message):

* Hardware RTS always ON, ignore DTR/DSR
* Hardware RTS always ON
e Hardware RTS always switched

6.9 Communication via DMX512

You can use the communications module ET 200SP CM PtP (as of firmware version V1.0.5)
and ET 200MP CM PtP RS422/485 HF (as of firmware version V2.0) for communication via

DMX512 (Digital Multiplex). For communication via DMX512, the use of the performance

optimization option (Page 28) is also possible, provided you use the max. value 29y as the

highest address.

More information on setting up a DMX512 connection is available in the FAQ with entry ID

109778975 (https://support.industry.siemens.com/cs/ww/en/view/109778975) in the
SiePortal.
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7.1 Data transmission with 3964(R) protocol

Introduction

The 3964(R) protocol controls PtP data exchange between the communication module and a
communication partner. The 3964(R) protocol contains both the physical layer (layer 1) and
the link layer (layer 2).

7.2 Control characters

Introduction

During data transmission, the 3964(R) protocol adds control characters to the information
data (link layer). The communication partner can use these control characters to check
whether it has received all data completely and without errors.

Control characters of the 3964(R) protocol
The 3964(R) protocol evaluates the following control characters:
» STX Start of Text; start of the string to be sent
e DLE Data Link Escape
e ETX End of Text; end of the string to be sent
* BCC Block Check Character (only with 3964R)
* NAK Negative Acknowledge; negative response

NOTE

If the DLE character is transferred as an information character, it is sent twice during
connection setup and shutdown (DLE duplication) in order to distinguish it from the DLE
control character. The receiver reverses the DLE duplication.

Priority
For operation with 3964(R) protocol, one communication partner must be assigned a higher

priority and one communication partner a lower priority. If both partners simultaneously start
the connection setup, the partner having lower priority will postpone its send job.

CM PtP in operation without SIMATIC system instructions
42 Programming and Operating Manual, 06/2026, ASE03908199-AC



Data transmission with 3964(R)

7.4 Sending data with 3964(R)

7.3 Block checksum

Block checksum

With the 3964R transfer protocol, data security is enhanced by sending an additional block
check character (BCC = Block Check Character).

The block checksum represents the even longitudinal parity (EXOR logic operation of all data
bytes) of a sent or received block. Its calculation begins with the first byte of user data (first
byte of the frame) after the connection establishment, and ends after the DLE ETX character
at connection termination.

NOTE
With DLE duplication, the DLE character is included twice in the BCC calculation.

7.4 Sending data with 3964(R)

Connection setup for sending

Sending data

The 3964(R) protocol sends the STX control character to set up the connection. The transition
to send mode is initiated when the communication partner responds with the DLE character
before the ACK delay time has expired.

The protocol retries to connect if the communication partner responds with NAK or any other
character (except DLE or STX), or if inactivity triggers an acknowledgment timeout. After the
parameterized number of unsuccessful retries to connect, the connection setup is canceled
and the NAK character is transmitted to the communication partner. The communication
module outputs a corresponding error message.

On successful connection setup, the user data from the output buffer of the communication
module and the selected transmission parameters are sent to the communication partner.
The partner monitors the time intervals between incoming characters. The interval between
two characters must not exceed the character delay time. Monitoring of the character delay
time starts immediately after the connection was set up.

If the communication partner transmits an NAK while a transmission is busy, the block
transmission is aborted and repeated as shown above starting with the connection setup. If
any other character is received, a wait time for expiration of the character delay time is
triggered and an NAK is then transmitted to set the communication partner to idle state.
Transmission is then restarted with STX connection setup.

Connection shutdown during transmission

After the buffer content has been transmitted, the routine inserts the DLE, ETX characters,
appends the BCC block checksum (only for 3964R) and waits for an ACK character. If the
communication partner sends the DLE characters within the acknowledgment delay time, the
data block has been received without errors. If the communication partner responds with
NAK, or any other character (except DLE), or with a corrupt character, or if the
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acknowledgment delay time expires without response, the routine restarts transmission with
STX connection setup.

Once the specified number of transmission attempts has been reached, the process is aborted
and NAK is transmitted to the communication partner. The communication module outputs a
corresponding error message.

7.5 Receiving data with 3964(R)

Connection setup for receiving

Receiving data

While in idle state and not processing a send job, the module waits for the communication
partner to set up the connection.

A wait time is started (wait time = acknowledgment delay time - 10 ms, however, maximum
of 400 ms) if no free receive buffer is available during the connection setup with STX. An
error message is generated if no free receive buffer is available on expiration of this time. An
NAK is transmitted and initiates the transition to idle state. Otherwise, the DLE character is
transmitted and the data is received as described above.

The acknowledgment delay time should be set to the same value at both communication
partners.

If any character (except for STX or NAK) is received in idle state, the routine waits for
expiration of the character delay time (CDT) and then transmits the NAK character. The
communication module outputs a corresponding error message.

After successful connection setup, the incoming receive characters are saved to the receive
buffer. If two consecutive DLE characters are received, only one of these is saved to the
receive buffer.

After connection setup and after each receive character, the routine waits for the next
character within the character delay time. If this period expires before another character is
received, an NAK is sent to the communication partner. The communication module outputs
a corresponding error message. A retry is then expected.

If transfer errors occur during receiving (lost character, frame error, parity error, etc.), the
procedure continues to receive data until the connection is terminated and then sends an
NAK to the communication partner. A retry is then expected. Receiving is aborted if the block
cannot be received without errors after the specified number of transmission retries, or if the
communication partner fails to retry transmission within a block delay time of 4 seconds. The
communication module reports the first corrupted transfer and the final cancelation.

Connection setup for receiving

44

Once the DLE ETX string is detected, receiving is terminated and DLE is transmitted to the
communication partner for a block that was received without error. In the case of a receive
error, an NAK is sent to the communication partner. A retry is then expected.

Receiving is stopped once the DLE ETX BCC string is detected. The BCC is compared with the
internally generated longitudinal parity. DLE is transmitted (return to idle state) if the BCCis
correct and no other receive error is pending. If the BCC is faulty or a different receive error
occurs, an NAK is sent to the communication partner. A retry is then expected.
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Configuration data records

8.1 Introduction

The configuration data records are used when a GSD file is used for PROFIBUS slaves or if you

want to configure the module again in RUN mode.

8.2 Freeport communication

The following three configuration data records must be sent to the communication module
for Freeport communication.

8.2.1 Port configuration record - data record 57
8.2.1.1 Port configuration record - data record 57 (not for ET 200BL CM PtP RS422/485)
NOTE

Parameter assignment error

If the communication module detects a parameter assignment error when writing the data
record 57, the data record is rejected with error status 80E1y.

The corresponding cause of error can be read by means of data record "Read Error Status -
data record 55" (error codes of the port configuration).

Port configuration: PORT_CFG (Write Record 0039,)

Byte

1 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Block type: 0039, — PORT_CFG
1
2 Block length: 0018y
3
4 Block version high byte: 014
5 Block version low byte: 00y
6 Reserved’
7

Protocol:
8 0000y — Freeport protocol
9 0001y — 3964 protocol )

00024 to FFFFy — Not permitted
Data transmission rate:

1 Reserved bits must be set to 0.
2 Available as of firmware version V1.0.5 of the communication module and only for RS485 mode
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Configuration data records

8.2 Freeport communication

Port configuration: PORT_CFG (Write Record 0039)

Byte
4 Bit7 Bit 6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
10 |0000y - Not permitted 00074 - 19.2 kbit/s
T 00014 - 300 bit/s 0008y - 38.4 kbit/s
00024 - 600 bit/s 0009y - 57.6 kbit/s
0003} - 1.2 kbit/s 000Ay - 76.8 kbit/s
0004y - 2.4 kbit/s 000By - 115.2 kbit/s
0005y - 4.8 kbit/s 000Cy — 250 kbit/s?
00064 - 9.6 kbit/s 000Dy to FFFF - Not permitted
Parity:
12 |0000y - Not permitted
13 00014 - None
00024 - Even
0003y - Odd
00044 - Mark (set parity bitto 1)
0005y, - Space (set parity bit to 0)
00064 - Any (The parity is not checked during receiving. The parity is always set to "0" during sending.)
00074 to FFFFy - Not permitted
Data bits:
14 |0000y - Not permitted
15 0001y - 8 data bits per character
00024 - 7 data bits per character
0003y to FFFFy — Not permitted
Stop bits:
16 |0000y - Not permitted
17 00014 - 1 stop bit
00024 - 2 stop bits
00034 to FFFFy — Not permitted
Data flow control:
18 |RS232 settings: RS485 settings: RS422 settings:
19 0000y - Not permitted 0000y - Not permitted 0000y - Not permitted
00014 - None 00014 - None 00014 - None
00024 - XON/XOFF 0002, to FFFFy — Not permitted 00024 - XON/XOFF
0003y - Hardware RTS always ON, 0003y to FFFFy — Not permitted

DSR required

0004y - Hardware RTS always
switched, DSR required

0005y - Hardware RTS always ON,
ignore DTR/DSR

0006y to FFFFy - Not permitted

20 XON: 00y through FFy - XON character
21 XOFF: 004 through FFy - XOFF character
22 Wait for XON after XOFF in ms: (0000y through FFFFy)
23
24 Operating mode:
00y - RS232

01y - RS422 full duplex four-wire mode (point-to-point)

02y - RS422 full duplex (RS422) four-wire operation (multipoint master)
03y - full duplex (RS422) four-wire operation (multipoint slave)

04y - Half duplex (RS485) two-wire operation

05y to FFy - Not permitted

25 Receive line default:

00y - "No" default setting

T Reserved bits must be set to 0.
2 Available as of firmware version V1.0.5 of the communication module and only for RS485 mode
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Configuration data records

8.2 Freeport communication

Port configuration: PORT_CFG (Write Record 0039,)

Byte

4 Bit7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
014 -Signal R(A)=5V, signal R(B)=0 V (break detection): Break detection is possible with this default setting. Can
only be selected with: "Full duplex (RS 422) four-wire mode (point-to-point connection)" and "Full duplex (RS 422)
four-wire mode (multipoint slave)".
02y - Signal R(A)=0V, Signal R(B)=5 V: This default corresponds to the idle state (no active send operation). No
break detection is possible with this default setting.
03y to FFy - Not permitted

26 Break detection:
00y - Break detection deactivated
01y - Break detection activated
02y to FFy - Not permitted

27 Reserved’

T Reserved bits must be set to 0.
2 Available as of firmware version V1.0.5 of the communication module and only for RS485 mode

8.2.1.2 Port configuration record - data record 57 (only for ET 200BL CM PtP RS422/485)
NOTE
Parameter assignment error
If the communication module detects a parameter assignment error when writing the data
record 57, the data record is rejected with error status 80E1y.
The corresponding cause of error can be read by means of data record "Read Error Status -
data record 55" (error codes of the port configuration).
Port configuration: PORT_CFG (Write Record 0039,)
Byte
1 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Block type: 0039, — PORT_CFG
1
2 Block length: 0018y
3
4 Block version high byte: 014
5 Block version low byte: 00y
6 Reserved’
7
Protocol:
8 0000y — Freeport protocol
00014 to FFFFy — Not permitted
9
Data transmission rate:
10 |0000y - Not permitted 00074 - 19.2 kbit/s
1 00014 - 300 bit/s 0008y - 38.4 kbit/s
00024 - 600 bit/s 0009y - 57.6 kbit/s
0003y - 1.2 kbit/s 000Ay, - 76.8 kbitls
0004y - 2.4 kbit/s 000By - 115.2 kbit/s
0005y - 4.8 kbit/s 000C to FFFFy - Not permitted
00064 - 9.6 kbit/s
1 Reserved bits must be set to 0.
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Configuration data records

8.2 Freeport communication

Port configuration: PORT_CFG (Write Record 0039)

Byte
4 Bit7 Bit 6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit0
Parity:
12 |0000y4 - Not permitted
13 00014 - None
00024 - Even
0003y - Odd

00044, - Mark (set parity bitto 1)

0005y, - Space (set parity bit to 0)

00064, - Any (The parity is not checked during receiving. The parity is always set to "0" during sending.)
00074 to FFFF, - Not permitted

Data bits:
14 |0000y - Not permitted
15 0001y - 8 data bits per character
0002y - 7 data bits per character
0003y to FFFFy — Not permitted
Stop bits:

16 |00004 - Not permitted
17 00014 - 1 stop bit
0002y - 2 stop bits
0003y to FFFF, — Not permitted

Data flow control:

18 |0000y - Not permitted
19 00014 - None
0002, to FFFF, — Not permitted

20...23 |Reserved’

24 Operating mode:

00y - Not permitted

01y - RS422 full duplex four-wire mode (point-to-point)
02y - Not permitted

034 - Not permitted

04y - Half duplex (RS485) two-wire operation

054 to FFy - Not permitted

25 Receive line default:

00y - "No" default setting

014 -Signal R(A)=5V, signal R(B)=0 V (break detection): Break detection is possible. Can only be selected with "Full
duplex (RS422) four-wire operation (point-to-point connection)"

02y - Signal R(A)=0V, Signal R(B)=5 V: This default corresponds to the idle state (no active send operation). No
break detection possible.

03y to FFy - Not permitted

26...27 Reserved’

1 Reserved bits must be set to 0.
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Configuration data records

8.2 Freeport communication

8.2.2 Send configuration record - data record 59
8.2.2.1 Send configuration record - data record 59 (not for ET 200BL CM PtP RS422/485)
NOTE

Parameter assignment error

If the communication module detects a parameter assignment error when writing the data
record 59, the data record is rejected with error status 80E1y.

The corresponding cause of error can be read by means of data record "Read Error Status -
data record 55" (error codes of the send configuration).

Send configuration: SEND_CFG (Write Record 003By)
Byte
4 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Block type 003By — SEND_CFG
1
2 Block length: 001Cy
3
4 Block version high byte: 014
5 Block version low byte: 004
6 Reserved’
7
8 RTS ON delay in ms: (0000y through FFFFy)
9 (not available for RS422/485 modules)
10 RTS OFF delay in ms: (00004 through FFFF.)
1 (not available for RS422/485 modules)
12 Break duration in bit times: (00004 through FFFFy)
13
14 Idle Line duration in bit times: (00004 through FFFF)
15
16 Reserved’
17
Number of end delimiters: USR_END
18 02y
19 Number of end delimiters (0, 1 or 2)
20 First end delimiter (for number of end delimiters = 1 or 2)
21 Second end delimiter (for number of end delimiters = 2)
Number of appended characters: APP_END
22 054
23 Number of appended characters (0, 1, 2, 3, 4 or 5)
24 First appended character (for number of appended characters=1, 2, 3, 4 or 5)
25 Second appended character (for number of appended characters = 2, 3, 4 or 5)
26 Third appended character (for number of appended characters = 3, 4 or 5)
27 Fourth appended character (for number of appended characters = 4 or 5)

1 Reserved bits must be set to 0.
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Configuration data records
8.2 Freeport communication

Send configuration: SEND_CFG (Write Record 003By)

Byte
1 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
28 Fifth appended character (for number of appended characters = 5)
29 Reserved’
30
31

1 Reserved bits must be set to 0.

8.2.2.2 Send configuration record - data record 59 (only for ET 200BL CM PtP RS422/485)

NOTE

Parameter assignment error

If the communication module detects a parameter assignment error when writing the data
record 59, the data record is rejected with error status 80E1y.

The corresponding cause of error can be read by means of data record "Read Error Status -
data record 55" (error codes of the send configuration).

Send configuration: SEND_CFG (Write Record 003By)

Byte
4 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Block type 003By — SEND_CFG
1
2 Block length: 001Cy
3
4 Block version high byte: 014
5 Block version low byte: 00y

6...11 Reserved’
12 Break duration in bit times: (00004 through FFFFy)
13
14 Idle Line duration in bit times: (00004 through FFFF)
15

16...31 Reserved’

1 Reserved bits must be set to 0.
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Configuration data records

8.2 Freeport communication

8.2.3 Receive configuration record - data record 60
8.2.3.1 Receive configuration record - data record 60 (not for ET 200BL CM PtP RS422/485)
NOTE
Parameter assignment error
If the communication module detects a parameter assignment error when writing the data
record 60, the data record is rejected with error status 80E1y.
The corresponding cause of error can be read by means of data record "Read Error Status -
data record 55" (error codes of the receive configuration).
NOTE
Note sequence of end sequence #1 character check (bytes 56 to 61)
If one end delimiter is to be used, the entry must be made in "Character #5" (byte 61) and
only this character must be activated in "Character #5" (byte 56).
If two end delimiters are to be used, the entry must be made in "Character #5" (byte 61) and
in "Character #4" (byte 60) and only these characters must be activated in "Character #5" and
"Character #4" (byte 56).
The same applies to the use of additional characters.
Receive configuration: RCV_CFG (Write Record 003C,)
Byte

1 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit0

0 Block type: 003Cy — RCV_CFG

1

2 Block length: 0040y

3

4 Block version high byte: 01y

5 Block version low byte: 00y

6 Reserved’

7

Starting conditions:
8 Reserved’
9 Sequence #42Sequence #32|Sequence #22|Sequence #12| Idle Line? | Break detec- Any Start charac-
tion?2 character? |ter?

10 Idle Line duration in bit times: 0000y through FFFFy

11

12 Start characters: 00y through FFy

Frame start sequence #1 character check

13 Reserved’ Character #52|Character #42|Character #32|Character #22|Character #12

14 Character #1: 00y through FFy

15 Character #2: 00y through FFy

1 Reserved bits must be set to 0.
2 You enable the respective parameter by setting the associated bit to 1.
3 Buffer size depends on the communication module used.
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Configuration data records

8.2 Freeport communication

Receive configuration: RCV_CFG (Write Record 003Cy)

Byte
1 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
16 Character #3: 004 through FFy
17 Character #4: 004 through FFy
18 Character #5: 00y through FFy
Frame start sequence #2 character check
19 Reserved’ Character #52|Character #42|Character #32|Character #22|Character #12
20 Character #1: 00y through FFy
21 Character #2: 00y through FFy
22 Character #3: 00y through FFy
23 Character #4: 004 through FFy
24 Character #5: 004 through FFy
Frame start sequence #3 character check
25 Reserved’ Character #52|Character #42|Character #32|Character #22|Character #12
26 Character #1: 00y through FFy
27 Character #2: 00y through FFy
28 Character #3: 00y through FFy
29 Character #4: 004 through FFy
30 Character #5: 00y through FFy
Frame start sequence #4 character check
31 Reserved’ Character #52|Character #42|Character #32|Character #22|Character #12
32 Character #1: 004 through FFy
33 Character #2: 00y through FFy
34 Character #3: 00y through FFy
35 Character #4: 00y through FFy
36 Character #5: 004 through FFy
37 Reserved’
End conditions:
38 Reserved’
39 Reserved' | Fixed frame [Sequence #12| Read length? [Maximum Character Message Response
length? frame length |delay time? |timeout? timeout?
40 Fixed frame length: 0001y through Oxxx3
41
42 Maximum frame length: 0001y through Oxxxy3
43
44 Offset of the length field in the message: 0001y to Oxxx;?3
45
46 Size of the length field: 01y, 024, 04y
47 All other values are invalid.
48 Number of characters not counted in length specification: 004 through FFy
49

T Reserved bits must be set to 0.
2 You enable the respective parameter by setting the associated bit to 1.
3 Buffer size depends on the communication module used.
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Configuration data records

8.2 Freeport communication

Receive configuration: RCV_CFG (Write Record 003Cy)

Byte
1 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
50 Response timeout in ms: 0000y through FFFFy
51
52 Message timeout in ms: 00004 through FFFFy
53
54 Character delay time in bit times: 0000y through FFFFy
55
End sequence #1 character check
56 Reserved’ Character #52|Character #42|Character #32|Character #22|Character #12
57 Character #1: 004 through FFy
58 Character #2: 00y through FFy
59 Character #3: 00y through FFy
60 Character #4: 00y through FFy
61 Character #5: 00y through FFy
62 Maximum number of buffered received frames:
00y - Not permitted
01y through FFy - 1 through 255
63 Prevent overwriting:
00y - Deactivated (if the receive buffer is full, a new message overwrites the oldest message)
014 - Activated (if the receive buffer is full, the new message is discarded)
024 to FFy - Not permitted
Clear receive buffer at startup:
64 00y - Deactivated
01y - Activated
02y to FFy - Not permitted
65 Reserved’
66
67

T Reserved bits must be set to 0.
2 You enable the respective parameter by setting the associated bit to 1.
3 Buffer size depends on the communication module used.

8.2.3.2

Receive configuration record - data record 60 (only for ET 200BL CM PtP RS422/485)

NOTE

Parameter assignment error

If the communication module detects a parameter assignment error when writing the data
record 60, the data record is rejected with error status 80E1y.

The corresponding cause of error can be read by means of data record "Read Error Status -
data record 55" (error codes of the receive configuration).
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Configuration data records
8.2 Freeport communication

Receive configuration: RCV_CFG (Write Record 003Cy)

Byte
1 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Block type: 003Cy — RCV_CFG
1
2 Block length: 0040y
3
4 Block version high byte: 014
5 Block version low byte: 00y
6 Reserved’
7
Starting conditions:
8 Reserved'
9 Reserved’ Idle Line? | Break detec- Any Start charac-
tion? character? |ter?
10 Idle Line duration in bit times: 0000y through FFFFy
11
12 Start characters: 00y through FFy
13...37 Reserved’
End conditions:
38 Reserved’
39 Reserved' | Fixed frame | Reserved’ [ Read length? [Maximum Character Message Response
length? frame length |delay time? |timeout? timeout?
40 Fixed frame length: 0001 to 0400y
41
42 Maximum frame length: 0001, to 0400y
43
44 Offset of the length field in the message: 0001, to 03FFy
45
46 Size of the length field: 01y, 024, 04y
47 All other values are invalid.
48 Number of characters not counted in length specification: 004 through FFy
49
50 Response timeout in ms: 0000y through FFFFy
51
52 Message timeout in ms: 0000y through FFFFy
53
54 Character delay time in bit times: 0000y through FFFFy
55
56...61 Reserved’
62 Maximum number of buffered received frames:
00y - Not permitted
01y through FFy - 1 through 255
63 Prevent overwriting:

T Reserved bits must be set to 0.
2 You enable the respective parameter by setting the associated bit to 1.
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Configuration data records

8.3 3964 communication

Receive configuration: RCV_CFG (Write Record 003Cy)

Byte
4

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

63 |00y - Deactivated (if the receive buffer is full, a new message overwrites the oldest message)
014 - Activated (if the receive buffer is full, the new message is discarded)
02y to FFy - Not permitted

Clear receive buffer at startup:

64 00y - Deactivated
014 - Activated
02y to FFy - Not permitted

65 Reserved’
66
67
1 Reserved bits must be set to 0.

2 You enable the respective parameter by setting the associated bit to 1.

8.3 3964 communication

The following two configuration data records must be transferred to the communication
module for 3964 communication:

8.3.1 Port configuration record - data record 57

NOTE

The "Port configuration record" is described in chapter Port configuration record - data record
57 (not for ET 200BL CM PtP RS422/485) (Page 45).

8.3.2 3964 protocol configuration - data record 61

NOTE

Parameter assignment error

If the communication module detects a parameter assignment error when writing the data
record 61, the data record is rejected with error status 80E1y.

The corresponding cause of error can be read by means of data record "Read Error Status -
data record 55" (error codes of the 3964 protocol).

3964 protocol configuration: P3964 (Write Record 003Dy)

Byte
4 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 BitO
0 Block type: 003Dy — P3964
1
2 Block length: 000Cy
3

1 Reserved bits must be set to 0.
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Configuration data records

8.3 3964 communication

3964 protocol configuration: P3964 (Write Record 003Dy)

Byte
1 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
4 Block version high byte: 01y
5 Block version low byte: 00y
6 Reserved’
7
8 3964(R) - With block check:

00y - Deactivated
01y - Activated
02y to FFy - Not permitted

9 3964(R) priority:

00y - Low priority
01y - High priority
02y to FFy - Not permitted

3964(R) character delay time:

10 [» Atadata transfer rate = 300 bps:
1 0000y to 003By - Not permitted
003Cy to FFFFy - 60 to 65535 ms
¢ At a data transfer rate = 600 bps:
00004 to 0027, - Not permitted
0028y, to FFFFy - 40 to 65535 ms
¢ At a data transfer rate = 1200 bps:
00004 to 001Dy - Not permitted
001Ey to FFFFy - 30 to 65535 ms
¢ At a data transfer rate >= 2400 bps:
00004 to 0013y - Not permitted
0014y to FFFFy - 20 to 65535 ms
Default: 00DCy - 220 ms

3964(R) acknowledgment delay time:

12 |+ Ata data transfer rate = 300 bps:
13 00004 to 003By, - Not permitted
003Cy to FFFFy - 60 to 65535 ms
¢ At a data transfer rate = 600 bps:
00004 to 0027y - Not permitted
0028y to FFFFy - 40 to 65535 ms
e At a data transfer rate = 1200 bps:
00004 to 001Dy, - Not permitted
001Ey to FFFF, - 30 to 65535 ms
e At a data transfer rate >= 2400 bps:
00004 to 0013y - Not permitted
0014y, to FFFFy - 20 to 65535 ms
Default: 07D0y - 2000 ms

14 3964(R) connection attempts:

00y - Not permitted
01y through FFy - 1 to 255 connection attempts
Default: 06y - 6 connection attempts

15 3964(R) transmission attempts:

00y - Not permitted
01y through FFy - 1 to 255 transmission attempts
Default: 06y - 6 transmission attempts

1 Reserved bits must be set to 0.
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Configuration data records

8.4 Activate special function - data record 58

8.4 Activate special function - data record 58
The following data record can be used to activate diagnostic interrupts (write) and check
whether diagnostic interrupts are activated (read).
NOTE
Parameter assignment error
If the communication module detects a parameter assignment error when writing the data
record 58, the data record is rejected with error status 80E1y.
The corresponding cause of error can be read by means of data record "Read Error Status -
data record 55" (error codes of the special functions).
Activate special function: PtP SET_FTRS (Write Record 003A.)
Byte
4 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Block type: 003Ay — SET_FTRS
1
2 Block length: 0008y,
3
4 Block version high byte: 014
5 Block version low byte: 01y
6 Reserved’
7
8 Activate Modbus RTUZ?:
00y - Deactivated
014 - Activated
02y to FFy - Not permitted
9 Diagnostics interrupt:
00y - Deactivated
014 - Activated
02y to FFy - Not permitted
10 Diagnostics Missing supply voltage L+:
00y - Deactivated
01y - Activated
024 to FFy - Not permitted
11 Reserved’

T Reserved bits must be set to 0.
2 The following applies at ET 200MP CM PtP RS232 BA and ET 200MP CM PtP RS422/485 BA: Reserved’
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Error status

The following data record contains the acknowledgment of the communication module to

the writing a configuration data record.

9.1 Read error status - data record 55
Read error status: PtP RD_ESTAT (Read Record 0037})
Byte
4 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Block type: 0037, — RD_ESTAT
1
2 Block length: 0010y
3
4 Block version high byte: 014
5 Block version low byte: 00
6 Reserved’
7
8 Error codes of the special functions
9
10 Error codes of the port configuration
11
12 Error codes of the send configuration
13
14 Error codes of the receive configuration
15
16 Error codes of the RS232 accompanying signals
17
18 Error codes of the 3964(R) protocol
19

1

58

Reserved bits must be set to 0.

A list of all error codes is available in chapter Error messages (Page 76).
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Sending data 1 O

10.1 Sending data using data record (without option for performance
optimization)
10.1.1 Flow chart for sending using data record

Users can send data based on the sequence outlined below. Management data and send data
is transmitted to the communication module by means of a special data record. The
communication module provides the acknowledgment in the input data.

Determine "Sequence number for
send data" and enter in send area

A
Enter frame identification in the
send area:
0 = Additional data to follow
1 = Last data record, no additional
data available

7

Send data record 48

Increment "Sequence number for
send data"

Additional data
available?

Evaluate ACK_SEND_SEQ and
SEND_STS from the input data
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Sending data

10.1 Sending data using data record (without option for performance optimization)

10.1.2 Send data - data record 48

The following data record is used to write send data to the communication module:

Sending data: SEND_PTP Record (Write Record 0030y)

Byte
4 Bit 7 Bit 6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Sequence number for send data (1 to 255)
1 Frame end identifier (0 or 1)
2 Data to transmit byte O

Sequence number for send data

The sequence number for send data identifies a new send frame or a new data record of a
frame. The acknowledgment by the module in the input data (Page 61) must be read as first
sequence number and incremented by the count of one. For the first data record, the
sequence number therefore starts with 1 after a STOP-RUN transition of the CPU. It is then
incremented by one for each data record with new content.

The value "0" may not be used as sequence number for send data. as it serves to detect the
start of the module. The maximum value 255 is therefore followed by 1.

Frame end identifier
The frame end identifier serves to identify the last data record belonging to a frame.
¢ 0 means: At least one more data record follows for the current frame.
* 1 means: This data record is the last one for the current frame.

Data to transmit

The data must be stored in the data record as of "Data to transmit byte 0". The size and
therefore the number of data records for transmitting a frame is defined by the transmission
medium:

e PROFINET: 1, 2, or 4 KB, depending on the communication module
* PROFIBUS: 240 bytes

If the length of the data to transmit is not a multiple of the data record length, the length of
the last data record corresponds to the length of the remaining data to transmit.

Acknowledgment from module

The module writes the sequence number received in the data record as acknowledgment to
the net data (Page 61).

For the last data record belonging to a frame,the acknowledgment is not written until the
module has sent the frame.

This acknowledgment (ACK_SEND_SEQ) must therefore be evaluated along with SEND_STS
after the last data record was written.
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Sending data

10.1 Sending data using data record (without option for performance optimization)

Startup characteristics

During startup, the module writes to the input data "ACK_SEND_SEQ = 0" (Page 61).
A busy job must be aborted when ACK_SEND_SEQ = 0.

10.1.3 Request acknowledgment - Input data
The acknowledgment is entered by the communication module in ACK_SEND_SEQ in the
input data. The input data has the following structure:
Byte

+ Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0

0 MODE’

1 ACK_SEND_SEQ

2 SEND_STS

3

4

5

6

7

T This bit is used for the plausibility check:
Og: Without the option for performance optimization
1g: With option for performance optimization

Before sending a new frame, the feedback of the communication module must be received in
the input data.

When the following feedback is received in the input data, the last send frame was sent
without errors and the module is ready to accept the next frame:

e ACK SEND_SEQ = Last "sequence number for send data"
* SEND STS=0

When SEND_STS = 0, the last send frame was not sent without errors. In this case, you can
find the meaning of the SEND_STS value in the section Error messages (Page 76).

Reaction of the module to an unexpected sequence number

The module rejects a data record with an unexpected sequence number for send data when
writing the data record and returns the error message 80B8y. In SEND_STS, the value 81D7y
can be found in the input data. In this case, active communication must be canceled and
transmission with the first data record (Page 60) must be repeated.

The send request is discarded, the incorrect sequence number is applied (if it is not 0) and
incremented from this value.
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Sending data

10.1 Sending data using data record (without option for performance optimization)

10.1.4

62

Example

A frame with a length of 500 bytes is to be transmitted. The data record has a length of
240 bytes.

First data record, length of 240 bytes:
"Sequence number for send data" = 1
"Frame end identifier" =0

238 bytes user data

Second data record, length of 240 bytes:
"Sequence number for send data" = 2
"Frame end identifier" =0

238 bytes user data

Third data record, length of 26 bytes
"Sequence number for send data" = 3
"Frame end identifier" = 1

24 bytes user data

Wait for feedback from the communication module; see Request acknowledgment - Input
data (Page 61).

Afterwards, a frame with a length of 100 bytes is to be transmitted.

First = last data record, length of 102 bytes:
"Sequence number for send data" = 4
"Frame end identifier" =1

100 bytes user data

Wait for feedback from the communication module; see Request acknowledgment - Input
data (Page 61).
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Sending data
10.2 Sending data via output data (with option for performance optimization)

10.2 Sending data via output data (with option for performance
optimization)
10.2.1 Flow chart for sending using output data

Users can send data based on the sequence outlined below. Management data and send data
is transmitted to the communication module using output data. The communication module
provides the acknowledgment in the input data.

Enter send data and SEND_LEN in
output data
v Application
. . cycle
Determine SEND_SEQ and enter in
output data (module starts with
data transmission after change of
SEND_SEQ)
................................................................................. Yoo
A

A4
Evaluate ACK_SENDTSEQ and Application
SEND_STS from the input data cycle

10.2.2 Output data

When using the option for performance option, the send data is written to the
communications module via the output data.

Output data
The following table shows the assignment of the output data:
Byte
4 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 SEND_SEQ
ACK_RCV_ SEND_LEN
RECORD
Data to transmit byte 0
Data to transmit byte 1
30 Data to transmit byte 28
31 Data to transmit byte 29
CM PtP in operation without SIMATIC system instructions
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Sending data

10.2 Sending data via output data (with option for performance optimization)

SEND_SEQ

SEND_SEQ is the sequence number for send data and identifies a new send frame. In case of
a change of SEND_SEQ, the communication module adopts the SEND_LEN value and the data
to be transmitted and starts with the serial data transmission.

The SEND_SEQ value for the first send job after a STOP-RUN transition of the CPU is "1". For
each additional send frame, the acknowledgment (Page 64) in the input data must be read
and this value must then be incremented for SEND_SEQ by the count of one.

The value "0" may not be used. As it serves to detect the STOP-RUN transition of the CPU. The
maximum value 255 is therefore followed by 1.

ACK_RCV_RECORD

After receiving a new sequence number for receive data (RCV_SEQ), the ACK_RCV_RECORD
bit must be toggled in the output data to acknowledge receipt of the data. Afterwards, the
communication module can once again send new input data.

SEND_LEN
SEND_LEN specifies the length of the data to be transmitted (1 to 30 bytes).

Data to transmit

The data to be transmitted contains the send frame whose length is limited to 30 bytes. The
data must be stored as of "Data to transmit byte 0".

Acknowledgment from module

The module writes the received sequence number to ACK_SEND_SEQ in the input data (Page
64) as acknowledgment and confirmation that it is ready to accept the next send frame.

10.2.3 Request acknowledgment - Input data

The acknowledgment is entered by the communication module in ACK_SEND_SEQ in the
input data. The input data has the following structure:

Byte
4 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 : MODE’
1 ACK_SEND_SEQ
2 SEND_STS
3
4

T This bit is used for the plausibility check:
Og: Without the option for performance optimization
15: With option for performance optimization
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Sending data

10.2 Sending data via output data (with option for performance optimization)

Before sending a new frame, the feedback of the communication module (acknowledgment)
must be received in the input data.

When the following feedback is received, the last send frame was sent without errors and the
module is ready to accept the next frame:

e ACK SEND_SEQ = Last sequence number for SEND_SEQ

* SEND_STS=0

When SEND_STS = 0, the last send frame was not sent without errors. In this case, you can
find the meaning of the SEND_STS value in the section Error messages [(Page 76).

Reaction of the module to an early send job
If you do not wait for the send acknowledgment, the module writes the value 81D0y in
SEND_STS as long as the current send job is active. The communication module initially
postpones the new send job and continues with it as soon as the current send job is
completed.

Reaction of the module to an unexpected sequence number

The module rejects an unexpected sequence number for send data. In SEND_STS, the value
81D74 can be found.

The send request is discarded, the incorrect sequence number is applied (if it is not 0) and
incremented from this value.
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Receiving data 1 1

1.1 Receiving data via data record (without option for performance
optimization)
11.1.1 Flow chart for receiving using data record

Users can receive data based on the sequence outlined below. The communication module
signals the availability of new received data in the input data. The communication module
provides management and receive data in a special data record.

Evaluate REV_SEQ from the
input data <

New value exists? No

Read data record 49 or 50
(toggling)

Evaluate frame end identifier:
0 = Additional data to follow
1 = Last data record; no additional
data available

Additional data Yes
available?

No

Evaluate RCV_STS from the data
record
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Receiving data
11.1 Receiving data via data record (without option for performance optimization)

11.1.2 Data received - data record 49/50

A new value for RCV_SEQ in the input data (Page 68) indicates a new frame is ready for
reading in the communication module.

The following data records are used to read receive data from the communication module:

Receiving data: RCV_PTP Record (Read Record 0031H/0032H)
Byte
4 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Sequence number for this data record (1 to 255)
1 Frame end identifier (O or 1)
2 RCV_STS
3
4 Receive data byte O

Change of the data record number when receiving data

After startup of the communication module, reading of the frame content must start with the
data record number 31y. You must then toggle the data record number between 31, and 32y
with each read process.

Sequence number of this data record

The "Sequence number of this data record" is equal to RCV_SEQ for the first data record of a
frame in the input data (Page 68) that were displayed by the new frame. This value is
incremented by the count of one for each data record read subsequently. An overflow to 2 is
triggered at 255. The values 0 and 1 have a special significance.

Frame end identifier

The frame end identifier is equal to 1 for the last data record that has to be read for this
frame, while it is O for all other data records.

The size of the last data record that belongs to a frame is determined by the frame length and
limited accordingly by the communication module.

Received data

The size, and therefore the number of data records of a frame, is defined by the transmission
medium:

e PROFINET: 1, 2, or 4 KB, depending on the communications module
¢ PROFIBUS: 240 bytes

If the receive data is not a multiple of the data record length, the length of the last data
record corresponds to the length of the remaining data to be transmitted.
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Receiving data

11.1 Receiving data via data record (without option for performance optimization)

RCV_STS

11.1.3

RCV_STS displays the result of the data reception.
e 009xy: Frame received without error
e 8xxxy: Frame received with error

See chapter Error messages (Page 76).

Query: New receive frame - Input data

Sequence number for receive data

A new received frame is indicated by a sequence number for receive data in byte 4 of the

input data.
Byte
7 Bit 7 Bit 6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 MODE’
1
2
3
4 RCV_SEQ
5 -
6
7

T This bit is used for the plausibility check:
Og: Without the option for performance optimization
1g: With option for performance optimization

RCV_SEQ

68

RCV_SEQ contains the sequence number of the first data record of the frame currently being
received by the module.

The values 0 and 1 have special meanings:
RCV_SEQ = 0:

¢ The communication module has performed a restart after power on and that no frame has

been received yet.
RCV_SEQ=1:

e This is the first frame after power on of the communication module. Reading of the frame

content must start with the data record number 314.
A busy job must be aborted in both cases.
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Receiving data

11.1 Receiving data via data record (without option for performance optimization)

11.1.4 Example

A frame with a length of 500 bytes was received. The data record has a length of 240 bytes
* In the user data, the frame is indicated by "Sequence number for RCV" = 1.
¢ You read the data record 00314 which includes:

"Sequence number of this data record" =1

"Frame end identifier" =0

"RCV status or error code" = 009xy, '

It contains 236 bytes of user data.
¢ You read the second data record 0032y which includes:

"Sequence number of this data record" = 2

"Frame end identifier" =0

"RCV status or error code" = 009xy !

It contains 236 bytes of user data.
¢ You read the third data record 00314 which includes:

"Sequence number of this data record" = 3

"Frame end identifier" =1

"RCV status or error code" = 009xy

It contains 28 bytes of user data. The communication module has limited the data record
length to 32 bytes.

This completes reading of the first frame from the CM.
A frame with a length of 100 bytes was received subsequently.
The sequence number for RCV changes from 1 to 4 in the user data.
¢ You read the data record 00324 which includes:

"Sequence number of this data record" =4

"Frame end identifier" =1

"RCV status or error code" = 009xy,

The data record contains 100 bytes of user data and the communication module has
limited the data record length to 104 bytes.

T 009xy Frame received without error
8XXXH Frame received with error

(see error codes in chapter Error messages (Page 76))
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Receiving data

11.2 Receiving data via input data (with option for performance optimization)

11.2 Receiving data via input data (with option for performance
optimization)
11.2.1 Flow chart for receiving via input data
Users can receive data based on the sequence outlined below. The communication module
provides management and receive data in the input data.
Evaluate REV_SEQ from the input
data <
New value exists? No
Read receive data from the input
data
Toggle ACK_RCV_RECORD in the
output data
Evaluate RCV_ERR from the
input data
11.2.2 Input data
When using the option for performance option, the receive data is read from the
communications module via the input data.
Input data
The following table shows the assignment of the input data:
Byte
1 Bit 7 Bit 6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 SGN_STAT MODE Ring_ DCD_ CTS_ RTS_ DSR_ DTR_
Status Status Status Status Status Status
1 ACK_SEND_SEQ
2 SEND_STS
3
4 RCV_SEQ
5 RCV_ RCV_LEN
Record
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Receiving data

11.2 Receiving data via input data (with option for performance optimization)

Byte
+ Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
6 RCV_STS
7
8 Receive data byte O
9 Receive data byte 1
30 Receive data byte 22
31 Receive data byte 23
SGN_STAT
This bit indicates whether RS232 secondary signals (Page 75) are available in the current
operating mode of the communication module.
MODE

ACK_SEND_SEQ

RCV_SEQ

This bit is used for the plausibility check of the data exchange type:

MODE = 0: Without option for performance optimization (data communication via data
record)

MODE = 1: With option for performance optimization (data communication via net data)

The module acknowledges an executed send job by writing the associated sequence number
in ACK_SEND_SEQ.

The module thus confirms that it is ready to execute the next send job.

RCV_SEQ contains the sequence number of the frame currently shown in the input data and
received by the module. This value is incremented by the count of one for each frame read
subsequently. An overflow to 2 is triggered at 255.

The values 0 and 1 have special meanings:

RCV_SEQ =0:

¢ The communication module has performed a restart after power on and that no frame has
been received yet.
or

¢ The receive buffer was cleared.

RCV_SEQ =1:
e This is the first frame after power on of the communication module.
or

* This is the first frame after clearing the receive buffer.
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Receiving data

11.2 Receiving data via input data (with option for performance optimization)

Acknowledge receipt of data

When a new frame with a new sequence number RCV_SEQ was received by the module, the
receive data is read out. The ACK_RCV_RECORD bit must then be toggled in the output data to
acknowledge receipt of the data. Afterwards, the communication module can write a new
frame to the input data again.

RCV_RECORD
RCV_RECORD returns the value that was last received by the communication module in the
ACK_RCV_RECORD bit in the output data.

RCV_LEN
RCV_LEN contains the length of the received data (1 to 24 bytes).

SEND_STS
In SEND_STS, you can read status information and an error number in case of an error (Page
76).

RCV_STS

RCV_STS displays the result of the data reception.
e 009xy: Frame received without error

e 8xxxy: Frame received with error

See chapter Error messages (Page 76).
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Clear receive buffer

12

12.1 Clear receive buffer - data record 54
The receive buffer of the communication module is cleared by writing the following data
record.
Delete receive buffer: PtP RCV_RST (Write Record 0036,,)
Byte
2 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Block type: 0036y — RCV_RST
1
2 Block length: 0008y
3
4 Block version high byte: 01y
5 Block version low byte: 00y
6 Reserved’
7
8 0 0 0 0 0 0 0 1
9 Reserved’
10
11
1 Reserved bits must be set to 0.
With MODE = 0 (without option for performance optimization):
The communication module does not acknowledge the reset of its receive buffer.
MODE = 1 (With option for performance optimization):
Clearing of the receive buffer is signaled back with RCV_SEQ = 0.
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RS232 signals 1

13.1 Set RS232 secondary signals - data record 53
The RS232 secondary signals of the communication module are manipulated by writing to
the following data record, provided the communication module supports this action in the
current mode.
NOTE
Parameter assignment error
If the communication module detects a parameter assignment error when writing the data
record 53, the data record is rejected with error status 80E1y.
The corresponding cause of error can be read by means of data record "Read Error Status -
data record 55" (error codes of the RS232 secondary signals).
Set RS232 accompanying signals: PtP SGN_SET (Write Record 0035)
Byte
1 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 Block type: 0035y - SGN_SET
1
2 Block length: 0008y
3
4 Block version high byte: 014
5 Block version low byte: 00y
6 Reserved’
7
8 Reserved’ Set_DSR_ Set_DTR_ Set_RTS_
State State State
9 Reserved’ DSR_State? DTR State RTS_State
10 Reserved’
11

1
2

74

Reserved bits must be set to 0.
Only available with interface type DCE
Note:

Set_xxx_State = 0: the status of the specified control bit is not changed.
Set_xxx_State = 1: the status of the specified control bit must be set to the value that was specified by xxx_State.

For information on reading the acknowledgment to the writing of this data record, refer to

chapter "Error status (Page 58)".
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RS232 signals

13.2 Read RS232 secondary signals - Input data

13.2 Read RS232 secondary signals - Input data
The RS232 secondary signals of the communication module can be read in the input data.
Byte
1 Bit 6 Bit5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
0 SGN_STAT Mode Ring_ DCD_ CTS_ RTS_ DSR_ DTR_
Status Status Status Status Status Status
SGN_STAT

Ring_Status

DCD_Status

CTS_Status

RTS_Status

DSR_Status

DTR Status

This bit indicates whether RS232 secondary signals are available in the current operating
mode of the communication module:

¢ SGN_STAT = 0: RS232 secondary signals not available
e SGN_STAT = 1: RS232 secondary signals available

This bit indicates the status of the RS232 secondary signal RI (ring indicator).

This bit indicates the status of the RS232 secondary signal DCD (data carrier signal detected).

This bit indicates the status of the RS232 secondary signal CTS (send permission).

This bit indicates the status of the RS232 secondary signal RTS (send request).

This bit indicates the status of the RS232 secondary signal DSR (ready state of the
communication partner).

This bit indicates the status of the RS232 secondary signal DTR (ready state of the
communication module).
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Error messages

Overview of the status and error messages

Code

Description

Remedy

0000y

No error

RECEIVE status and error codes

0094y Frame end identified based on the "Receipt of -
fixed/maximum frame length"

0095y Frame end identified based on "Message timeout" -

00964 Frame end identified based on expiration of the -
"Character delay time"

00974 The frame was aborted because the maximum -
response time was reached.

0098, Frame end identified based on the fulfillment of the -
"Read message length from message" conditions

0099, Frame end identified based on the receipt of the "End |-

sequence”

SEND status and error codes

70014 Initial call for a new frame: -
Data record transmission initiated
70024 Interim call: Data record transmission in process -
8085y Invalid length specification Select a suitable frame length.
* Communication using data record: Depending on
the module, the following are permissible: 1 ...
1024/2048/4096 bytes
* Communication using net data: Maximum length
is 30 bytes.
80874 The number of characters received by the module Select a suitable frame length or use communication

exceeds the number supported with the option for per-
formance optimization.

via data record.
The maximum length is 24 bytes with the option for

performance optimization.

Error codes of the special functions

8190y Incorrect setting of the CRC calculation Select a suitable value for CRC calculation.
The following are valid: deactivated or activated.
Check whether the module addressed supports CRC
calculation.

8191y Incorrect setting of the diagnostic interrupt Select a suitable value for "Diagnostic interrupt”.

The following are valid: Diagnostic interrupt deactiv-
ated (0) or diagnostic interrupt activated (1).

Error codes of the port configuration

81A04 The module does not support this protocol. Select a valid protocol for the module.
81A1y The module does not support this data transmission Select a valid data transmission rate for the module.
rate.
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Error messages

Code Description Remedy
81A2y The module does not support this parity setting. Select a suitable value for "Parity".

The following are valid:

e None (1)

* Even (2)

e 0dd(3)

*  Mark (4)

e Space (5)

e Any(6)

81A3y The module does not support this number of data bits. |Select a suitable value for "Number of data bits".

The following are valid:

* 7(2)

* 8(1)

81A4y The module does not support this number of stop bits. |Select a suitable value for "Number of stop bits".

The following are valid:

e 1(1)

e 2(2)

81A5y The module does not support this type of data flow Select a valid data flow control for the module.
control.
81A74 Invalid value for XON or XOFF Select suitable values for XON and XOFF.
Valid range of values: 0...7F.
XON must not be equal to XOFF.
81A8y Error in frame header Check the datalvalues in the frame header.
81AAy Invalid operating mode Valid operating modes are:

e Full duplex (RS232) (0)

e Full duplex (RS422) four-wire mode (point-to-
point) (1)

e Full duplex (RS422) four-wire mode (multipoint
master) (2)

e Full duplex (RS422) four-wire mode (multipoint
slave) (3)

* Half duplex (RS485) two-wire mode (4)

81ABy Invalid default setting of the receive line Valid default settings are:

* "No" default setting (0)

* Signal R(A)=5V, signal R(B)=0V (break detection)
(1):

Can only be selected with: "Full duplex (RS422)
four-wire mode (point-to-point connection)" and
"Full duplex (RS422) four-wire mode (multipoint
slave)".

» Signal R(A)=0V, signal R(B)=5V (2): This default
corresponds to the idle state (no active send oper-
ation). No break detection is possible with this
default setting.

81ACH Invalid value for "Break detection” Select a suitable value for "Break detection”.

The following are valid:

e "0" (break detection deactivated)

e "1"(break detection activated)

81AFy The module does not support this protocol. Select a valid protocol for the module.

Error codes of the send configuration

81B5y

More than two end delimiters
or
End sequence > 5 characters

Select suitable values for "End delimiter" and "End
sequence".

The following are valid:

¢ deactivated (0),

* 1(1)or2(2)end delimiters

or

* deactivated (0),

* 1(1)upto5(5)characters for the end sequence.
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Error messages

Code

Description

Remedy

81B6y

Send configuration rejected because the 3964(R) pro-
tocol was selected

Make sure that no send configuration is transmitted if
the 3964(R) protocol is set.

Error codes of the receive configuration

81C0Oy Invalid start condition Select a suitable start condition.
The following are valid:
* Send break before frame start
e Sendidle line
81C1y Invalid end condition or no end condition selected Select a suitable end condition.
81C3y Invalid value for "Maximum message length" Select a suitable value for "Maximum message
length".
Valid range of values (depending on the module): 1 to
1024/2048/4096 (bytes)
81C4y Invalid value for "Offset of the length specification in  |Select a suitable value for "Offset of the length
the message” specification in the message”.
Valid range of values (depending on the module): 1 to
1023/204714095 (bytes)
81C54 Invalid value for "Size of length field" Select a suitable value for "Size of length field".
Valid range of values in bytes:
s 1(1)
e 2(2)
c 4(4)
81C6y Invalid value for "Number of characters not counted in |Select a suitable value for "Number of characters not
length specification” counted in length specification".
Valid range of values: 0 to 255 (bytes)
81C74 The total of "Offset in the message + size of the length |Select a suitable value for "Offset in message", "Size of
field + number of character not counted" is greater the length field" and "Number of characters not
than the maximum frame length counted".
Valid range of values:
e Offsetin the message (depending on the module):
1 to 1023/2047/4095 (bytes)
» Size of the length field: 1, 2, or 4 (bytes)
e Number of characters not counted: 0 to 255
(bytes)
81C8y Invalid value for "Response timeout" Select a suitable value for "Response timeout".
Valid range of values: 1 to 65535 (ms)
81C9%y Invalid value for "Character delay time" Select a suitable value for "Character delay time".
Valid range of values: 1 to 65535 (bit times)
81CBy Frame end sequence is activated, but no character is Activate one or several characters for the check.
activated for the check
81CCy Frame start sequence is activated, but no characteris |Activate one or several characters for the check.
activated for the check
81CDy Invalid value for "Prevent overwriting" Select a suitable value for "Prevent overwriting".
The following are valid:
* Prevent overwriting is deactivated (0) or
* Prevent overwriting is activated (1)
81CEy Invalid value for "Clear receive buffer at startup” Select a suitable value for "Clear receive buffer at

startup”.

The following are valid:

* Clear receive buffer at startup is deactivated (0)
» (lear receive buffer at startup is activated (1)

SEND status and error codes

81D0y Receiving send requests during runtime of a send job  |Make sure that you do not receive send requests dur-
ing runtime of a send job.
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Error messages

Code Description Remedy
81D 1y The waiting time for XON or CTS = ON has expired. The communication partner has a fault, is too slow or
is offline. Check the communication partner or, if
necessary, change the parameter assignment.
81D2y "Hardware RTS always ON": Send command aborted Check the communication partner. Make sure that
due to change from DSR = ON to OFF DSR is ONfor the entire duration of transmission.
81D3y Send buffer overflow / send frame too long Select a shorter frame length.
The following are valid (depending on the module): 1
to 1024/2048/4096 (bytes)
81D5y Transmission aborted due to parameter changes, detec-|Check the parameter assignment, wire break, and CPU
ted wire break, or because CPU in STOP status.
81D6y Transmission canceled because end identifier was not |Check the parameter assignment of the end delimiters
received and the frame of the communication partner.
81D7y Communication error between the user program and  [Check communication (e.g.
module consistency of the sequence number).
81D8y Transmission attempt rejected because module is not  [Configure the module.
configured
81DFy The module has reset the interface for one of the fol- |-

lowing reasons:

* Module was restarted

* Module parameters were reassigned
e CPUSTOP

Error codes when receiving messages

81E0y Frame canceled: Receive buffer overflow / send frame |Increase the call rate for the receive function in the
too long user program or configure communication with data
flow control.
81E1H Frame canceled: Parity error Check the connection line of the communication part-
ners, or verify that both devices are configured for the
same data transmission rate, parity and stop bit num-
ber.
81E2y Frame canceled: Character frame error Check the settings for the start bit, data bits, parity bit,
data transmission rate, and stop bit(s).
81E3y Frame canceled: Character overflow error Firmware error: Contact
Customer Support.
81E4y Frame canceled: The total length of "Offset in the Select a suitable value for Offset in message, Size of
message + size of the length field + number of the length field, and Number of characters not coun-
character not counted" is greater than the receive buf- |ted.
fer
81E5y Frame canceled: Break Receive line to partner is interrupted.
Reconnect or switch on partner.
81E6y Maximum number of "Buffered receive frames" In the user program call the instruction more often or
exceeded configure a communication with data flow control or
increase the number of buffered frames.
81E8y Frame canceled: The character delay time has expired |Partner device faulty or too slow. Check this, if
before the message and criterion was detected required, using an interface tester that is interconnec-
ted in the transmission line.
81EBy Frame canceled: Maximum frame length reached Select a shorter frame length at the communication

partner.

The following are valid (depending on the module): 1
to 1024/2048/4096 (bytes)

Check the parameters for end of frame detection.
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Error messages

Code

[Description

[Remedy

Error codes of RS232 secondary signals

81F0y The module does not support RS232 secondary signals |You have tried to set accompanying signals for a mod-
ule that does not support RS232 accompanying sig-
nals. Verify that this is an RS232 module or that RS232
mode (ET 200SP) is set.

81F1y No operation of RS232 secondary signals RS232 secondary signals cannot be manipulated

manually as long as hardware data flow is active.

Error codes of the receive configuration

protocol was selected

82C1y Invalid value for "Buffered receive frames". Select a suitable value for "Buffered receive frames".
Valid range of values: 1 to 255
82C2y Receive configuration rejected because the 3964(R) Verify that no receive configuration is transmitted if

the 3964(R) protocol is set.

3964(R) protocol error codes

83804 Parameter assignment error: Invalid value for Select a suitable value for "Character delay time".
"Character delay time". Valid range of values: 1 to 65535 (ms)
8381y Parameter assignment error: Invalid value for Select a suitable value for "Response timeout".
"Response timeout". Valid range of values: 1 to 65535 (ms)
8382y Parameter assignment error: Invalid value for "Priority". |Select a suitable value for "Priority".
The following are valid:
e High (1)
e Low (0)
8383y Parameter assignment error: Invalid value for "Block Select a suitable value for "Block check".
check" The following are valid:
* with block check (1)
* without block check (0)
8384y, Parameter assignment error: Invalid value for Select a suitable value for "Connection attempts".
"Connection attempts". Valid range of values: 1 to 255
8385y Parameter assignment error: Invalid value for Select a suitable value for "Transmission attempts".
"Transmission attempts". Valid range of values: 1 to 255
8386y Runtime error: Number of connection attempts Check the interface cable and the transmission para-
exceeded meters.
Also check whether the receive function is configured
correctly at the partner device.
83874 Runtime error: Number of transmission attempts Check the interface cable, the transmission paramet-
exceeded ers and the configuration of the communication part-
ner.
8388y Runtime error: Error at the "Block check character" Check whether the connection is seriously disrupted;
The internally calculated value of the block check char- in this case you may also occasiona”y see error codes.
acter does not correspond to the block check character |Check for proper function at the partner device, pos-
received by the partner at the connection end. sibly by using an interface test device that is switched
into the transmission line.
8389y Runtime error: Invalid character received while waiting [The send request of the communication partner (STX,
for free receive buffer 02H) is only answered with DLE when the receive buf-
fer is empty. No additional character may be received
before (except STX again). )
Check for proper function at the partner device, pos-
sibly by using an interface test device that is switched
into the transmission line.
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Error messages

Code Description Remedy
838Ay Runtime error: Logical error during receiving. ) Check whether the partner DLE in the frame header
Another character (other than DLE, ETX) was received |and in the data string is always in duplicate or the con-
after receipt of DLE. nection is released with DLE ETX. Check for proper
function of the partner device, possibly using an inter-
face test device that is switched into the transmission
line.
838By Runtime error: Character delay time exceeded Partner device too slow or faulty.
Check for proper function of the partner device, pos-
sibly using an interface test device that is switched
into the transmission line.
838Cy Runtime error: Wait time for free receive buffer has In the user program call the instruction more often or
started configure a communication with data flow control.
838Dy Runtime error: Frame repetition does not start within 4 |Check the communication partner. A received frame
s after NAK that is possibly corrupted must be repeated by the
partner within 4 seconds.
838Ey Runtime error: One or several characters (except NAK  [Verify the proper function of the partner device, for
and STX) were received in idle mode. example, by means an interface tester that is intercon-
nected in the transmission line.
838Fy Runtime error: Initialization conflict - Both partners Set the "Low" priority at one of the partners
have set high priority
83904 Parameter assignment error: Error in frame header Check the datalvalues in the frame header.
8391y Parameter assignment error: 3964 Parameter data Verify that no 3964 parameter data is transmitted if

record rejected because Freeport is set

the Freeport protocol is set.
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Glossary

Address

The address indicates the physical storage space and enables direct access to the operand
that is stored under this address.

Automation system

An automation system is a programmable logic controller consisting of at least one CPU,
various 1/0 modules, and operator control and monitoring devices.

Bit times

"Bit times" are always specified as a number of bits.

The "time" set with bits depends on the selected data transmission rate that is taken into
consideration automatically.

Example:
The frame end is to be detected after a gap of two characters.
The set data transmission rate is 9600 bit/s.
The set character frame is 10 bits.
10 x 2 = 20 bit times
This corresponds to a time of:
20 x 1/9600 ~ 0.0021 s

Communication module

Communication modules are used for point-to-point connections and bus links.

Configuration

The term configuration refers to the summary of individual modules of an automation system
in the configuration table.

CPU

Central Processing Unit = Central module of the automation system that consists of the
control and computing units, memory, system program, and interfaces to the I/O modules.

CPU operating system

The CPU operating system organizes all the functions and sequences of the CPU that are not
linked to a special control task.

Cycle time
The cycle time denotes the time a CPU requires to execute one user program cycle.
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Cyclic program processing

In cyclic program processing, the term cycle denotes execution of the user program in a
continuous repetitive program loop.

Default setting
The default is a useful basic setting that is used whenever no other value is specified.

Diagnostic functions

The diagnostic functions cover the entire system diagnostics and the detection, evaluation
and reporting of errors in the automation system.

Diagnostics buffer

Memory area in which detailed information on all diagnostics events is entered based on the
order of their occurrence.

Diagnostics events

Diagnostics events are, for example, module errors or system errors in the CPU that may be
caused by a program error.

Hardware

The term hardware denotes the entire physical and technical equipment of an automation
system.

Interrupt

The term interrupt designates the interruption of program execution in the processor of an
automation system which is triggered by an external alarm.

Module parameters

Module parameters are values that are used to determine the behavior of the module. We
distinguish between static and dynamic module parameters.

Online/Offline

In online mode, there is a data connection between the automation system and
programming device, while there is no data connection in offline mode.

Parameter assignment

The term parameter assignment denotes actions that define the response of a module or
block.

Parameters

Parameters represent values that can be used to define the behavior of a module or software.
We distinguish between module parameters and block parameters.
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Performance option

From firmware version V2.0 of the communication module, the option for performance
optimization is available. This option is suitable if you are exclusively sending and receiving
short frames with several communication modules. The frame length is limited to 24 bytes
for receive frames and 30 bytes for send frames. The reaction time is optimized, especially
when several CM PtPs are used in parallel.

Point-to-point connection

In point-to-point connection, the communication module forms the interface between an
automation system and a communication partner.

Protocol
The communication partners participating in data transmission must conform to fixed rules
for the handling and execution of data traffic. These rules are called protocols.

Rack
The rack is a mounting rail with slots that can be used to mount modules.

Software

The term software refers to all programs that are used on a computing system. These include
the operating system and user programs.

User program

The user program contains all instructions and declarations for processing the signals used for
controlling a system or a process. In SIMATIC S7, the user program is structured and divided
into small units, namely the blocks.

Work memory

Work memory is CPU RAM (Random Access Memory) that is accessed by the processor when
processing the user program.
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Query: New receive frame, 68
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Secondary signals, |19
Send configuration record - data record 59, 49, 50
Sending using data record

Flow chart, 59

Sending via user data

Flow chart, 63

Send point-to-point - data record 48, 60

Serial data transmission, 22

Set RS232 secondary signals - data record 53, 74
Software data flow control, 39
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Synchronous data communication, 25
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Unidirectional/bidirectional data traffic, 36
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